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 Preserving the confidentiality of information exchanges relies fundamentally on 

an end-to-end encryption system, involving the use of a secret key to secure the 

entire communication. However, with the imminent emergence of quantum 

computing, threats to traditional encryption systems are multiplying. This is 

where post-quantum key sharing, in particular the Commutative Super Isogenies 

Diffie Hellman (CSIDH) algorithm, comes in. The CSIDH uses the ideal of some 

class number to a morphism of elliptic curve for calculating the shared key. It 

offers an innovative solution for secure key generation between two users, while 

providing a robust defense against potential attacks from quantum computers, 

whose computing power is redefining the limits of cryptographic security, based 

on the mathematical foundations of elliptic curves and isogeny. This 

technological advance represents an essential pillar in preserving the 

confidentiality of communications, in a context where security challenges are 

constantly evolving. Combining with Fujisaki-Okamoto transform, socket, and 

Linux; a chat application over python could be created for transmitting secure 

messages. 
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I. INTRODUCTION 

 

The need to ensure the security of communications 

between individuals has always been apparent. Thus, 

ensuring that exchanged messages are not modified 

during transit, or worse, intercepted by third parties, is 

a constant concern that only dissipates with the 

emergence of enhanced security methods. 

 

Today, with the emergence of powerful computers and 

the performance of new calculation algorithms, 

cryptography based on theories number and 
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algorithms of mathematical logic has become 

vulnerable to attacks. However, attacks occur 

periodically to undermine user trust. In cryptography, 

it is necessary to express the objectives and means of 

the attacker, i.e., what they seek to do and how they 

act within the system. This is where cryptography 

shows its limitations in the face of reality. 

 

Furthermore, a new form of information protection is 

implemented through the exploitation of elliptic 

curves and isogenies. The use of post-quantum 

cryptography aims to make information inviolable 

against attacks from quantum machines while using 

classical hardware. 

 

II. LITTERATURE REVIEW 

 

Classical cryptography encompasses the traditional 

methods of securing information through symbols and 

algorithms. Developed over centuries, these 

techniques have been crucial for ensuring the 

confidentiality of sensitive data in various contexts 

such as military and diplomatic communications. 

Despite modern advancements, classical cryptography 

remains significant for understanding the foundational 

principles of encryption [1-7]. 

 

In cryptography, there are primarily two "dual" 

disciplines: 

• Cryptography, which focuses on securing 

information. 

• Cryptanalysis, which aims to attack crypto-system. 

 

Cryptography therefore aims to secure the 

transmission between the sender and the recipient. 

Information security is understood at several levels: 

• Confidentiality: Only the recipient Bob (and 

possibly the sender Alice) can understand the 

transmitted information. 

• Authentication: Each party is indeed who they 

claim to be. 

• Integrity: The transmitted information has not 

been altered during its journey. 

• Non-Repudiation: The sender cannot deny having 

sent the information. 

• Access Control: Only authorized person(s) can 

access the information. 

A. Beginning of Cryptography 

 

Historical encryption systems, no longer in use due to 

simplicity of cryptanalysis, highlight the importance of 

understanding various attacks and the computational 

effort modern computers would require to break 

crypto-systems [1]. 

B.  Scytale 

The scytale is the oldest known encryption system. It 

involves wrapping a strip of leather around a wooden 

rod, writing the message perpendicular to the 

wrapping, then, unwinding the leather to read the 

message. To decrypt, the recipient needs a scytale of 

the -same diameter as the one used for encryption. 

 

• Caesar Cipher 

 

The Caesar cipher is a substitution cipher where each 

letter in the plaintext is shifted a certain number of 

places down or up the alphabet. For example, with a 

shift of 3, A would be replaced by D, B would become 

E, and so on. This shift value is the key to encrypting 

and decrypting the message as illustrated on the Table 

I. 

 

TABLE I  

CAESAR CIPHER EXAMPLE 

 

Plain text A B C D E F G H I J K L M N O P Q 

R S T U V W X Y Z 

Encrypted 

text 

D E F G H I J K L M N O P Q R S T 

U V W X Y Z A B C 
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• Vigenère Cipher 

   

The Vigenère cipher is a polyalphabetic substitution 

cipher that uses a keyword to shift letters in the 

plaintext. The keyword is repeated to match the length 

of the message, and each letter of the keyword 

determines the amount of shift applied to the 

corresponding letter in the plaintext as illustrated on 

the Table II. This creates a more complex cipher than 

the Caesar cipher, making it more resistant to 

frequency analysis. 

 

TABLE II  

CAESAR CIPHER EXAMPLE 

Plain text UN TEXTE CHIFFRE AVEC 

VIGENERE 

Key SE CRETS ECRETSE CRET SECRETSE 

Encrypted MR VVBMW GJZJYJI CMIV 

NMIVRXJI 

 

• Enigma 

Enigma was an electromechanical rotor machine used 

for encryption and decryption. It scrambled messages 

by passing electrical current through rotors, with 

settings determining the encryption. Its complexity 

and numerous configurations made decryption 

difficult for cryptanalysts. 

C. Modern Cryptography 

 

With the emergence of computers, traditional 

cryptographic methods are no longer sufficient for 

secure communication. Even complex systems like 

Enigma could be deciphered with computational 

power. Cryptanalysis of Enigma involves determining 

the initial rotor positions, selecting from 5 rotors in 3 

different orders, and permuting 20 letters on the front 

panel [1,2]. 

 

 

 

• Symmetric Crypto-systems 

Symmetric crypto-system uses the same key for both 

encryption and decryption. The principle of operation 

involves applying mathematical algorithms to 

transform plaintext into ciphertext and vice versa using 

a shared secret key. Common examples include the 

Data Encryption Standard (DES), Advanced 

Encryption Standard (AES), and Triple DES (3DES). 

 

• New Paradigm 

This section discusses new paradigms in cryptography, 

which may involve novel approaches or advancements 

beyond traditional cryptographic methods. It could 

include topics such as quantum cryptography, 

homomorphic encryption, or lattice-based 

cryptography. The principle of operation for each 

paradigm varies depending on its underlying 

mathematical principles and cryptographic techniques 

[2]. 

 

• Asymmetric Crypto-systems 

In asymmetric cryptography, Alice generates a pair of 

keys: a public key and a private key. She selects two 

large prime numbers, p and q, and calculates 𝑁 = 𝑝. 𝑞. 

Then, she chooses an integer e coprime with φ(N)  =

 (p −  1)(q −  1) and computes the integer d using the 

extended Euclidean algorithm, such that. ed =

 1 mod φ(N). Alice's public key is (N, e), while her 

private key is (N, d). 

 

When Bob wants to send a message m to Alice, he 

calculates 𝑐 =  𝑚𝑒 𝑚𝑜𝑑 𝑁  and sends it to her. To 

decrypt the message, Alice uses her private key and 

computes as follow as the equation (1). 

 

𝑐𝑑 = (m𝑒)𝑑  modN = m mod N  (1) 
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• Hybrid Cryptography 

Hybrid cryptography merges symmetric and 

asymmetric encryption for efficiency and security. It 

generates a session key using asymmetric encryption, 

which encrypts the data symmetrically. By encrypting 

the session key with the recipient's public key, it 

addresses key distribution challenges and 

computational overhead, ensuring secure and efficient 

communication [3]. 

D. Computational Model 

Various complexity notions required to assess the 

robustness of a crypto-system, will be explored as well 

as the main underlying problems in modern 

asymmetric cryptography. Then, the architecture of 

quantum computing and its implications on this same 

cryptography will be discussed. [1-7] 

 

• Complexity Notions 

Complexity notions refer to various measures used to 

evaluate the efficiency of algorithms. This includes 

concepts like Big O notation, which describes the 

upper bound on the time or space required by an 

algorithm as a function of the size of its input. Time 

and space complexity assess the resources needed by an 

algorithm to execute. Polynomial time algorithms are 

those whose running time is bounded by a polynomial 

function, while NP problems are those for which 

solutions can be verified in polynomial time but may 

not be found in polynomial time. 

 

• Factorization and the RSA Problem 

Factorization involves breaking down a composite 

number into its prime factors. The RSA encryption 

scheme relies on the difficulty of factoring large 

composite numbers, as it's based on the assumption 

that factoring the product of two large prime numbers 

is computationally infeasible. The security of RSA 

encryption hinges on the challenge of factorization, 

making it resistant to attacks. 

 

• Factorization and the RSA Problem 

Factorization involves breaking down a composite 

number into its prime factors. The RSA encryption 

scheme relies on the difficulty of factoring large 

composite numbers, as it's based on the assumption 

that factoring the product of two large prime numbers 

is computationally infeasible. The security of RSA 

encryption hinges on the challenge of factorization, 

making it resistant to attacks. 

 

• Discrete Logarithm and the Diffie-Hellman 

Problem 

The discrete logarithm problem involves finding the 

exponent in a given modular equation. The Diffie-

Hellman key exchange protocol relies on the difficulty 

of solving the discrete logarithm problem in a finite 

field. This means that even if the values exchanged 

during the protocol are intercepted, it's 

computationally difficult for an eavesdropper to derive 

the shared secret key without solving the discrete 

logarithm problem. 

 

• Quantum Computer and its Algorithms 

Quantum computers leverage principles of quantum 

mechanics such as superposition and entanglement, to 

perform computations. Shor's algorithm, a quantum 

algorithm, efficiently factors large integers, posing a 

threat to RSA and other crypto-systems based on 

integer factorization. 

 

III.  METHODS AND MATERIAL 

 

Post-Quantum Cryptography (PQC) is a rapidly 

emerging field within the realm of cybersecurity, 

prompted by the looming threat posed by quantum 

computers to traditional cryptographic algorithms. 

Unlike classical computers, quantum computers 

possess the potential to efficiently solve certain 
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mathematical problems upon which many widely-used 

encryption schemes rely. 

A. Elliptic Curves 

An elliptic curve over a field K is a non-singular plane 

algebraic curve as follows as the equation (2). 

 

𝒚𝟐 + 𝒂𝟏𝒙𝒚 + 𝒂𝟑𝒚

= 𝒙𝟑 + 𝒂𝟐𝒙𝟐 + 𝒂𝟒𝒙

+ 𝒂𝟒𝒙 

(2) 

Where 𝒂𝒊 ∈ 𝕂 

This form is called the Weierstrass form [8-12]. 

 

Figure  1.  Elliptic curve 

B. Isogeny-Based Crypto-system 

Isogeny-based cryptography, originating from 

Couveignes' work in the late 1990s, was made resilient 

to post-quantum attacks by Jao and De Feo in 2011. It 

offers security against classical attacks and reasonable 

data sizes similar to current systems. However, its 

youth raises concerns about quantum resistance and 

practical performance compared to other post-

quantum schemes. Isogeny graphs consist of nodes 

representing elliptic curves over  𝐹𝑞 , with edges as 

isogenies of fixed degree. For supersingular elliptic 

curves, isogeny graphs exhibit the Ramanujan property 

and have a finite number of isomorphism classes, 

approximately p/12.There are three methods of 

cryptography based on isogeny: 

• Authentication and Zero-Knowledge Proof of 

Identity 

•  Secret Key Establishment 

• Encrypted Message Transmission 

 

C. Isogeny-Based Cryptanalysis 

Isogeny cryptanalysis is a specialized field of 

cryptography focused on analysing attacks against 

cryptographic systems relying on isogenies. Isogenies, 

mathematical functions preserving elliptic curve group 

structures, are integral to public-key cryptography, 

such as Super Isogeny Diffie-Hellman SIDH. Attacks in 

this area involve two main objectives: finding isogenies 

between known elliptic curves and exploiting isogeny-

related vulnerabilities to break cryptographic systems. 

[6]. 

D.  Computing security 

Computing security is the set of technical, 

organizational, legal, and human means required to 

protect computer systems against threats and attacks. It 

aims to ensure the confidentiality, integrity, and 

availability of data and digital resources. 

 

• Information systems environment 

Statistics indicate that 40% of attacks are caused by 

users of an Information System (IS) themselves. 

Despite the array of technologies used to secure 

enterprise Information Systems (IS), attacks on IS still 

occur [12]. 

 

• Key Management and Security 

Key exchange plays a crucial role in information 

systems, management and security by using CSIDH 

methods and Fujisaki-Okamoto transform. 

E.  Network security 

Before specifying the models in use on networks, how 

information is transmitted will be explored briefly. in 

any case, what principles have been adopted. Network 

architecture models are composed of layers, relatively 

independent of each other. The analysis of network 

will be started by applications (high level) to physical 

transmission (low level).[13] 
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• Open System Interconnexion (OSI) model 

The OSI model is not a network architecture, as it 

does not explicitly describe the protocols involved. 

This model consists of 7 layers: 

Physical: Effectively transmits signals in the form of 

bits between parties. 

Data Link: Converts bits into frames. 

Network: Manages communication, ensures packet 

routing and addressing. 

Transport: Routes messages. 

Session: Synchronizes exchanges between remote 

tasks. 

Presentation: Processes information to make it 

compatible between different applications. 

Application: Interface between the user and the 

network. 

• Transmission Control Protocol / Internet Protocol 

(TCP/IP) 

The TCP/IP model is not significantly different from 

the OSI model. However, it only has 4 layers, 

although a hybrid model, separating the physical and 

Link layers, may be authoritative [13]. 

Network Access Layer: Ensures physical connection 

to route data. 

Internet Layer: Injects packets into any network. 

Transport Layer: Functions similarly to the Transport 

Layer of the OSI model. 

Application Layer: This layer encompasses all high-

level protocols (File Transfer Protocol or FTP, Simple 

Mail Transfer Protocol or SMTP, Hypertext Transfer 

Protocol or HTTP, Domain Name System, or DNS...). 

F. Socket 

 

Socket is used to establish a stream of data (byte) 

transmission between two machines or applications. 

Socket manipulation proceeds as follows [14-15]: 

• Creation of the socket 

• Configuration of the socket 

• Closure of the previously established connection. 

G. Transmission of message as a String 

To enable data transmission, a server program will 

need to send data, and a client program will need to 

receive them. For this purpose, three functions will be 

used [16]: 

 

• Send functions 

The send function facilitates the transmission of data 

over a socket. It requires parameters such as the socket 

descriptor and a pointer to the data buffer containing 

the information to be sent, along with the size of the 

data in bytes and optional flags. Typically, data is sent 

in the form of a char array or buffer. Upon successful 

completion, send returns the number of bytes sent. If 

an error occurs, it returns -1. 

 

•  Recv function 

Conversely, the recv function is employed to receive 

data from a socket. It shares similarities with the send 

function in terms of parameters, including the socket 

descriptor, a pointer to the buffer where received data 

will be stored, the maximum number of bytes to 

receive, and optional flags. Once data is received, it is 

stored in the specified buffer. The return value of recv 

indicates the number of bytes received. If the 

connection has been closed, it returns 0; otherwise, -1 

denotes an error. 

• Shutdown functions 

Finally, the shutdown function serves to disable 

sending and receiving data on a socket. By providing 

the socket descriptor and an integer representing the 

desired shutdown action (such as SHUT_RD for 

further receives, SHUT_WR for further sends, or 

SHUT_RDWR for both), it effectively closes the 

communication channels while keeping the socket 

open until explicitly closed using the close function. 
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Upon completion, shutdown returns 0 to signify 

success, or -1 in case of failure. 

H. Implementation of an Encrypted Messaging 

System 

• Linux 

Linux is a multitasking and multi-user operating 

system, meaning it can run multiple programs 

simultaneously and can be used by multiple users 

concurrently. It is also a portable operating system, 

which means it can be installed on a wide variety of 

hardware. 

• Python 

Python is chosen because it serves as the foundation for 

the SIBC library, which provides implementations of 

several post-quantum algorithms. It was also easy to 

implement the Fujisaki-Okamoto transformation on 

CSIDH within SIBC using this language [15]. 

 

• SIBC and CSIDH 

CSIDH is an isogeny-based protocol that can be used 

for key exchange and encapsulation, as well as for other 

advanced protocols and primitives. Figure 2 illustrates 

how CSIDH can be executed similarly to Diffie-

Hellman to produce a shared secret between Alice and 

Bob. It's noteworthy that the elliptic curves 𝑬𝑩𝑨 and 

𝑬𝑨𝑩  calculated by Alice and Bob at the end of the 

protocol are identical. CSIDH operates over a finite 

field 𝔽𝒑, where p is a prime number of the form [16-

21]: 

𝑝 = 4 ∏ ℓ𝑖 − 1

𝑛

1

 
(3) 

with 𝓵𝟏, … , 𝓵𝒏 being a set of small odd prime 

numbers. 

 
Figure  2.  CSIDH Key Exchange Protocol 

 

• Fujisaki-Okamoto Transform 

The Fujisaki-Okamoto transform is a powerful 

mathematical tool used in the field of cryptography. 

This transform, developed by Tatsuaki Okamoto and 

Shigenori Fujisaki, is primarily employed to secure 

protocols for transferring sensitive data. It relies on 

complex mathematical principles to ensure the 

confidentiality and authenticity of exchanged 

information [13]. 

 

Fujisaki-Okamoto transform provides the security 

scheme IND-CCA2 provide. By using hybrid 

encryption scheme Πℎ𝑦 = (𝐾ℎ𝑦, 𝐸ℎ𝑦, 𝐷ℎ𝑦)  , crypto-

system will satisfy the desired security properties. This 

scheme is built from a symmetric decryption scheme 

and an asymmetric encryption scheme [14]. 

In this crypto-system hybrid, symmetric and 

asymmetric cryptography is needed. 

let   the crypto-system hybrid where :  

 

 𝚷𝒂𝒔𝒚𝒎 = (𝐊𝒂𝒔𝒚𝒎, 𝐄𝒔𝒚𝒎, 𝐃𝒔𝒚𝒎, 𝐄𝒂𝒔𝒚𝒎, 𝐃𝒂𝒔𝒚𝒎)   . 

𝐊𝒂𝒔𝒚𝒎 is the probabilistic key generator which 

returns secret key and public key  (pk, sk) 

𝐄𝒔𝒚𝒎 is the symmetric function for encryption 

𝐃𝒔𝒚𝒎 is the symmetric function for decryption 

𝐄𝒂𝒔𝒚𝒎 is the asymmetric function for encryption 

𝐃𝒂𝒔𝒚𝒎 is the asymmetric function for decryption 
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∀𝑘 ∈ ℕ∀(𝑝𝑘, 𝑠𝑘) de K𝑎𝑠𝑦𝑚(1𝑘)   

∀𝑥 ∶ D𝑎𝑠𝑦𝑚(𝑠𝑘, E𝑎𝑠𝑦𝑚(𝑝𝑘, 𝑥;  𝑟)) = 𝑥 
 

 

(4) 

Π𝑠𝑦𝑚: ∀𝑘 ∈ ℕ∀𝑎 

∀𝑥 ∶ D𝑠𝑦𝑚(𝑎, E𝑠𝑦𝑚(𝑎, 𝑥) ;  𝑟)  =  𝑥. 

 

(5) 

Key Generations: 𝑲𝑮(𝟏𝒌) 

1. (𝑝𝑘, 𝑠𝑘) ∶= 𝐾𝑎𝑠𝑦𝑚(1𝑘) 

2. Return (𝑝𝑘, 𝑠𝑘) 

Encryption: 𝑬𝒏𝒄(𝒑𝒌, 𝒎) 

σ uniformly samples the asymmetric message space 

1. 𝑐 ∶= 𝐸𝑠𝑦𝑚(𝐺(𝜎), 𝑚)  

2. 𝑒 ∶= 𝐸𝑎𝑠𝑦𝑚(𝑝𝑘, 𝜎 ;  𝐻(𝜎, 𝑐)) 

3. Return 𝑒 ∥ 𝑐 

Decryption: 𝑫𝒆𝒄(𝒔𝒌, 𝒆 ∥  𝒄) 

1. (𝑒, 𝑐) ∶=  𝑒 ∥  𝑐 

a. if admissible, continue 

b. else, return 𝜀 

2. 𝜎′ ∶=  𝐷𝑎𝑠𝑦𝑚(𝑠𝑘, 𝑒) 

a. if admissible, continue 

b. else, return 𝜀 

3. 𝑎′ ∶=  𝐺(𝜎′) 

4. ℎ′ ∶=  𝐻(𝜎′, 𝑐) 

5. test whether 𝑒 == 𝐸𝑎𝑠𝑦𝑚(𝑝𝑘, 𝜎′ ;  ℎ′) 

a. if yes, return 𝐷𝑠𝑦𝑚(𝑎′, 𝑐) 

b. else, on return ε 

Using Fujisaki-okamoto, attacker could not modify 

the value of  "𝒆 ∥  𝒄" because he doesn’t find the value 

sk on the formula of e defined by the equation (6). 

"e ==

Easym(pk, Dasym(sk, e);  H(Dasym(sk, e), c))" 

(6) 

 

 

 

 

 

IV. RESULTS 

 

In this paragraph, functionality, the protocol flow and 

the interface user for the conception of the application 

will be presented. 

A. Functional diagram 

The Figure 3 represented the functional diagram of our 

secure messaging application. 

Figure 3.  Functional diagram 

 

• Authentication: Authentication manages client 

connections.  

• Messaging: Messaging handles message transfers 

between clients. 

• Key Generator: The key generator generates the 

private and public keys using the SIBC library 

with the CSIDH protocol. 

• Shared Key Calculator: The shared key calculator 

calculates the shared key from exchanged private 

and public keys, also using the SIBC library with 

the CSIDH protocol. 

• Encryption and Decryption: The encryption and 

decryption module encrypt or decrypt messages 

using a modified AES algorithm to support 

encryption with public and private keys or only 

with the shared key. 

• Hash Function: The hash function module 

implements the Fujisaki-Okamoto (FO) algorithm 

for encryption or decryption to verify message 

authenticity. 
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• Network: The network ensures sending requests 

and messages to the server. 

B. Protocol flow of the application 

• Client 1 initiates a chat request with client 1, 

hence client 1 is doing two chats between client 

2 and client3. 

• Client 1 has issued an end-of-chat request on its 

chat client 2, which results in these two clients 

being free for further discussions, and they are 

receiving the other available clients from the 

server. Here, client 1 has permanently left this 

terminal, but client 2 is waiting for a new 

discussion. 

• The server continues to do its job to handle 

current communications, and also other 

connection requests from other new users. And 

the discussion between client 1 and client 3 

continues. 

The Figure 4 shows the different stages of operation of 

the client-server architecture: 

• The server works all the time to ensure the 

connection clients. 

• After the clients connect to the server, the server 

sends the list of available users to each client, and 

then the client selects another client to chat or 

waits for another client to start the chat. 

• In this Figure 4, many functions are represented: 

• Client 1 that uses two terminals for two 

separate chats. 

• Two other clients, Client 2 and Client 3 

respectively. 

• Then, client 2 launches a chat request with client 

1: 

• First, client 1 and client 2 exchange their 

public keys. 

• Client 1 and client 2 calculate the private key 

which must be identified by using CSIDH 

protocol. 

• Afterwards, they use the private key to 

encrypt each message. 

Figure 4.  Protocol flow diagram 

 

C. User interface 

 

Figure 5.  User interface home page 

 

• Server: The server receives connection requests 

from clients and responds to client requests by 

providing the requested service, which is to 

provide network connection and manage message 

exchanges between these users. 

 

• Client: The client program is responsible for 

displaying active users and handling input and this 

interface is divided into two categories, one for the 

client and the other for the server. 
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Figure 6.  Message exchange between Alice and Bob 

D. Crypto System Kernel 

The basis of the key exchange relies on SIBC, a Python 

library that implements CSIDH, which is used to 

generate and exchange keys. Here, by using act 

methods, the private and public keys for Alice and Bob 

will be generated. 

 
Figure 7.  Generation of Private and Public Keys for 

Alice and Bob 

 

Assuming that Alice and Bob are on two different 

machines, after generating their respective keys, they 

exchange their public keys, for example, through the 

internet. Then, they compute their shared keys, which 

should be identical. 

 
Figure 8.  Calculation of shared key 

 
Figure 9.  Encryption and Decryption of a message 

 

And then, proceeding with an example of encryption 

and decryption according to the following Figure 9. In 

this figure, the message text to be ciphered is 

represented as “texte_clair.txt” or “plain_text”. 

After obtaining shared_key by using CSIDH protocol, 

the function FO permits to cipher the plain text 

message with authentication, and the encrypted text 

will be named “texte_clair.txt.fo”. 

 

Finally, by deciphering this encrypted text, the origin 

message will be obtained. 

 

V. RESULTS AND DISCUSSION 

 

The key exchange procedure begins with the 

generation of the secret key. The secret key generation 

process is fast, typically taking only a few milliseconds. 

The key exchange procedure begins with the 

generation of the secret key. The secret key generation 

process is swift, typically taking only a few 

milliseconds, as illustrated in the Figure 10. The lowest 
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time could be explained by computation of random 

number which is very quick using computer. 

 
Figure 10.  Time taken for secret key generation 

Figure 11. Time taken for public and private key 

generation 

 

The speed test was conducted over a hundred iterations 

of key exchanges. Alice and Bob first compute their 

public keys by using secret key, then they exchange 

their keys and calculate the shared key. Computing 

public key and shared key to compute isogeny for the 

ideal of the class of number by using acting action 

(symbolized by  * on Figure 2). The time execution for 

computing publicand shared key is illustrated on 

Figure 11. 

 

For deep analysis, TABLE III shows the statistic of the 

time of key exchange between two users before making 

the chat. 

 

 

 

 

 

TABLE III  

DEEP STATISTICAL ANALYSIS OF TIME TAKEN 

FOR PUBLIC AND SHARED KEY GENERATION 

 Alice 

public 

key 

Bob 

public 

key 

Alice 

shared 

Bob 

shared 

Avera

ge 

time 

4,230371

77s 

4,239174

67s 

4,305888

03s 

4,310536

38s 

Mini

mal 

time 

3,842204

57s 

3,894358

64s 

3,989019

63s 

4,025908

95s 

Maxi

mal 

time 

4,655484

68s 

4,825806

86s 

4,780666

35s 

4,765246

15s 

 

According to this statistic, Alice and Bob generate 

these keys for a duration of approximately 4 seconds. 

 

They simultaneously generate their public keys for 

about 4 seconds, then do the key exchange, and then 

calculate the shared key for about 4 seconds, which on 

average results in an 8 second key processing period. 

 

Next, the encryption and decryption performance of 

the system will be tested. For this the graph will be 

divided into two parts to better visualize the points 

where the system starts to slow down: small files and 

big files. 

 

Figure 12.  Time taken for encrypting and decrypting 

small message 
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The encryption or decryption speed is relatively slow 

for files smaller than 300 kilobytes, ranging from a few 

milliseconds to 0.34 seconds. For message data sizes, 

this is more than sufficient for the system, as for 

instance, 300 kilobytes of text files can contain up to 

1500 paragraphs of text. 

 

The curve increases exponentially, and this increase 

will degrade the performance of the system if the 

system will be used the other way to transfer texts 

ranging from 300kilobytes and more, because in client-

server applications which process a lot of data, every 

millisecond is precious. 

 

For 4-megabyte files, the encryption or decryption 

process takes 100 seconds, which is no longer tolerable. 

 

To encrypt or decrypt a 10-megabyte file, it would take 

approximately 9 minutes to do so. 

 

Based on the test, it is better to split the 10-megabyte 

file into 100 times of 100 kilobyte files, but the 

encryption of 100 kilobytes only takes 0.056 seconds. 

Which gives a time of 100files×0.056s/file = 5.6 seconds. 

100 kilobytes are the optimal cutting edge, because 

based on the test, with 200 kilobytes it would have 

lasted 7.5 seconds, and with 10 kilobytes it would have 

lasted 15 seconds. 

 

 
Figure 13. Time taken for encrypting and decrypting 

big message 

 

 

VI. CONCLUSION 

 

Post-quantum cryptography is an important response 

to the challenges posed by the potential advent of 

quantum computing. It provides solutions to safeguard 

data confidentiality and integrity in a world where 

quantum computers could threaten existing security 

systems. However, it is important to note that post-

quantum cryptography is still under development, and 

it will take time for it to be widely adopted. In the 

meantime, it is essential to monitor advancements in 

this field and implement appropriate security measures 

to protect sensitive data. 
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