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ABSTRACT

To real-time data security for petabytes of data is important for cloud computing. A recent survey on cloud security
states that the security of users’ data has the highest priority as well as concern. Therefore, this paper has developed
a framework known as Cloud Computing Adoption Framework (CCAF) which has been customized for securing
cloud data. CCAF is illustrated by the system design based on the requirements and the implementation
demonstrated by the CCAF multi-layered security. Since our Data Center has 10 petabytes of data, there is a huge
task to provide real-time protection and quarantine. We use Business Process Modeling Notation (BPMN) to
simulate how data is in use. The use of BPMN simulation allows us to evaluate the chosen security performances

before actual implementation.
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I. INTRODUCTION

Cloud Computing and its adoption has been a topic of
discussion in the past few years. It has been an agenda
for organizational adoption due to benefits in cost-
savings, improvement in work efficiencies, business
agility and quality of services. With the rapid rise in
cloud computing, Software as a service (SaaS) is
particularly in demand, since it offers services that suit
users’ need. Education as a service improves the
quality of education and delivery. Mobile applications
allow users to play online games and easy-to-use
applications to interact with their peers. While more
people and organizations use the cloud services,
security and privacy become important to ensure that
all the data they use and share are well protected. In
this paper, we demonstrate our security design,
implementation and solution for CCAF. We use
penetration testing and related experiments to validate
its robustness and measure precision, recall and F-
measure to justify advantages over other approaches.

Il. METHODS AND MATERIAL
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The entire files are converted into blocks; they are
encrypted with the key, followed by signing the
resulting encrypted blocks and creating the storage
request. For each file, this key will be used to decrypt
and rebuild the original file during the retrieval phase.
The user also uses single sign-on to access each block
with a compact signature scheme First, it can
authenticate users during the storage/retrieval phase.
Second, it can access control. Third, it can
encrypt/decrypt data between users and their cloud.

Data Protection

This section describes the actions taken if Trojans and
viruses are found. All malicious files and signatures are
first isolated. The strong isolation and integrity
management is used to protect user safety while using
the CCAF security service. Strong isolation is required
while detecting vulnerabilities in any of the cloud
services, including the block of unauthorized IPs and
attack points/ports. While these malicious files and
unauthorized access attempts happen, quarantine is the
next step to ensure the safety and security. It first
backups the data safely and then attempts to quarantine
infected data. If a quarantine action is unsuccessful, the
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files can be kept under “quarantine area”, or chosen to
be deleted. In the quarantine area, the infected files are
locked up until further no
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They only provide an overview of important security
challenges but do not provides full detailed solution on
cloud security.There is no clear framework to be
adopted to classify security requirements and then to
feed towards implementation.Do not address in-depth
data security issues, when the rapid growth of data is a
challenge for the Data Center.A single solution is
adopted to protect the data security and the data center.

I11.RESULTS AND DISCUSSION

PROPOSED SYSTEM

We proposed the multi-layered security to integrate
security techniques to illustrate the essence and
effectiveness of the framework with advantages of
doing so. First, the strength of each technique is
enhanced. Second, since each technique cannot always
fully prevent hacking or provide a full solution without
fallacy, the multi-layered security can improve the
extent of security since it is more difficult for viruses
and Trojans to break different types of security in one
go. The aim is to maximize security protection and
reduce the threats.To demonstrate the data security of
the private clouds hosted in the data center, we propose
the use of ethical hacking to demonstrate whether our
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CCAF multi-layered security can withstand a large
amount of viruses and Trojans attacks, if the rapid data
increase is from the external malicious hacking.
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IV.CONCLUSION

Our paper has demonstrated the CCAF multi-layered
security for the data security in the Data Center under
the proposal and recommendation of CCAF guidelines.
We explained the rationale, overview, components in
the CCAF, where the design was based on the
requirements and the implementation was illustrated by
its multi-layered security. Our work can demonstrate
that the use of CCAF multilayered security can protect
the data center from the rapid data growth due to the
security breach, and the use of BPMN can calculate
how much time required for rescue action if the data
security is compromised. In this way, we can work out
the better tactics and plans for data recovery and
security.
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