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ABSTRACT

Configuration of firewalls is a task which every System Administrator need to perform from time to time. Every
firewall comes with its own set of default rules which need to be updated from time to time. A thorough analysis of
the user behavior in an organization or institution would help the Administrator to understand the needs of the
organization in a much better manner. This paper aims at understanding the user behavior of a particular network
over a period of time and accordingly redefine the rules. This upgradation of rules helps in efficient utilization of
resources in the organization. This also ensures even distribution of resources of organization giving equal usage
opportunities to all users.
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I. INTRODUCTION entering the firewall can be reduced by applying some
of the techniques such as Random Early Detection etc.

When two or more computers are connected to each

other, they may be located either at the same place or at

different corners of the world. In order to connect they ~ Second method is diverting the traffic by deployment

need a Computer Network. Using these networks, of Bastion Hosts which act as an external DNS Server

computers can communicate and exchange information ~ and the traffic getting diverted directly to Internal DNS
but using these networks also expose the computers to ~ Server bypassing the firewall which can be done by
threats. Therefore in order to protect them many of the  defining a set of rules.

network security options are used. Some of them are

Firewalls, Intrusion Detection System, Honey Pots etc. 1 he third method is by studying the user behaviour of

the traffic at the firewall and modifying the rules or

In this paper the topic of analysis is firewall. A few customizing as per the needs of the organization.

characteristics of a firewall are listed below:

In this paper we are focusing on the third method of

1. A firewall is a device used to transfer information ~improving firewall performance.
securely from an intranet to internet and vice-versa.

2. Only the authorized user or traffic is allowed to Il. METHODS AND MATERIAL
pass through the firewall.

3. Itis necessary that firewalls must be able to prevent ~ For the purpose of experiment, we are taking a firewall
the intranet from attacks from internet as well as installed in an organization with an average of 400 to
the internet from intranet. 500 users. The analysis was done on the users of the

organization for a period of two months and the

There can be three methods of controlling the activities ~following graphs were obtained. These graphs were

at the firewall. The First one can be done before the ~analysed and a set of new rules were framed according

packet enters the firewall. Here the number of packets to the custom necessity of the organization. This
customization helped to improve the efficiency of the
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network of the organization. The graphs are shown
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Figure 9. Graph showing top web domains.
I11.RESULT AND DISCUSSION

The following results can be drawn from the above
figures.

Figure 1 & 2 shows that 81% of the traffic is being
used by Streaming media, 11.52%, General Internet
and the rest in Infrastructure, mobile & other behavior.
Thus by restricting the usage of streaming media at
individual user level, the usage can be more smoother
for productive purposes.

Figure 3 & 4 shows that the top users of the internet
which shows 62% of the traffic used by only four users
whereas the rest of the users constitute only 38%. Thus
by restricting the usage at individual level to a few
Gigabytes per month, more users can avail the network
efficiently.

Figure 5 & 6 shows the top Source and Destination
countries which shows 76.16% of traffic to Indian
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Servers, 21.43% to United States and the rest to other
countries

Figure 7 & 8 shows the rule IDs which are accepted
showing Rule 3 constitutes 87.22%, Rule 23 6.51%,
rule 25 6.06% and rest others. Also the web categories
show 35.43 constitute 1T, 14.07% Social Networking,
and the rest others. Thus by specifying Rule 3 at a
higher level the traffic can be rejected earlier and do
not need to pass up to rule 3.

Figure 9 shows that 80% of traffic is used for google,
and the rest by others. Here also rules can be framed to
stop misuse of same and a uniform distribution of
resources.

IV.CONCLUSION

The result of my analysis will be an improvement in
firewall rule specification that will illustrate the
distribution of firewall vulnerability causes and effects
over firewall operations. The above mentioned
scenario is useful in avoiding and detecting unforeseen
problems and proper distribution of resources to all the
users during firewall implementation and firewall
testing. It will help to frame firewall rules that are
custom to an organization thus providing higher
efficiency and lower vulnerability.
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