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ABSTRACT

The need of Identification is always an essential requirement in our daily life. For example, requirement of
registration number for our houses, ration card for public distribution system, registered societies, vehicles etc. This
registration number should be unique and authentic. Currently, our government has also decided to allocate a unique
registration to every Indian in the form of Aadhaar card. In this paper, we introduced a registration scheme, in which
a government authority can generate a unique registration number in such a way that registration number will be
unique and cannot be forged and misused. In the proposed scheme, only the number holder can use his registration

number and the authenticity of the registration number can verified any time by the government authority.
Keywords: ldentity, Registration, authenticity, Public Key Cryptosystem, Secret Key, Private Key.

I. INTRODUCTION

Registrations of various kinds is a common practice in
our society, like that of vehicle, shop etc. In daily life,
there are so many situations, when it is necessary,
beneficial and expedient to have a registration number
for vehicles etc. This registration number should be
unique and authentic. Currently, our government has
also decided to allocate a unique registration to every
Indian in the form of Aadhaar card. In this paper, we
introduced a registration scheme, in which a
government authority can generate a unique registration
number in such a way that registration number will be
unique and cannot be forged and misused. In the
proposed scheme, only the number holder can use his
registration number and the authenticity of the
registration number can verified any time by the
government authority. The proposed scheme is based
on public key cryptography and directed signature
scheme. A brief detail of these two techniques: public
key cryptography and directed signature scheme is
given in preliminaries section 2.

1.1. Contribution

This paper proposed a registration scheme to allocate a
unique identification number. Our scheme is based on
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the concept of directed signature scheme. In the
proposed scheme, a controlling agency can generate a
unique identification number in such a way that only
the number holder can use this number and he/she can
prove its validity to any third party, whenever
necessary. This paper also proves that the registration
number cannot be forged and misused.

1.2. Organization

The rest of the paper is organized as follows. Section-2
presents some basic tools. Section-3 presents a
registration scheme to allocate a unique registration
number. Finally, comes to a conclusion in the section 4.

II. PRELIMINARIES
2.1. Public Key Cryptography

Whitefield Diffie and Martin Hellman proposed in
1976, a new type of cryptosystem which is called now,
as public key cryptosystem [PKC] [17, 18, 19]. The
invention of public key cryptography is the most
important event in the field of cryptography and
provided answers to all the above problems of key
managements and digital signatures. A public key
cryptosystem is a pair of families {Ex} and {Dx}, K €
key space K, of algorithms representing invertible
transformations Ex : P — Cand Dk : C — P
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o for every K, Ex is the inverse of Dy .

o for every K, it is easy to compute Ex and Dy

o for almost every K, each easily computed algorithm
equivalent to Dy is computationally infeasible to
drive from Ex.

o for every K, it is feasible to compute inverse pairs
Ex and Dk from K.
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Public Key Cryptosystem

Because of the third property, the encryption key Ey of
each user can be made public without compromising
the security of his private decryption key Dg. The
public key cryptographic system is therefore split into
two parts, a family of encryption transformations and a
family of decryption transformations in such a way that,
given a member of one family, it is infeasible to find
the corresponding member of the other.

The forth property guarantees that there is a feasible
way of computing corresponding pairs of inverse
transformations when no constraint is placed on what
either the encryption or decryption transformation is to
be.

In this cryptosystem, there is no need to send the secret
key via secure channel. Every user A in the system has
one pair of keys, a public key Exa for encryption and a
private key Dga for decryption. With the help of private
key, the wuser calculates his public key. It is
computationally infeasible to recover the private key by
using his public key. At first glance, it seems incredible
that such cryptosystems could actually exit. Later we
shall see that there are indeed successful realizations.
The RSA cryptosystem [20] and the ElGamal
cryptosystems [21] are such realizations. All public
keys are publicly available; they might be stored in
public file, as in a phone book. On the other hands, the
private keys are kept secret; only the owner knows
them. Let us now suppose that we have a public key
cryptosystem. Consider the user A wants to send the
message m to B. The process works as follows.

o A looks up the public key Exg of B, encrypts the
message m as Exg (M) = C and send the cryptotext C
to B.

e B is able to decrypt the cryptotext C, since he
exclusively knows the key Dyg. He gets m = Dg

(Exe (m)).

o No other user can decipher Exg (M), since no one can
recover Dyg from Exg and Exg (M).

2.2 ElIGamal Cryptosystem

Taher ElGamal [21] proposed a cryptosystem based on
the difficulty of finding discrete logarithm. This
difficulty of discrete logarithm is applicable not only to
the key management, but also to the design of
encryption and signature algorithm. To go further, it is
necessary to understand the concept of discrete
logarithm. Suppose we have a finite field Z, with group
operation of multiplication. With the help of repeated
square method anyone can compute b”* for large x such
asy= b* yandb e Z, Now it is easy to compute
y =b*

for given x and b but for a given b and vy ,it becomes
infeasible to compute x. Here the value x is said to be
the discrete logarithm of y to the base b. For example,
let us take Z;o and b = 2, then we can compute 2 6 =7,
which is equivalent to saying that the discrete
logarithm of 7 to the base 2 is equal to 6. But it is much
more difficult to compute the number 6 by using 2 and
7. So for a large X, it is computationally infeasible to
recover this x with the known b and y.

In the EIGamal scheme there is a general agreement
upon a prime p and an integer g. Every user A select
randomly an integer o ; 0 < aa < p—1 and compute a
public value B = g“» mod p. If we want to send a
message m to the user A then we choose random
integer k and send to A the pair ( g* ,mp*). Now since
the user A knows a.s SO he can recover the message m
from this pair. The user A raises am power to the first

element of the pair and then divide the second element
of the pair to get the plaintext.

2.3 Directed Signature Scheme

In many situations, signed message is sensitive to the
signature receiver. Signatures on medical records, tax
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information and most personal/business transactions
are such situations. Consider when a user A wants to
generate a signature on a message m, sensitive for B
and the message is also of concern to other users. For
this situation, the form of the signature should be such
that only B can directly verify the signature and that B
can prove its validity to any third party C, whenever
necessary. Such signatures are called directed
signatures [6, 8, 9]. In directed signature scheme, the
signature receiver B has full control over the signature
verification process. Nobody can check the validity of
signature without his cooperation.

2.4. Schnorr’s Signature Scheme

In this scheme, the signature of a user A on message
m are given by (r,,S,), where,

ry = h(gkA mod p, m), and

S, = k,—Xa.ry mod p.

Here random k , € Zq is private to user A .The
signature are verified by checking the equality

h (g5 y "amodp,m).

r, =

III. A REGISTRATION SCHEME TO ALLOCATE
A UNIQUE IDENTIFICATION NUMBER

This section proposes a registration scheme in which
the registration number cannot be forged and misused.
Under this scheme the validity of an allocated
registration number can be verified at any time by any
authority. The allocating authority and verifying
authority may be different. For the practical
implementation of this idea, we use a directed
signature scheme. We all are familiar with the present
status of our registration system. A hand written
signature is used for the allocation of registration
number by the authority. Every signature is followed a
lot of formalities and records. Unfortunately the
present system is not much secure and is liable. We
assume a government center, providing the registration
number for the public. An officer Yamu, Y, heads this
center. Y possesses a secret key and public key pair as
(X0, Yo)- Again consider a public person Chaya, C, with
a secret and public key pair (X, , Y. wants her
registration number. The officer, Y generates a
registration number with message m, so that C can
directly collect her registration number. She can use

her registration number publicly. She is able to prove
its validity to any authorized third party R whenever
necessary. No one other than C can use this registration
number because only she can prove its validity.
Allocation of registration number, and verifying
processes are as follows.

3.1. Allocation of registration number by Y to C

(8). Y picks at random K, and Ky2 e Zgand

computes

K, -K

Wy = g "y, y. mod p and

K

Zc = yc v, modp.

(b). Y again computes r, h (Zc, Wy m) and

S, = Ky, = X.rymod q.

y Y.
(c) . Y sends {Sy,Wy , Iy, ,m} to C as her registration
number.

3.2. Collecting and verification of registration
number by C

(@). C collects {Sy, W, , r, m} and make this public as
her registration number.

(b). C computes
o= [ g5 y, ") Wy] modp,

Zc = | ¢ mod p

and checks the validity of registration by computing
r, = h(Zc, Wy, m).

3.3. Verification of registration number by uthority R

(a) Csends to{S, 6 Wy, ry,m p}toR.
(b) Rchecksif r, = h(Zc, Wy, m)modq.

If this does not hold R stops the process;
otherwise goes to the next steps.

(c) Cin a zero knowledge fashion [3, 4] proves to R

that log,Zc = log4Y, as follows.

(@) R chooses random u, v € Zp computes
w = uu . ngod P,
and sends w to C.

(b) C chooses random a. € Zp computes
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w. g #mod p, and

B =
y = BXCmodp,

and sends 3, y toR.
() Rsendsu,vto C, by which C can verify that
w = pu . ngod p.
(d) Csends ato R, by which she can verify that
B=puY gV*%modp and

Vv

y=2c Yy V% modp.

IV. CONCLUSION

Thus above construction facilities the allocation of
registration number in the electronic world with the

following characteristics.

1. Only the user can use his/her registration number,
due to the property of directed signature scheme.

2. The problems of forgery can be solved easily.

3. By using this scheme, we can minimize the

possible misuse of the present system.

4. The obvious advantage of our scheme over present
system is that the resulting registration number has

no meaning to any third person.

5. Since the relation between the signature and the
signer secret key is not known to anyone but the
designated receiver. Hence security level is much
higher than any other scheme based on discrete

logarithm.
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