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ABSTRACT 

A social network provides interconnectivity between millions of users. In social networks numbers of 

applications are available like Twitter, Google+ and Facebook through which people can connect with 

each other. In Facebook, user can add number of users and their friends in friend list. When a user adds 

more friends and their friends in his friend list then may be some of them could be malicious users and 

spread malicious spam’s or misinformation through posts on user wall. In this paper, an attempt has been 

made to present comparative analysis of various existing techniques with different parameters to detect 

malicious posts in online social networks. This paper is divided into four sections. Section I covers 

introduction of social networks that includes brief discussion on Facebook. In section II literature review 

on different existing techniques proposed by different researchers to detect and prevent social network 

from malicious posts posted by malicious users. Section III presents proposed work and at last section IV 

presents comparison between existing techniques with their pros and cons. 
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I. INTRODUCTION 

 
People can exchange their information in the form of 

texts, images and videos with each other through social 

networks. In social networks people are represented as 

nodes and the connection between them represented as 

edges to connect them [1]. Number of social networks 

websites like LinkedIn, Google+, Twitter and 

Facebook are most used websites by users for 

communication purpose. Out of these websites, Twitter 

and Facebook are most used by user’s means they are 

so enthusiastic to use these sites and make more friends 

and interact with them by sharing or posting various 

images, texts and videos. So these websites generates 

large amount of data and it is very easy for attacker to 

forge personal information by creation of malicious 

identities and sends malicious posts from these 

identities [2]. 

 

In Facebook social network, some malicious users try 

to become friend of a normal user and posted malicious 

posts to spread misinformation and spam. It is very 

difficult to find which post is genuine or not. For this, 

researchers proposed number of techniques like web 

defensio, my page keeper, page rank algorithm and 

Frappe. These techniques are very efficient to detect 

and prevent malicious posts in Facebook but each 

technique has its own pros and cons. In this paper, a 

detailed study of these techniques has been discussed 

and also a new mechanism has been proposed based on 

these techniques to recognize genuine posts and 

malicious posts [3]. 

 

II. RELATED WORK 

 

To steal user’s information, attackers are creating so 

many fake posts and these fake posts seem to be look 

like real posts. That is the main aspect, many 

researchers and organizations are designing different 

techniques to protect the user from the attackers and 

spammers. Therefore, Puttaswamy [4] explained that 

the attacks of social intersection were an efficient and 

less costly to get private information of the user. 

Rahman et al. [5] developed FRAppE, a suite of 

efficient classification techniques for identifying 
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whether an app is malicious or not. Smith et al. [6] 

defined Life Logging as “the collection of data in order 

to illustrate a person’s life.” In other Social Networks, 

such as, e.g., Twitter or Google+, Graph G can be 

modeled as a directed graph as the user connections are 

not necessarily bidirectional. Agichtein et al. [7] 

described a paradigm shift from Web users as being 

consumers of content to producers of content. Xiao et 

al. [8] presented a machine learning pipeline for 

detecting fake accounts in online social networks. 

Nandhini and Das [9] presented an assessment of 

classification different social network and different 

attacks present on those social networks and 

methodology has been proposed which help the online 

users to be safe from numerous fraudulent and 

malicious activities on the web. In similar way 

Stringhini et al. [10] created honey profiles on different 

social networking sites. Honey profile was used to get 

data about malicious activities. Random Forest 

Algorithm was applied on collected data and 

determined the URL ratio of the message. There were 

many techniques for identification of malicious post 

and to detect them but in overall could not help to give 

the refine results and all these techniques are applied on 

text posts but could not help when there are image post, 

audio post and video post. 

 

III. PROPOSED WORK 
 

In this paper a novel mechanism is proposed to 

recognize genuine and malicious posts. The method is 

based on properties of the connections between 

Facebook users and their friends and the use of 

supervised learning techniques. This type of problem is 

to some degree similar to the problem of predicting 

links between users in different social networks. The 

degree of users posts will be decided based on likes, 

comments, shares and reactions on posts. As number of 

likes, positive reactions and shares will increases then 

that post will be recognized as good post similarly if 

shares will less and likes will less then that post will be 

treated as not recognized or useless posts. 

 
Comparative Analysis 

In this, the table 1 represents comparison between 

various techniques with different performance 

parameters. These are the following techniques likes 

My page keeper, page rank algorithm and web defensio 

and comparison is done on the basis of following 

parameter like Detection, Prevention, Security, 

Overhead.  

 

 

Table1 :  comparison between various techniques with different performance parameters 

 

Techniques Detection Prevention Security Overhead 

My page Keeper 

 

Yes No Medium High 

Page Rank 

Algorithm 

 

Yes Yes Medium Low 

Web Defensio 

 

Yes No High Medium 

 

Here comparison of these existing techniques is done on the basis of advantages and disadvantages 

starting with the discussion. 
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Table 2. Comparison of various existing techniques with advantages and disadvantages 

Web Defensio To monitor user’s 

profile a third party 

application is used in 

this technique. 

It can detect if a post 

is legitimate or 

spam..this technique 

helps to find the links 

those are used in the 

spam or malicious 

posts in the user’s 

profile. 

Its only focuses on the 

user profile posts to 

detect the malicious or 

spam. 

Page Rank Algorithm Based on trend values, 

ranking of twitter 

pages are decided in 

this technique. 

Malicious pages are 

detected based on this 

ranking. 

Depending upon the 

active period and the 

tweets, classification 

of trending topics is 

done. 

It requires separate 

analysis of user’s 

tweet and the 

followers. 

 

 

IV. CONCLUSION 

 
Online social networks provide malicious entities a 

lucrative environment to spread scams, and other 

types of malicious content during real world events. 

Security in social networks is very important 

because users can share their personal details and 

their emotions on social sites. So a malicious user 

may spread malicious contents on facebook 

through posts. To overcome this kind of problem 

number of techniques have been proposed by 

number of researchers. In this paper, different 

existing techniques to detect malicious posts in 

Facebook have been discussed with their pros and 

cons. After that a comparative analysis has been 

done on these techniques and analysis shows that 

Web defensio is a better technique in perspective of 

my page keeper and page rank algorithm. In future 

try to propose a new mechanism to recognize 

malicious posts in Facebook social networks. 
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