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ABSTRACT

Secure achievements are not only reliable data delivery but also the fast authenticity and reliability in security. The
invasion of wireless communication technology has revolutionized human lifestyles in providing the
most convenience and flexibility over accessing internet services and reliable services offered for privacy
and security. Security is an important issue in deployment of ad hoc networks; secure clustering is necessary when
there is a time of collecting and aggregating data from other nodes. In order to provide a comprehensive
understanding of security techniques, which designed for VANETS and pave the way for the further research, a

survey of the secure clustering techniques are discussed in detail in this paper.
Keywords: Invasion, Security, VANET, Cryptographic, Simulation and RHCN.

I. INTRODUCTION

VANET is a term used to describe the spontaneous Ad
hoc network formed over vehicles moving on the
roadside. The challenges in VANET are located
especially in the aspects of security and privacy. To
prevent unauthorized access to a service fabric cluster,
one must secure the cluster. A group of VANET nodes
within a radio range can form a cluster environment. In
general, Clustering is a mechanism of grouping of
vehicles based upon some predefined metrics such as
density, velocity, and geographical locations of the
vehicles to delivery of the efficient data in VANETS
and securing a cluster means that to apply secure
protocols and actions on the clusters that it is not
exposed to any attacker, malware etc. In particular,
clustering main goal is to categorize data into clusters
such that objects fall into groups in the same cluster.
Security is especially important when the cluster runs
production workloads. Nodes present in the clusters
will work more efficiently and the message passing
within the nodes get more authentication from the
cluster heads. Securing actually belongs to the
robustness of the system to certain attacks. Vehicular
Ad hoc networks (VANETS) are a kind of mobile Ad
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hoc network developed to enhance traffic safety and
provide comfort applications to drivers as well as
passengers. Each node in the cluster structure plays one
of three roles: Cluster Head (CH), Cluster Gateway
(CG), and Cluster Member (CM). A CH is a leading
node of a cluster is responsible to coordinate all CMs in
its cluster and is responsible for gathering data from
any node of that cluster and sends them to another
cluster head. A CG is a border node of a cluster that
can communicate nodes belonging to different clusters.
A CM does receive data from cluster coordinator CM.
In VANET system, we consider two kinds of topology
controls: cluster based topology control, and distributed
topology control. This article describes how to
configure node-to-node and client-to-node security. In
order to implement security in VANET system by
using clustering approach, symmetric algorithms as
well as asymmetric algorithms are used. In a symmetric
algorithm there is a shared secret key for both
encryption and decryption, whereas in an asymmetric
algorithm there is a requirement of secure mapping of
public keys with the user’s identities using public key
infrastructure. PKI is often used in certification where a
digitally signed certificate is issued to every
authenticated user so that they can get their public key.
The onboard units (OBUs) are used in the vehicles
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to communicate with one other directly or through
roadside units (RSUs) located at various points on
the road. Hence it becomes essential to provide
security services such as authentication, non-
repudiation, confidentiality, access control, integrity,
and availability. In VANET, system common
communication  standards are IEEE  802.11p,
IEEE1609. Internet Engineering Task force (IETF)

defined MIPv4/v6 (Mobile Internet Protocol version4/6) - oy

and FMIPv6 (Fast) as mobility techniques.
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Figure 1. Clustering approaches in VANET

VANET system domains categorized into, the vehicle
domain, the mobile device domain and the
infrastructure domain. The vehicle domain comprises
all kinds of vehicles such as cars and buses. Using the
on-board unit i.e. node, vehicles can communicate
among themselves and with roadside units. In VANET
system, vehicles divided as an LE, a MV and a TV.
The mobile device domain comprises all kinds of
portable devices like personal navigation devices and
smartphones. Communication types in VANET system
divided as: V2I, and V2V.

A. Security Requirements

Security is a state of being or feeling protected from
harm. Security Requirements for VANETS are:

1) Authentication: An authentication framework is
necessary to enable receivers of broadcast data to
verify that the received data really originates from

the claimed node without modification.
Authentication methods categorized into two
groups: message authentication and entity

authentication.
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Figure 2. Authentication in VANET
Integrity: Integrity is required between two

communicating nodes to protect data accuracy,
which is main security issue desirable in VANETS.
Confidentiality: The challenge to protect data
content from the adversaries is confidentiality.
Non-Repudiation: To repudiate means to deny.
Nonrepudiation is the assurance that someone
cannot deny something. Typically, nonrepudiation
refers to the ability to ensure that a party to a
contract or a communication cannot deny the
authenticity of their signature on a document or the
sending of a message that they originated.
Pseudonymity: Pseudonymity is the state of
describing a disguised identity. A holder that is one
or more human beings are identified but do not
disclose their true names.

Privacy:The protection of personal information of
drivers within the network from other nodes but
extracted by authorities in case of accidents is a
major privacy issue which is desirable for

VANETS.
———

— Unlinkability

Unlinkabili

Figure 3. Privacy in VANET

Scalability: The ability of a network to handle
growing amount of work in a capable manner
securely is Scalability, which is the main challenge
in VANETS.

Mobility: The nodes communicating in VANETS
constantly change their locations with different
directions and speeds making the network dynamic
in  nature. Therefore, in order to make
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communication successful, it is challenging to
establish security protocols.

9) Key-Management:The key is used to encrypt and
decrypt information during communication
process. When designing security protocols for
networks like VANET, the issue of key
management must be resolved.

10) Location-verification:This is necessary to prevent
many attacks and is helpful in data validation
process. Thus to improve the security of VANETS,
a solid method is required to verify the nodes
positions.

11) Data Encryption:Encryption is the act of encoding
text so that others not privy to the decryption
mechanism (the "key") cannot understand the
content of the text.
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Figure 4. Safety application in VANET
B. Applications of VANETS

The three major classes of applications categorized in
VANET as safety oriented, convenience oriented and
commercial oriented.

1) Safety Application: Safety applications would be
Slow/Stop Vehicle Advisor (SVA) in which a slow
or stationary vehicle will broadcast warning
message to its neighbourhood. Another similar type
of application is emergency electronic brake-light

(EEBL). In Post-Crash Notification (PCN), a
vehicle involved in an accident would broadcast
warning messages about its position to trailing
vehicles so that it can take decision with time in
hand as well as to the highway patrol for tow away
support. Road Hazard Control Notification (RHCN)
deals with cars notifying other cars about road
having landslide. Another related application
would be road feature notification, which deals
with notification due to road curve, sudden
downhill etc. Cooperative Collision Warning
(CCW) alerts two drivers potentially under crash
route so that they can mend their ways. Safety

applications will monitor
the surrounding road, approaching vehicles, surface
of the road, road curves etc. . . . They will

exchange messages and co-operate to help other
vehicles out under such scenario. Though reliability
and latency would be of major concern, it may
automate things like emergency braking to avoid
potential accidents.

Convenience  Application:  Congested Road
Notification (CRN) detects and notifies about road
congestions, which are used for route and trip
planning. TOLL is yet another application for
vehicle toll collection at the tollbooths without
stopping the wvehicles. Parking Availability
Notification (PAN) helps to find the availability of
slots in parking lots in a certain geographical area.
Convenience application will be mainly of traffic
management type. Their goal would be to enhance
traffic efficiency by boosting the degree of
convenience for drivers.

Commercial Applicat  Commercial applications
will provide the driver with the entertainment and
services as web access, streaming audio and video
Remote Vehicle Personalisation/ Diagnostics
(RVP/D) helps in downloading of personalized
vehicle settings or uploading of vehicle diagnostics
from/to infrastructure. Service Announcements (SA)
would be of particular interest to roadside business
like petrol pumps, highways restaurants to
announce their services to the drivers within
communication range. Content Map Database
Download (CMDD) acts as a portal for getting
valuable information from mobile hotspots or home
stations. Using Real Time Video Relay (RTVR),
on-demand movie experience will not be confined
to the constraints of the home and the driver can
ask for real time video relay of his favourite movies.
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The remainder of this paper organized as follows:
Section Il contains a review of related work. Section I11
explains methodology, section 1V gives some results in
simulator. In Section V, we give the conclusion. In
section VI, we give acknowledgment and at last,
references given in Section VII, which used for
preparing this paper.

II. RELATED WORK

In recent years, various secure clustering techniques
with distinguishing feature have been n proposed.
Existing vehicle-to-vehicle safety systems together
with new cooperative systems using wireless data
communication. In [2] key management in ad hoc
networks addressed. Key management was very
difficult in ad hoc networks. In VANET system,
key management technique- the public  key
infrastructure is used as a centralized approach in

similar clusters and a distributed key is used
between the cluster heads. In VANETS, key
management achieved by key distribution, key

certification, and key revocation. Schemes which were
explained in [3], [4], [5], [6] , and [7] depend on
certificate-based cryptography in which public-key
certificates are used to authenticate public keys by
binding public keys to the users’ identities. ldentity-
based key management schemes have simple key
management process, and reduced memory storage cost
compared to other methods. However, they are easy to
attack. Another approach is providing keying material
through a web of trust [8], [9]. In these schemes, each
node generates the public/private key pair by the node
itself, issues certificates to its neighboring nodes and
holds these certificates in its certificate repository. Key
authentication performs via chains of certificates. In the
distributed key generation, a set of n servers jointly
generate a pair of public and private keys in a way that
the public key is known to all nodes in the network
while the private key is divided between the n servers
via a threshold secret sharing scheme such as Shamir’s
(t, n) threshold cryptography [10]. It is observed in [11]
that in ad hoc networks, it was easy to launch worm,
man in the middle, denial of service attacks and to
inoculate a malicious node, this was all done due to the
lack of data integrity. In the [12] architecture was
proposed for securing the clusters in ad hoc networks.
The aim of [13] was to achieve trust based on keys in
mobile ad hoc networks. The trust based physical

logical domains was introduced for grouping nodes and
getting distributed control over the network. In [14] the
basic parameters, which were derived for deploying
secure clustering algorithm, were max value, min value,
d-hop clusters, identity ID and weight these parameters
were involved in the election criteria. In [15] three
suitable scenarios that are mainly for highway traffic
were discussed. The first was that was used for
choosing the cluster heads giving different parameters,
which could improve stability, connectivity and
security of VANETS. The second technique was the
Adapter allocation of transmission range, which used
hello messages and ensured connectivity among the
vehicles. The third scenario was Monitoring of
malicious vehicles to detect abnormal vehicles in the
system. In [16] a concept of dynamic key distribution
was observed in which there were multiple central
certificate authorities present at their respective
geographical areas and an asymmetric key distribution
algorithm was used. Tim Leinmuller in 2006 [17]
aimed to define a consistent & future proof solution to
the problem of V2V/V2l security by focusing on
SEVECOM (Secure Vehicle Communication). Lin et
al. [18] proposed a secure and privacy preservation
protocol using group signature scheme, named GSIS, to
resolve the requirement of a large number of public key
certificates. Lu et al. [19] proposed a system model for
efficient privacy preservation protocol, named ECPP,
which also uses a group signature scheme. Perrig et al.
[20]. It is widely used in areas of sensor networks. It
uses one-way hash chain where the chain elements are
the secret keys to compute message authentication code
(MAC). Boneh tal. [21] Proposd a mechanism on ring
signature which was based on anonymity and
spontaneity. Huand Laberteaux applied TESLA (an
appropriate authentication mechanism for VANET. It
uses time to provide asymmetric signature properties
with symmetric functions. TESLA is an efficient and
message-loss  tolerant  protocol for  broadcast
authentication  with  low communication and
computation overhead. With TESLA, a sender sends
data packets at a predefined schedule, to the receivers
as well as the commitment

III. METHODOLOGY

Generally, in a secure clustering approach in VANET
all vehicles inside a cluster are before communication,
should be authenticate by a LE. Then only nodes can
able to authenticate the nearby vehicle. This process
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establishes VANET environment quickly and gives
short communication time among vehicular nodes in
VANET thus results in increasing the communication
capability.

A. Software Implementation

In implementing secure clustering algorithms,
commonly used software is simulation software. There
are many types of simulators available for both wired
and wireless networks. A network simulator predicts
the behaviour of a computer network environment and
it gives accurate understanding of system behaviour.
Moreover, the network simulator is the bank of
different network and protocol objects. notepad++ for
editing code, inside windows operating systems and
XWin Server instead of bash shell. NS2 is one of the
most popular simulators used in network research. It is
open source and freely available software and
developed at the University of Berkeley. It is available
for platforms FreeBSD, Linux, SunOS/Solaris, MAC
OSX and all windows versions. In ns2 simulator,
network protocol stack is written in C++ language for
fast to run, OTCL for fast to data write in order to
differentiate control and data path implementations.
TCL scripting language writes for specifying scenarios,
traffic patterns and events. Simulations of VANET
often involve large and heterogeneous scenarios.

B. Routing Protocol

AODV built upon DSDV routing protocol. DSDV is
required to maintain a complete list of routes, whereas
AODV creates routes on an on-demand basis; i.e., only
when desired. This approach considerably reduces the
number of required broadcast messages. When a source
node desires to send data to a destination node, it
checks if it already has a route to that particular
destination node. If no valid route is present, it initiates
a route discovery process to locate the other node. The
source node sends out a Route Request (RREQ) to its
neighbors, which then is forwarded to its neighbors
until the destination node is reached or an intermediate
node with a route to the destination is found. Figure
shows the propagation of the RREQ packet within the
network.
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Figure 5. AODV route discovery

All the nodes receiving the route failure notification
message forward the message up to the source node.

C. Cryptography Models

Encryption is the concern of the protection of electronic
transmissions and digitally stored data. Standard
encryption methods usually have two basic flaws, (1) A
secure channel must establish at some point so that the
sender may exchange the decoding key with the
receiver; and (2) There is no guarantee that who sent a
given message. Vehicle Safety Communications
Consortium (VSCC) defined security approaches for a
security architecture in vehicular networks that is under
standardization so far. It defines a public-key-
infrastructure  (PKI)-based approach for securing
messages sent in a vehicle-to-vehicle and vehicle-to-
infrastructure fashion.

YEHICULAR PKI

LEVELS I IERARC CA'

COUNTRY s CA Actions

Zia Nt b * Register vehicles
* Issue private/public key pair
in Digital Certificate.
* Renew Digital certificate
« Ceruficate Revocation

B ==
STATE ’ N
VEHICULAR
NOOE Vehicular Node Actions

* Register with CA ot time of purchase

+ Obtain unique 1D In Torm of Electronic license
plate and private public key pairs.

* Renew Digital Certificate

~
g

Figure 6. VANET security architecture
We can categorize cryptography techniques into two
models:

1) Conventional Techniques: conventional techniques
are categorized as:

a) Tamper-proof device :
tamper-proof device.

+ Contains the secrets of the vehicle itself

* Has its own battery

Each vehicle carries a
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* Has its own clock (notably in order to be able to
sign timestamps)
* Isin charge of all security operations
* Is accessible only by authorized personnel

Tamp er_—proof
device @

Vehicle sensors 5 bﬁ ] I _
(GPS, speed and |:> n-boart <:> ransmission

acceleration,...) Cru system

Figure 7. Tamper proof device in VANET

b) V-PKI (vehicular PKI): Each vehicle carries in
its Tamper-Proof Device (TPD).

* A unique and certified identity: Electronic License
Plate (ELP)

A set of certified anonymous public/private key
pairs

Mutual authentication can be done without involving a
server authority (national or regional) are cross
certified

Security services
Paositioning
Confidentiality
Privacy

Authentication

Figure 8. PKI in VANET

c) Anonymous keys : Preserve identity and location
privacy.

» Keys can be preloaded at periodic checkups

* The certificate of V’s ith key:

» Keys renewed according to vehicle speed
(e.g., =1 min at 100 km/h)

* Anonymity is conditional on the scenario

* The authorization to link keys with ELPs is
distributed (say, police + court)

d) Secure Localization:This ~ becomes  more
challenging in the context of vehicular networks,
where the topology changes frequently and quickly.
Whenever a new GeoUnicast communication has
to be initiated, and the location information of the
destination node is either unknown or outdated, the

LS is used to determine the most updated location
of the destination node.

Figure 9. Location services taxonomy in VANET

e) Certificate Revocation:Certificate Revocation:

Certificate revocation is done when any
misbehaving vehicle having VC is discovered,
where RSU replaces the old VC with new IC, to
indicate that this vehicle has to be avoided and this
happens when more than one vehicle reporting to
RSU that a certain vehicle has a VC and
broadcasting wrong data. See figure 5, this report
must be given to RSU each time that any receiver
receives information from sender and finds that this
information is wrong.

Suspects V

1. CarC A Bsuspectof carVv ~ accus db

2- CarC, A, 8 send a Accusation message to RSU Py |
about misbehavior of car v

3« RSU send the accusation message to CA

4- CAsends an order to RSU to remcve the
Certificate

S- RSUremoves the certificate ,and sign
a bad certficate to car v

V" +Sig AC

Figure 10. Certificate revocation process in VANET

f) Certificate revocation procedure:The revocation

will be as follows. A sender can sends a message to
receiver; this message may be from untrusted
vehicle, then receiver sends a message to RSU to
acquire Session Key (SKA), RSU replay message
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Containing SK Reply (SKR), this message contains
the SK assigned to the current connection, this key
is used to prevent attackers from fabrication of
messages between two vehicles. Receiver sends a
message to check validity, this message called
“Validity Message”, the message job is to indicate
if the sender vehicle has a VC or not. Afterwards,

employ the use of 512-bit numbers. Cracking such
a system requires the ability to factor the product of
two 512-bit prime numbers. Factoring a humber of
this size is well beyond the capability of the best
current factoring algorithms.

IV. SIMULATION RESULTS

RSU reports to the receiver that the sender has a
VC, so receiver can consider the information from
the sender with no fear.

A. Parameters

In order to implement one of the security clustering
algorithms, we used some parameters in NS2 simulator.
These parameters and some output screenshots are
given below.

2) Classical Security Mechanisms

a) Electronic license plates: Electronic licence plates
(ELP), which are cryptographically verifiable
numbers equivalent to traditional license plates and
help in identifying stolen cars and keeping track of

Table 1: Simulation parameters

Parameters Values

vehicles crossing country border.
b) Asymmetric Encryption using PKI:A public-key Network Size 4000m x 4000m

cryptosystem is based on the assumption that it Number of Vehicle 112
might be possible to find a system where it is Nodes
computationally infeasible to determine the Packet_ Size 1000bytes
decryption rule given its encryption rule.vehicular Simulation Time 10 sec.
public key infrastructure (VPKI) in which a MAC protocol IEEE 802_11
certification authority manages security issues of No. of AS 1
the ne_twork like key distribution,_ certific_ate Number of LEs 16
revocation etc. To keep a tap on bogus information Numbor of OBUs ”

attack, data correlation techniques are used. To
identify false position information, secure
positioning techniques like verifiable
multilateration is commonly used. Public key
encryption has rapidly grown in popularity because
it offers a very secure encryption to information. In
a public-key cryptosystem, the sender encrypts a  #
message with the recipient's public key. This key is ®
usually posted in a directory similar to a phone
book. Upon receiving the message, the recipient
uses his/her own private key to decrypt the o A .0
message. For example, Alice encrypts a message © i
using Bob's public key and sends it to him over an
insecure channel. Bob then decrypts the message :
with a private key that is known only to him. RSA
is a public-key cryptosystem that supports both o e i
encryption and digital signatures  Sems s s ccmusia

(authentication).Like all public key cryptography
models, the RSA cryptosystem encrypts and
decrypts a message using a pair of keys known as
public key and private key. Its security is based on
the difficulty of factoring large integers. Presently,
most implementations of the RSA algorithm

B. Simulation Results
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Figure 13. Trust process

V. CONCLUSION

There is a considerable improvement in the data
communication between the nodes when secure
clustering techniques employed. Without security, the
delivery ratio becomes meaningless. These secure
clustering techniques can be used in security sensitive
applications like police and government agencies where
VANETs are increasingly being used. Security
measures guarantees that the transmissions of data are
authentic that is data is accessible only by authorized
parties. In general, confidentiality is not required in the
VANET because generally packets on the network do
not contain any confidential data.
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