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ABSTRACT
The main aim of this paper is to develop some algorithms for hiding the information in digital image that will not be
predictable by the attacker except the recipients. Here, we have studied here two methods of spatial domain
steganography and frequency domain steganography each and then hides the information to produce stego-image
having property of robustness to visual and statistical attacks. Finally, comparisons are shown between the signals
for the detection features.
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I. INTRODUCTION
Steganography is an art and science of hiding
information used for intelligence bureau, defence
agencies etc., based applications [1]. Properly executed
steganography allows a huge amount of data to be
hidden in a file, (image, video, audio etc.) without
making detectable changes to file. It can apply in
different types of data, such as text, images, audio, and
video.
Steganography can be of many types depending on the
cover medium like Video Steganography, Audio
Steganography, and Image Steganography etc. Image
Steganography is vastly used because of popularity of
digital image transmission on the internet. Image
Steganography use redundancy of digital image to hide
the secret information. It may be categorized into two
categories namely spatial and frequency domain.
In case of spatial domain, the secret message or
information are embedded in the pixels of image
directly. In case of frequency domain, the secret image
is first transformed to frequency domain, and then the
messages are embedded into it.

II. METHODS AND MATERIAL
Information embedded in spatial domain can be subject
to losses if the image undergoes any visual attack like

compression, cropping etc. To improve upon this, we
embed the information in frequency domain such that
the secret information is embedded on the significant
frequency components while higher frequency
components are omitted. Frequency transform is first
applied on the image then data is embedded by
changing the values of the transformation coefficients
accordingly.
A. LSB Substitution
Least Significant Bit (LSB) embedding is a simple
procedure, which embeds the data into the cover so that
it cannot be detected by a casual observer. This
technique works as by replacing some of the
information in a given pixel with information from the
data in the image [2]. While it is possible to embed data
into an image on any bit plane, LSB embedding is
performed on the least significant bit(s), thus
minimizes the variation in colors that the embedding
creates. For example, embedding through LSB changes
the color value by one. Embedding into the second bit
plane can change the color value by 2. If embedding is
performed on the least significant two pixels, the result
is that a color in the cover can be any of four colors
after embedding. Steganography avoids introducing as
much variation as possible, to minimize the likelihood
of detection. In a LSB embedding, we always lose
some information from the cover image. This is an
effect of embedding directly into a pixel.

CSEIT1725116 | Received : 12 Sep 2017 | Accepted : 30 Sep 2017 | September-October-2017 [(2)5: 518-524]

518

B. Distortion

C. JPEG-JSteg

Distortion techniques require the knowledge of the
original cover image for decoding the hidden message.
A sequence of modifications is applied to the cover
image to get a stego-image in such a way that it
corresponds to a specific secret message for embedding
[3]. Receiver computes the differences with respect to
the original cover image to determine modifications
made by sender, which corresponds to the secret
message.

JPEG steganography is more important and popular
because stego-image produced by these techniques are
robust to compression. In this technique secret data is
embed after quantization phase of JPEG compression.
Only significant quantized DCT coefficients are
modified according to secret bits. Remaining steps are
similar to JPEG compression [4]. In this way,
stego-image is produced in ―.jpg‖ format directly. The
basic flow diagram of embedding and extraction
process is given in figure 1 and 2:

Using a similar approach as in LSB, the sender first
chooses l different cover pixels he wants to use for
information transfer, where l is the length of the secret
message. Such a selection can do again using
pseudorandom number generators or pseudorandom
permutations. If both communication partners share a
stego-key k usable as a seed for a random number
generator, they can create a random sequence k1…
kl(m) and use the elements with indices for information
transfer.
J1 = k1
Ji = ji-1 + k1, i≥2
Thus, the distance between two embedded bits is
determined in a pseudo random manner. Since the
receiver has access to the seed k, which is used as a key
and knowledge of the pseudorandom number generator,
he can reconstruct ki and therefore the entire
sequence of element indices ji. To encode a 0 in one
pixel, the sender leaves the pixel intensity unchanged;
to encode a 1, he adds a random value x to the pixel's
color. Although this approach is similar to a
substitution system, there is one significant difference,
the LSB of the selected pixel do not necessarily give
secret message bits. No cover modifications are needed
when coding a 0. Furthermore, x can be chosen in a
way that better preserves the cover's statistical
properties. The receiver compares all l(m) selected
pixels of the stego-object with the corresponding pixels
of the original cover. If the ith pixel differs, the ith
message bit is a 1, otherwise a 0. Here, we have taken
the value of x as 1 so that minimum variation from
cover image will be produced. We defined a middle
level of pixel value, such that if the pixel value is
greater than this value then x is added to pixel value
otherwise x is subtracted from the pixel value. In this
way, the high PSNR will be produced.

Figure 1. Block diagram of embedding process of
JPEG Steganography.

Figure 2. Block diagram of extraction process of JPEG
Steganography.
There are some JPEG steganography techniques such
as JSteg, Steghide, Outguess, F3, F4, and F5. In this
paper, we have implemented JSteg and modified
version JSteg DCT algorithm, in which secret message
bits are, embedded in LSB of quantized DCT
coefficients whose values are not 0, 1, or -1. Its
execution steps are described briefly as follows. First,
JPEG partitions a cover image into no overlapping
blocks of 8x8 pixels, and then it uses DCT to transform
each block into DCT coefficients. The DCT
coefficients are scaled according to the quantization
table. The embedding sequence employed in JPEG –
JSteg is in the zigzag scan order. After embedding the
secret message in each block, JPEG – JSteg uses
Huffman coding, Run Length coding, and DPCM of
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JPEG entropy coding to compress each block. Finally,
JPEG – JSteg obtains a JPEG stego-image. The
message capacity of JPEG – JSteg is limited. If there
are many quantized coefficients equal to 0, 1, or 1, then
the message capacity of JPEG –JSteg will be decreased.
Besides, in DCT transformation, most important
coefficients are located around the low frequency part.
JPEG – JSteg modifies the quantized DCT coefficients
right in the low frequency part. Therefore, the image
quality of JPEG – JSteg is degraded, especially when
the cover image undergoes a high compression ratio.
The DCT is given as:

E. Dataset
The MATLAB tool is used to implement and simulate
four-steganography techniques - JSteg and DCT
replacement of transform domain and LSB and
Distortion of spatial domain steganography. The
dataset consists of several color images have taken
from camera, which results for various color cover
image for the different hidden information. The various
simulation parameters are as in Table I:
Table I. Simulation parameter setup

In this equation x , y , u , v ϵ {0 , 1 , … , 7} , f (x,y) is
the particular pixel color space component , C (u) = 1/2
if u=0 and otherwise C (u) = 1.
D. DCT Replacement
The process of embedding data in this proposed
algorithm is the same as JSteg algorithm in the first
step, the only difference is in manipulation of
coefficients. First step is to divide the cover image into
the 8x8 blocks, and then each block is transformed to
the DCT (frequency) domain. Similar to the JSteg
algorithm, DCT coefficients are sorted in the increasing
frequency order by zig-zag ordering method. So they
stand in the frequency positions 0 to 63, the zero
frequency is called DC and the rest are AC coefficients.
Unlike the JSteg algorithm, which is applied on all AC
coefficients, in this method the embedding, is done
only on the n middle frequencies. Therefore, the visual
quality of image can be improved after changing the
DCT values in comparison to JSteg algorithm. As such,
no bordering is there between middle and high
frequencies. Here according to the experimental result
of the algorithm, the last 15 coefficients are chosen as
high frequency components and the other coefficients
except the DC are named middle frequencies. Starting
from the first coefficient in the middle frequencies area,
the LSB of each coefficient is replaced with secret
message bits. In this algorithm, parameter b is defined
as the number of bits, which can be embedded in each
coefficient [5].

F. Embedding Load
It is the size of the secret information that can be
embedded in cover image (file) without corrupting the
integrity of the cover image. It can be represented in
bytes or bit per pixel (bpp). It depends upon the
characteristics of cover image and the embedding
algorithm used. The Table II shows the average
embedding capacity of the 4 techniques for cover
images for different resolutions:
Table II. Embedding capacity in the four techniques

III. RESULTS AND DISCUSSION
In this section, we have only taken two metrics, based
on that it is easy to see the visual discrimination
between the signals clearly.
A. MSE

For experimental setup, we have the following
information available:

The mean squared error (MSE) of an estimator (of a
procedure for estimating an unobserved quantity)
measures the average of the squares of the errors or
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deviations—that is, the difference between the
Estimator and what is estimated. Given a noise free M
x N monochrome image I and its noisy approximation
K, MSE is defined as:

Table IV. PSNR values with different techniques

C. Histograms

Mean Square error for different techniques with a fixed
payload of size 3171 bytes for 256x256, 12864 bytes
for 512x512 and 50736 bytes for 1024x1024 with
different collection of images has been calculated in
Table III:
Table III. MSE with different techniques

Histogram measures of the number of occurrence
of pixels with respect to particular pixel value.
During embedding pixel value changes hence
number of pixel having a particular value changes.
These changes can be used to detect steganography.
We take histograms for the flower color image with
size of (512x512) for all the four the techniques
separately.
1) Histograms of spatial domain techniques

We can analyse from the results that MSE for spatial
domain techniques is very less than that of for
transform domain technique where the lossy
compression step of JPEG compression i.e.
Quantization is performed in the embedding process
and hence very large MSE is produced and quality of
cover image degraded more.

For spatial domain techniques, we have to take 3
histograms each for red, green and blue color plane.
Hence 3 histograms of cover image, 3 histograms
for stego-image and 3 differences are to be taken
for analysis of one technique. Below in the figure
3 and figure 4 are the representation of the results
for both the spatial domain techniques here the x-axis
is the different color values and y-axis is showing the
number of occurrence:

B. PSNR

It is the measure of quality of the image by comparing
the cover image with the stego-image. High PSNR
indicates good perceptual quality of stego-image.
PSNR is most commonly used to measure the quality
of reconstruction of lossy compression codecs (e.g., for
image compression). The PSNR is defined as:

Usually the images with PSNR value less than 40, will
be extremely ruined and cannot be compared with the
original image. The results of PSNR for all the
techniques are in following Table IV:

Figure 3. Cover image histograms for red, green and
blue color plane respectively
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Figure 4. Stego-image histograms for red, green and
blue color plane respectively

Figure 6. Stego-image histograms for LSB
substitution method for red, green and blue color plane

Figure 7. Difference between histograms of Cover
image and Stego-image for 3 color plane with
512 x512 cover image
Figure 5. Difference between histograms of Cover
image and Stego-image for red, green and blue color
plane with secret file of 5 kb and (512 x 512 x 3)
Cover image

We see that difference between histograms by
distortion technique is lesser than LSB substitution
technique with same cover image and secret data file,
which has been shown in figure 7.

We see that histogram of cover image and stego-image 2) Histograms of Transform domain techniques
seems to be similar but by plotting difference between
the two we can analyze the change in statistical For transform domain techniques quantized coefficients
properties of cover image in the figure 5 above (where are used for calculation of histogram instead of pixel
x-axis is color value and y-axis is difference of value. After data embedding progress in the cover
occurrence). As the size of secret file increases the image, the number of pixels with the same brightness
level in the spatial histogram, and also number of
difference is increases which are shown in figure 6.
DCT coefficients in the coefficient histogram will be
changed. Because of the symmetrical property of
Fourier transform, the images which are chosen as a
cover media will have the symmetrical histogram.
This means that the coefficient have equal abundance
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around a central axis in the form of positive and
negative values. After applying the steganography
algorithm on the image, this symmetrical property in
coefficient histogram will be eliminated, and this can
be an indication of hiding something in the image. The
more the outlet histogram of an algorithm is close to
the original image, the algorithm have more efficiency
and more robustness against the statistical attacks.

The capacity of embedding of Jpeg steganography is
very low than spatial domain techniques. The spatial
domain techniques results in high perceptual quality,
high PSNR, and high embedding capacity but lacks in
providing robustness. On the other hand transform
domain provide robustness while providing very less
embedding capacity, low PSNR and low perceptual
quality.
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