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ABSTRACT

Cloud computing is a widely used computing technology by IT world. It is a fast-growing technique, which serves
computing resources such as laaS, PaaS and SaaS to cloud user on “Pay per use” basis. A Cloud user can store their
private data over cloud server and can access securely at any time. The User doesn’t have to worry about storage
and maintenance of cloud data. This unique data accessibility feature of cloud attract user to utilize cloud services.
Due to the high availability of various IT computing resource over cloud, attracts cloud user to utilize its services.
Day by day size of data and services are getting increases over the cloud. It is quite challenging job for cloud service
provider to maintain the data integrity and privacy of the stored user data. Another challenge is encounter during
retrieval of encrypted stored data. Various cryptography methods are used to maintain the data privacy and integrity.
Overcloud server data are stored in encrypted form. After placing the data on the cloud, retrieving the same is also a
quite tedious job. In order to retrieve the data, several methods are available suggested by various researchers. Most
of the existing techniques are limited to handle a single keyword search with its own limitation. To enhance
searching in terms of efficiency and fastness, a multi-keyword search technique can be adapted to retrieve a
corresponding document from the cloud. This paper proposes a survey on a secure search scheme supporting single-
keyword or multi-keyword ranked search over encrypted cloud data.

Keywords : Cloud computing, data retrieval, Single keyword, Multi keyword and Racked Search.

I. INTRODUCTION integrity of data. The data security can be guaranteed
using encryption technique before sending data to a

Cloud Computing is an on-demand service over cloud server and integrity of data can be guaranteed by
network servers which are hosted on the Internet to Signing data blocks using users signature such that,
process, store and organize the data, rather than a local ~ €Xcept the user, no one can be able to generate similar
server or personal computer. The Cloud services and signature [8].

applications run on the distributed network which

provides a virtual resource for the end user. These Ranked search can also elegantly eliminate unnecessary
resources could be accessed by standard Internet and ~Detwork traffic by sending back only the most relevant
networking protocols. Data integrity verification is one data, which is highly desirable in the “pay-as-you-use”
of the massive responsibilities with cloud data because ~ cloud paradigm. For privacy protection, such ranking
the probability of involvement in the malicious activity ~Operation, however, should not leak any keyword
of a cloud user and cloud provider is very high [11, 15]. related information. On the other hand, to improve the
There are many ways to address this problem. The user search result accuracy as well as to enhance the user
can use encryption and decryption process. However, it searching experience, it is also necessary for such
requires huge computing time and functional overheads. ranking system to support multiple keywords search; a
Applying data auditing may be the other way to address single keyword search often yields far too coarse
this problem. Even if cloud provides such amazing results. Even with this provision, there is the possibility
services to its clients, there are some problems related ~ Of leakage of data, as the integrity of data is verified by
to cloud such as security of data stored in cloud and third-party auditor thus the data needs to be copied
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from cloud server to third-party auditor and problem
starts. This increases the complexity of auditing
process [2, 4]. In this paper, we are presenting a review
of various data storage and retrieval method for cloud
computing. This paper is organized in various chapters
which include the introduction of cloud computing,
existing work, data retrieval methods and conclusions
and future scope.

II. CLOUD COMPUTING

The term cloud computing is referred as “The Cloud”
which used as a “Metaphor” for the “internet” so cloud
computing is a “type of Internet-based computing”. It is
a new and an innovative idea of 21* Century for IT
industries. The purpose of the cloud computing
dynamically delivers the computing resources and
capabilities as services over the web. It is a new
technology of computing in which dynamically
scalable and often virtualized resources are provided as
a service over the internet [2, 4]. Cloud computing
involved different hosted services over the internet
which is IaaS (Infrastructure-as-a-service), PaaS
(Platform-as-a-service), and SaaS (Software-as-a-
service).laaS service provides the infrastructure like
memory, space, storage etc to users. Saas service
provides different application rather installing to its
own system. PaaS service provides cloud application to
the developer and responsible for virtualization of
resources and makes it as a single layer.

2.1 Types of Cloud-Cloud deployment models are-

a) Public cloud- A public cloud is one standard of
cloud computing, in which a cloud service provider
provides a virtual environment, make a pool shared
resources, such as applications and storage, offered
to the general public over the web. Public cloud
services are offered to users as pay-per-usage.

b) Private cloud- Organizations choose to build their
private cloud as to keep the strategic, operation and
other reasons to themselves and they feel more
secure to do it.

¢) Hybrid model- It consists of multiple service
providers. It provides the services of both public
and private cloud. It is used by organizations when
they need both private and public clouds both.

2.2 Cloud Computing Services- Users can access these
services in a pay per use on-demand model. Users can

access these services over the internet. Cloud

computing provides following services.

a) IaaS- In Infrastructure as a service, the service
provider shares infrastructure resources to support
operations done by the end user. The examples for
infrastructure are CPU, memory, network, server
etc. Software as a Service is the capability provided
to the consumer is to use the provider's applications
running on a cloud infrastructure.

b) PaaS-This service is used to complete the life cycle
of building and delivering web applications, which
are available over the internet. The developers of
this service are concerned only with web-based
development and do not care about the operating
system. Anyone who has the internet can do this
and deploy over the internet. Some examples of
PaaS model are eBay, Google, iTunes, YouTube.

¢) SaaS- The capability provided to the consumer is
to use the provider's applications running on a
cloud infrastructure. The consumer does not

the

infrastructure including network, servers, operating

manage or control underlying  cloud
systems, storage, or even individual application
capabilities, with the possible exception of limited

user-specific application configuration settings.

2.3 Challenges in Cloud computing-Cloud computing

have following issues-

a) Data protection- To be considered protected, data
from one customer must be properly segregated
from that of another; it must be stored securely
when “at rest” and it must be able to move securely
from one location to another. Cloud providers have
systems in place to prevent data leaks or access by
third parties. Proper separation of duties should
ensure that auditing or monitoring cannot be
defeated, even by privileged users at the cloud
provider.

b) Authentication- The authentication of the

respondent device or devices like IP spoofing, RIP

attacks, ARP poisoning (spoofing), and DNS
poisoning are all too common on the Internet.

TCP/IP has some “unfixable flaws” such as

“trusted machine” status of machines that have

been in contact with each other, and tacit

assumption that routing tables on routers will not
be maliciously altered. One way to avoid IP
spoofing by using encrypted protocols wherever
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possible. They also suggest avoiding ARP
poisoning by requiring root access to change ARP
tables; using static, rather than dynamic ARP
tables; or at least make sure changes to the ARP
tables are logged.

¢) Data Verification- Things like tampering, loss,
and theft, while on a local machine, while in
transit, while at rest at the unknown third-party
device, or devices, and during remote backups.
Resource isolation ensures the security of data
during processing, by isolating the processor
caches in virtual machines, and isolating those
virtual caches from the Hypervisor cache.

d) Infected Application- Vendor should have the
complete access to the server for monitoring and
maintenance, thus preventing any malicious user
from uploading any infected application onto the
cloud which will severely affect the customer.
Cloud providers ensure that applications available
as a service via the cloud are secure by

implementing testing and acceptance procedures

for outsourced or packaged application code. It also
requires application security measures (application-
level firewalls) be in place in the production

environment

e) Availability- Cloud providers assure customers
that they will have regular and predictable access to
their data and applications.

f) Data Retrieval- Efficiently accessing of cloud data
is always desirable and challenging.

I1I. Existing Work in Cloud Data Retrieval

Existing systems are based on following data retrieval
schemes -

3.1 Boolean Keyword Search-Boolean systems
allowed customers to specify their information need
using a combination of Boolean operators AND, OR
and NOT. Boolean systems have several disadvantages,
for example, there are no any features of document
ranking, and it is very difficult for a customer to make
a good search request. Thus, the drawback of existing
system specifies the important need for new techniques
that support searching flexibility.
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Figure 3. Cloud Data Retrieval and Indexing

3.2 Single Keyword Based Searchable Encryption-In
single keyword searchable encryption schemes
encrypted searchable indexes are uses and its contents
hidden to the server unless it’s given appropriate
trapdoors generated via secret key(s)[3]. In the public
key setting, anyone with a public key can write to the
data stored on server but only authorized users with the
private key can search. Public key solutions are usually
very computationally expensive, however. Furthermore,
the keyword privacy could not be protected in the
public key setting since server could encrypt any
keyword with public key and then use the received
trapdoor to evaluate this cipher text[6].

3.3 Searchable Encryption- It allows users to securely
search complete encrypted data through keywords. This
method supports only Boolean search, without
capturing any relevant data [2]. This approach suffers
from two main drawbacks when directly applied in the
context of Cloud Computing. First one, users who do
not necessarily have pre-knowledge of the encrypted
cloud data, have to post-process every file got, in order,
to find ones most matching their interest; another
drawback, regularly getting all files containing the
queried keyword further incurs unnecessary network
traffic, when retrieving more than one files.

34 MKSE or
Encryption- In
functionalities,

Multi
cloud

Keyword Searchable
computing  to
search over

search
conjunctive  keyword
encrypted data had been proposed. These schemes
incur large overhead caused by their fundamental
primitives, such as computation cost by bilinear map

[5].
3.5 TOP-K data retrieval method- In order to

efficiently solve data search problem, existing self-
indexing algorithms are not sufficient [14]. Two
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approaches to enhance the retrieval of self-index have
been proposed. The first uses a document-based array,
which uses to map in between every suffix in set T to
its corresponding document identifier. The second is to
store, in addition to the global self-index, one self-
index of each individual document in the collection.

3.6 Ranked Keyword Search- Ranked search greatly
enhances system usability by returning the matching
files in a ranked order regarding certain relevance
criteria (eg. keyword frequency) thus; making one step
closer toward practical deployment of privacy-
preserving data hosting services in the context of cloud
computing [6]. To the best of knowledge, it gives a
legal status for the first time the problem of effective
ranked keyword search over encrypted cloud data.
Ranked keyword search strongly provides system
usability by returning the matching files in ranked
order concerning to certain relevance criteria, thus
moving closer towards the practical action of privacy-
preserving data presenting services in the cloud.

3.7 Fuzzy Keyword Searchable Encryption: Fuzzy
keyword search greatly enhances system usability by
returning the matching files when users searching
inputs exactly match the predefined keywords or the
closest possible matching files based on keyword
similarity semantics when an exact match fails [5].
More specifically, it uses edit distance to quantify
keywords similarity and develop a novel technique that
is a wildcard-based technique, for the construction of
fuzzy keyword sets. This technique eliminates the need
for enumerating all the fuzzy keywords and the resulted
size of the fuzzy keyword sets is significantly reduced

[9].

3.8 Plaintext Fuzzy Keyword Search- The
importance of fuzzy search has received attention in the
context of plaintext searching in information retrieval
community [12]. The problem is addressed in the
traditional information access paradigm by allowing
users to search without using try-and-see approach for
finding relevant information based on approximate
string matching. At the first glance, it seems possible
for one to directly apply these string matching
algorithms to the context of searchable encryption by
computing the trapdoors on a character base within an
alphabet. This trivial construction suffers from the
dictionary and statistics attacks and fails to achieve the
search privacy.

IV. Challenges in Existing System
In Cloud computing, efficient data retrieval for
encrypted data is always challenging. Based on
literature survey following challenges were found in
existing work

1) High data retrieval time

2) Privacy of data

3) Data indexing and ranking
4) Integrity of Data

V. Conclusions and Future Work

Cloud computing is a widely used technology. This
paper proposed a brief literature survey on efficient
data retrieval techniques for encrypted cloud data.
From the survey, the multi-keyword search technique
sounds to be more efficient than other available
searching technique. Many search schemes over
encrypted data, supports multi-keyword query and
similarity ranking simultaneously for data retrieval in
cloud computing. In the future work, we will develop a
more efficient data retrieval method and will compare
with various existing methods.
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