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ABSTRACT
The Internet of Things (IoT) is fast emerging network of smart objects and devices. IoT infrastructure is vulnerable
to various attacks, security and privacy are the key issues for IoT applications. IoT requires various security
solutions where the communication is secured with confidentiality, integrity, and authentication services; the
network is protected against intrusions and disruptions; and the data inside a sensor node is stored in an encrypted
form. Therefore, the challenge of implementing secure and protected communication in the IoT network must be
addressed. The IoT network is secured with encryption and authentication, but it cannot be protected and secured
against cyber-attacks. Hence, an Intrusion Detection and Prevention System is needed. This Paper presents a design
of Intrusion Detection and Prevention System to detect and prevent Hello flood attack and Sybil attack in IoT
network which is implemented in Contiki OS with Cooja simulator.
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I. INTRODUCTION
IoT is considered as a part of the Internet of the future
and will comprise many more intelligent
communicating „things‟. It refers to the physical
objects that are capable of exchanging information with
other physical objects and virtual components. The
Internet of Things (IoT) will empower the connected
things and entities with new capabilities.[1] It
introduces various services and human‟s routine life
fully depends on its available and reliable activities.
Due to the fast advancing technologies of network
communication, the Internet is going to connect
everything from everywhere. IoT connects a large
number of heterogeneous devices, such as “instance
cameras”, “wireless sensor network” (WSN), “smart
meters,” and “vehicles,” while providing open access
system to a variety of data generated by such devices to
provide new services to civilian and companies.[2]
However, as the resources of IoT‟s devices are
constrained, many security mechanisms are hard to be
implemented to protect the IoT networks. Other kinds
of security enforcement methods, such as intrusion
detection and prevention system should be considered
to protect the IoT networks.[3]
If security issues are not addressed then the confidential
and private information may be leaked at any time.

Thus, the security problems must be addressed. In this,
we mainly focus on the problem of achieving some of
all of the following security services:
 Confidentiality: An attacker can easily intercept
the message passing from source to the destination
so that privacy can be leaked and content can be
modified. So that secure message transmission is
required in IoT.
 Integrity: Integrity means the validity of a
transmitted message from sender node. Message
integrity means that a message has not been
tampered or altered by adversary.
 Availability: Data, Resources or Services must be
available when required. Attackers can flood the
bandwidth of system to damage the availability of
resources. Availability can be damage by malicious
attacks like Denial of service (DOS) attack,
flooding attack, jamming attacks etc.
 Authenticity:
Authenticity concerns
the
truthfulness of correct user on node. Users should
be able to identify each other‟s identity with which
they are communicating. So that unauthorized user
or entity can‟t send data.
 Authorization: It denotes that only authorized
nodes can be accessed to network services or
resources.
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 Non-Repudiation: Non-repudiation assures that
the sender and receiver cannot deny having sent
and received the message respectively.[4]

II. INTRUSION DETECTION SYSTEM
An intrusion is basically any sort of illegal activity
which is carried out by attackers to destroy network
resources or sensor nodes. An IDS is a mechanism to
detect such malicious and unauthorized activities. The
basic functions of IDS are to monitor users‟ activities
and network behaviour at different layers. A single
perfect defence is neither feasible nor possible in sensor
networks, as there always remain some weaknesses,
software bugs, or design flaws which may be
compromised by intruders. It is used as a passive
defence, as it is not intended to prevent attacks; instead
of that it alerts network administrators about possible
attacks well in time to stop or reduce the impact of the
attack. The accuracy of intrusion detection is generally
measured in terms of false positives (false alarms) and
false negatives (attacks not detected), where the IDSs
attempt to minimize this attacks.
IDS can operate in many modes. Apart from that main
two operate modes are standalone operation and
cooperative cluster based operation.
 A standalone IDS operates on every node or sensor
to detect unwanted activities.
 Cooperative cluster based IDS are mostly
distributed in nature in which every node monitors
its neighbors and surrounding nodes activities; in
case of any malicious activity detection, the cluster
head is informed about that malicious activity.
IDS have three main components or activities as given
below.
(i) Monitoring component is used for local events
monitoring as well as neighbours event monitoring.
This component mostly monitors traffic patterns,
internal events, and resource utilization in the network.
(ii) Analysis and detection module is the main
component of IDS which is based on modelling
algorithm. Network operations, behaviour, events and
activities are analyzed, and decisions are made to
declare them as illegal or not.

(iii) Alarm component is a response generating
component, which generates an alarm in case of
detection of an intrusion.[5]
Types of IDS
There are two important classes of IDSs.
A.) Signature-Based Intrusion Detection Systems
These are also known as Rule-Based IDS, has
predefined rules of different security attacks. When the
network‟s behaviour shows any variation or gives
different results from the predefined rules, it is
classified as an attack. Signature-based IDSs are well
suited for known intrusions. It is host based IDS in
which every node has IDS system. [7]The proposed
IDS are hosted on each sensor node. The IDS is
basically designed for routing attacks and is capable of
detecting packet-dropping attacks in network. An IDS
for detection of sink-hole attack is presented in this
type of system.[6]
However they can‟t detect new security attacks in
network or those attacks having no predefined rules.
Thus, this approach is very expensive. This technique
can‟t identify new attacks unless their signatures or
patterns are manually added into the database of that
system. So it needs up-gradation of system database
regularly with new signatures of attacks. Thus, it is a
static approach. This approach has two main
disadvantages: a) it requires the knowledge to form
attack patterns. b) It cannot find new and previously
unknown attacks.
B.) Anomaly-Based Intrusion Detection Systems
These are also known as event-based detection
monitors network activities and classifies them as
either normal or malicious using heuristic approach.
[6]Most of anomaly-based IDSs identify intrusions
using threshold values; that is, any activity below a
threshold is normal, while any condition or activity
above a threshold is classified as an intrusion. The
main advantage of anomaly-based IDS is its ability to
detect new and unknown attacks; however sometimes it
fails to detect even well-known security attacks. This
mechanism is capable of building a normal traffic
model, which is used to differentiate between normal
and abnormal traffic in the network .This mechanism
monitors and learns normal traffic patterns in order to
detect any intrusion present or not in case of deviation.
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C) Hybrid Intrusion Detection Systems
These are a combination of both anomaly-based and
signature-based IDS approaches. Hybrid mechanisms
usually contain two detection modules; that is, one
module is responsible of detecting well-known attacks
using signatures, while the other is responsible for
detecting and learning normal and malicious patterns or
monitor network behaviour deviation from normal
profile behaviour. Hybrid IDSs are more accurate in
terms of attack detection with less number of false
positives.[7]

III. INTRUSION PREVENTION SYSTEM
Intrusion prevention systems (IPS), also known
as intrusion detection and prevention systems (IDPS),
are network security appliances that monitor network
or system activities for malicious activity. The main
functions of intrusion prevention systems are to
identify malicious activity, log information about this
activity, report it and attempt to block or stop that
activity.
Intrusion prevention systems are considered extensions
of intrusion detection systems because they both
monitor network traffic and/or system activities for
malicious activity in the network. The main differences
are, unlike intrusion detection systems, intrusion
prevention systems are placed in-line and are able to
actively prohibit or block intrusions that are
detected.IPS can take such actions as sending an alarm,
dropping detected malicious packets, resetting a
connection or blocking traffic from the offending IP
address.[9]
Classification of IPS
Intrusion prevention systems can be classified into four
different types:
1. Network-based intrusion prevention system
(NIPS): it monitors the entire network for
suspicious traffic by analysing protocol activity.
2. Wireless intrusion prevention systems (WIPS):
it monitor a wireless network for suspicious traffic
by analysing wireless networking protocols.
3. Network behaviour analysis (NBA): it examines
network traffic to identify threats that generate
unusual traffic flows, such as distributed denial of
service (DDoS) attacks, certain forms of malware
and policy violations.

4. Host-based intrusion prevention system (HIPS):
an installed software package which monitors a
single host for suspicious activity by analysing
events occurring within that particular host.

IV. CYBER ATTACKS ON IOT
IoT networks are exposed to different types of attacks
both from internal and external. Attacks are mainly
classified by two types inside and outside attacks. In an
outside attack, the attacker is not a part of the network
while in an inside attack, the attack can be perpetrated
by compromised or malicious nodes that are part of the
network. In the following, we discuss some cyberattacks on IoT applications.[12]
A.) Spoofed, Altered, or Replayed Routing
Information
One straight attack against a routing protocol is to
target the routing information exchanged between
nodes by spoofing, altering, or replaying routing
information. Adversaries may be capable to create
routing loops, attract or repel network traffic, extend or
shorten source routes, generate false error messages,
partition the network, increase end to- end latency by
using this type of attack.
B.) Selective Forwarding
In this particular attack, malicious nodes may refuse to
forward certain messages and simply drop them,
ensuring that they are not propagated any more. A
simple form of this attack is: when a malicious node
acts like a black hole and refuses to forward every
packet it receives. However, such an attacker runs the
risk that neighbouring nodes will conclude that this
node has failed and decides to follow another route. A
more perceptive form of this attack is when an
adversary selectively forwards packets. An attacker
interested in suppressing or modifying packets
originating from few selected nodes can reliably
forward the remaining traffic and limit suspicion of its
wrongdoing.
C.) Sinkhole Attacks
In a Sinkhole attack, an attacker comes to an agreement
with a node or introduces a fake node inside the
network and uses that node to occur an attack. The
attacker listen route requests of nodes and tries to
satisfy that it has the shortest path for the base station.
When the agreed node or fake node achieves to attract
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network traffic itself, it will create an attack. After
malicious node (agreed, introduced node) achieve, they
can do whatever it wants such as dropping all packets,
dropping selected packets, changing content of all the
packets.
D.) Wormhole Attacks
A Wormhole attack can easily be launched by the
attacker without having knowledge of the entire
network or compromising any legitimate nodes or
cryptographic mechanisms. The attacking node
captures the packets from one location and transmits
them to other distant located node which distributes
them locally through virtual tunnel. The wormhole puts
the attacker nodes in a very strong position compared
to other nodes in the network.
E.) Sybil Attacks
In Sybil attack, a single node presents multiple
identities to rest of the nodes in the network either by
fabricating or stealing the identities of legitimate nodes.
So the base station cannot distinguish the legitimate
and the forged node. This confuses other nodes and the
network performance degrades. This attack can
significantly reduce the effectiveness of fault-tolerant
schemes such as distributed storage, multipath routing,
and topology maintenance. Wireless sensor networks
are more prone to Sybil attack because of the open and
broadcast communication medium and the same
frequency is being shared among all nodes in the
network. [10]

could cause a large number of nodes to attempt to use
this route, but those nodes sufficiently far away from
the adversary would be sending packets into oblivion.
Thus the network is left in a state of confusion. A node
realizing the link to the adversary, which is not
genuine, could be left with few options: all its
neighbors might be attempting to forward packets to
the adversary as well. Protocols which depend on
localized information exchange between neighboring
nodes for topology maintenance or flow control are
also subject to hello flood attack.[11]
An adversary does not necessarily need to be able to
construct legitimate traffic in order to use this attack. It
can simply re-broadcast or retransmit overhead packets
with enough power to be received by every node in the
network. Hello floods can also be thought of as oneway, broadcast wormholes in the network.[10]

Figure 2. shows that a legitimate node considers
attacker as its neighbour and also as an initiator

V. PROPOSED SYSTEM FOR VARIOUS
ATTACKS

Figure 1. Sybil node
F.) Hello Flood Attacks
Hello flood attack is an attack on the network layer.
Many routing protocols require nodes to broadcast
Hello message to announce themselves to their
neighbours, and a node receiving such a packet may
assume that it is within normal radio range of the
sender. This assumption may sometimes be false. For
example, an adversary advertising a very high quality
route to the base station to every node in the network

Many researchers have been working on emerging
technology IoT and sensor areas to provide the best
security mechanism. In this section, we described
various intrusion detection and prevention systems
which are proposed in recent years.
 P. Pongle [13] proposed novel IDS to detect
wormhole attack in IoT and attacker which is
implemented in Contiki OS with Cooja simulator.
The proposed system in this novel uses centralized
and distributed architecture for placement of IDS.
In this approach, wormhole attack detected by
using location information and attacker node
identified by using neighbor information.
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 Kasinathan [14] proposed a network based DOS
attack detection IDS architecture on ebbits network
framework. In this approach, IDS can listen or
monitor 6LoWPAN traffic by using IDS probe.
They use hybrid approach for placement of IDS.
DOS protection manager is core component of
proposed system which raised an alert by using
information available on network manager
component.
 S. Razaa [15] proposed a real-time intrusion
detection system in IoT system called as SVELTE
which is implemented in Contiki OS. In this
approach, they proposed three main centralized
elements which are placed in 6LoWPAN Border
Router. The first element is 6LoWPAN Mapper
which collects information about the RPL protocol
in the network and rebuilds the networks in 6BR.
The second element is intrusion detection element
which detects the intrusion in the network by
analyzing the mapped data. The third element is a
distributed mini firewall which filters the malicious
traffic present in the network before it reaches to
the network.
 Chen Jun [16] proposed event processing based
IDS to solve the problem of real time of Intrusion
detection in IoT network. In this approach, they
designed the IDS system on the basis of Event
Processing Model (EPM). It is rule-based IDS in
which rules are stored in Rule Pattern Repository
and takes SQL and EPL of Epser as a reference.
 Caiming Liu, Jin Yang [17] proposed Research on
Immunity-based IDS Technology for the Internet
of Things. In this paper, they proposed good
mechanisms in AIS (Artificial immune system) are
introduced into the intrusion detection technology
in the IoT environment. Through simulating and
defining the immune elements in the IoT system,
the applying method based on the immune theory is
constructed. Math method is used to deduce the
theory process of the IoT intrusion detection. The
theory analysis shows that the proposed method
provides a new effective approach for the IoT
intrusion detection technology.

to detect those attacks in related work. Those
approaches have some limitations like requires more
computational resources and energy for detection of
attacks, no centralized mechanism is available to detect
such type of attacks. There are some algorithm are
available to detect Hello flood attack and Sybil attack
in IoT network. But they require more energy and time.
There is no prevention for such type of attacks. We
hope our proposed solution will greatly help to detect
and prevent hello flood attack and Sybil attack in IoT.
Here we are trying to give a solution which will
provide more security to the IoT network. In future we
will implement the proposed method in Contiki OS
with Cooja simulator.
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