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ABSTRACT

Android Malware is critical challenges for security of big data. Android users are capable to malicious
application that can hack into their personal data in device due to the lack of careful monitoring of their device
security. We categorize many of the most recent antimalware techniques based on their detection methods. It

includes water marking stepping stone mechanisms. It provides the Android security solution. The paper

propose framework for Android malware detection have been obtained by the ICFS procedure.
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I. INTRODUCTION

The system applies classifiers re-iteratively in fusion
(IFS)

procedure. On-line or mobile ad desires many

with new repetitious feature alternative
different third-parties, with each outside entity
representing a doable entry purpose for malware,
info run and computing machine performance issues.
The suspicious or infected with malicious code so
you will exclude therefore block it, instantly motility
down the malware attack. Purchasers may also
choose to share detected advertising information
with their upstream and downstream partners,
dashing the removal of degree infected ad from your
overall on-line or mobile. The Google Play store is to
boot home to several antivirus apps which is able to
provide a further layer of protection. One among the
foremost effective defenses against malware is to
notice things like suspicious apps with outrageous
guarantees, dangerous reviews, and incomplete app
permissions. Devices running automation four .2 or
higher area unit protected against premium SMS
charges. A notification will warn you if degree app is

attempting to send a text message using a premium
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service, at that purpose you will approve or deny the
dealing. This feature is made directly into the
package and does not have to be compelled to be
enabled. The ICFS procedure practice LibSVM with
polynomial kernel, combined with Multilayer
Perceptron and NB tree classifier. Smartphones offer
fully totally different property options like Wi-Fi,
GSM, GPS, CDMA and Bluetooth etc. which produce
them a ubiquitous device. Likewise we tend to area
unit able to merely find out the threats and to boot

the assaulter.

II. CHARACTERISTICS OF ANDROID
MALWARE

(a) Permission requests:

A dangerous permission that was listed within the
app manifest, it should raise the user to grant the
permission. Humanoid provides many strategies use
to request permission.

(b) System calls:

The humanoid application takes the services of the
kernel through the system calls. Whenever a user

request for services like decision a phone in user

1319



mode through the telephone call application, the
request is forwarded to the phone Manager Service
within the application framework.

(c) Data flows:

We are able to use these differences to pick essential
knowledge flows. These essential flows will guide
the identification of malware based on the abnormal
usage of sensitive knowledge. A tool that
mechanically selects essential knowledge flows
inside humanoid applications and takes these
essential flows as feature choice.

(d) API (Application Programming Interface) calls:
API’s could be a progression of the platform that
provides improved performance and increased user
expertise. It adds new options for users and app
This

introduction to the foremost notable and helpful

developers. document provides associate

new Apies for app developers.

IIL. ISSUES ON EXISTING WORK

Android has

enforcement.

2 basic strategies of security

1) Applications run as UNIX operating system
processes with their own user IDs and so are
separated from each other. In this vulnerability in
one application does not affect other applications.
Since android provides IPC mechanisms, which need

to be secured.

2) Social control mechanism comes into exist.
Android implements a reference monitor to access to
application components primarily based on
permission. If an application tries to access another
part, the end user should grant the appropriate

permission at installation time.

Android needs that developers declare in a manifest a
list of permissions, that the user should accept prior
to installing associate application. Android uses this
permission model to limit access to advanced or

dangerous practically on the device.
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IV. LITERATURE REVIEW

Ashley Chonka et al.[l1] proposed Detecting and
Mitigating HX-DoS attacks against Cloud Web
Services. In this paper, ENDER was able to improve
upon this result by being trained and tested on the
same data, but with a greater result of 99% detection
and 1% false positive. They present their new system
called ENDER. ENDER addresses the problem of
HXDoS attacks against Cloud Web Services and
Cyber Physical System. In the future, we plan to train
and test their system on the Grid5000 system in
France. The Grid5000 system has already built in grid
web services, so conducting experiments against our

system will be initiated in the coming months.

Charlie Miller et al.[2] proposed a Mobile Attacks and
Defense. In this paper, from a security perspective,
these devices square measure usually additional
bolted down than PCs and have additional security
like language.

However, as a result of mobile devices store personal

measures sandboxing and code
information, they’re attractive targets. This time in
time, you're less possible to lose personal data due to
malware or drive-by downloads than if you had left
your phone during a cab or at the local public house.

D'Orazio et

Christian  J. al.[3]

Circumventing iOS security mechanisms for APT

proposed

forensic investigations: A security taxonomy for cloud
apps. In this paper, they present techniques to
circumvent security mechanisms and facilitate
collection of artifacts from cloud apps. we tend to
then demonstrate the utility of the escape techniques
mistreatment eighteen common iOS cloud apps as
case studies. Supported the findings, we tend to gift
the primary iOS cloud app security taxonomy that
would be employed in the investigation of AN APT
incident. Finally, they described however SSL/TLS in
iOS cloud apps are often circumvented which might
permit forensic researchers and investigators to amass
evident information from iOS devices. They then
given  three-dimensional

security ~ taxonomy
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supported our examination of security mechanisms

enforced in eighteen widespread cloud apps.

Dafang Zhang et al.[4] proposed Fest: A Feature
Extraction and Selection Tool for Android Malware
Detection. This paper this paper, they present Feature
Extraction and Selection Tool (FEST), a feature-based
machine learning approach for malware detection.
We first implement a feature extraction tool,
AppExtractor, which is designed to extract features,
such as permissions or APIs, according to the
predefined rules. They propose a feature selection
More FEST

achieves about 98% accuracy and recall at the same

algorithm, FrequenSel. specifically,
time, and its adaptability of unknown samples
inherited from machine learning techniques satisfies
the detection demand of third-party markets with
lots of fast updated apps.

Martini et al.[5] proposed a data exfiltration and
remote exploitation attack on MakerBot3D printers
(as a case study) that utilized a Raspberry Pi 2 as the
core attack hardware. They Industries’ consumer-
oriented 3D printers and proposes an attack
technique that is able to, not only, exfiltration
sensitive data, but also allow for remote manipulation
of these devices. The attack steps are discretely
modeled using a threat model to enable formal
the

data

representation  of attack. Finally, they

implemented a exfiltration and remote
exploitation attack on MakerBot 3D printers (as a case
study) that utilized a Raspberry Pi 2 as the core attack

hardware.

Muneer Ahmad Dar et al.[6] proposed a Evaluating
Smartphone Application Security: A Case Study on
Android. This paper evaluates Android security with
the purpose of identifying a secure application
development environment for performing secure
transactions on Android-based smart phones. The
framework should be designed in such a manner that
it can validate that the system is not tampered with. It
should be able to prevent information leakage from

the device in scenarios where a legitimate application

Volume 3, Issue 1, January-February-2018 | www.ijsrcseit.com | UGC Approved Journal [ Journal No : 64718 ]

is replaced with a similar one containing Trojans that
spy on user’s sensitive information such as location,
or, logs the phone calls and transfers that information

to a remote server.

Sajid Nabi Khan et al.[7] proposed a Review on
Android App Security. In this paper, they have
reviewed android security model, security provided
by the android OS, and the security provided by the
android apps. Android has a lot fewer restrictions for
the developer than its counterparts, thus increasing
the risk of security for end users. There are lot of
factors which are responsible for the threat in the
Android OS. In this paper, they have reviewed the
security in android apps, and studied the functionality
and threats to our privacy. They also saw that the
Android OS provides better security than other

operating systems.

Sumedh P. Ingale et al.[8] proposed a security in
android based smartphone. This paper presents the
current state of Android security mechanisms and
their limitations conjointly determine sure security
needs. Finally, this paper analyzes the security
mechanism the

foremost wide used open supply sensible phone
platform Android. Mentioned security mechanisms
and there limitation. Malware are the main threat to
the android user, the best way to avoid them is to
form user turned in to security mechanism and the
way to use them in his benefit and stop malwares at

their installation part.

Tiwari Mohini et al.[9] proposed a Review on
Android and Smartphone Security. In this paper they
have reviewed android security model, application
level security and security problems within the
android primarily based Smartphone. During this
paper they need reviewed security issues in the
android based mostly Smartphone. The combination
of technologies into an application certification
process needs overcoming logistic and technical
challenges. Android provides additional security than

different mobile phone platforms. Kirin can help
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would android into the secure OS required for next-

generation computing platforms.

Yajin Zhou et al.[10] proposed a Hey, You, Get Off of
My Market: Detecting Malicious Apps in Official and
Alternative Android Markets. In this paper, they gift
a scientific study for the detection of malicious
applications (or apps) on common automaton
Markets. Within the paper, they have presented a
systematic study to find malicious apps on each
official and unofficial android Markets. They need
enforced both schemes in DroidRanger and also the
evaluation results of with success detecting 211

malicious apps and uncovering two zero-day malware

demonstrate the feasibility and effectiveness of our

approach. Instead of detecting malicious web

contents, our system focuses on detecting malicious

apps,
challenges in the system design. From another

which pose different requirements and
perspective, our system does share a similar spirit by
involving a large-scale crawling of apps Android
features that may be misused. By doing so, we can
identify suspicious apps and each will then be
executed and monitored to verify whether it indeed
exhibits any malicious behavior at runtime. If so, the
app will then be manually confirmed and the
associated behavioral footprint will be extracted and

included in the first detection engine from existing

in each  official an unofficial marketplaces marketplaces for malicious app detection.
V. COMPARITIVE STUDY
Researchpaper Algorithm Description

[1]Detecting and Mitigating
HX-DoS attacks against

Pre-Decision

Advance Decision

It effectively addresses the problem of
HXDoS attacks against Cloud Web Services.

Cloud Web Service Learning System However, fails to address and perform over
(ENDER). Dddos attacks.

[2]Mobile Attacks and context-related fine- It serves as effective and reliable for malware

Defence grained detection. Traditional method inconvenient
access control policies for advanced malwares.

[3]Circumventing Intrusion Detection These devices will generate real-time smart

iOS security mechanisms for
APT forensic investigations:
A security taxonomy for

cloud apps

System (IDS) and Virtual
Honeypot Device (VHD)

application to make real-time decisions. Fog
computing devices will provide less latency it

is not possible to get computational power.

[4]Fest: A Feature

Feature selection

It serves as effective and reliable for malware

Extraction and Selection algorithm, detection. It fails to classify Trojan malwares.
Tool for Android Malware FrequenSel.

Detection

[5]A Data Exfiltration and MakerBot 3D Printer It can detect vulnerable to attacks including
Remote Exploitation Attack | Protocol malicious apps and remote exploitation of

on Consumer 3D Printers

flaws. Security is not high on the list of

priorities for developers of IoT devices.
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[6]Evaluating Smartphone
Application Security: A Case
Study on

Android

Porscha—a framework

It evaluates the intensive process of app security
over different attacks.

It can’t evaluate malwares like ransom ware.

[7]Review on Android App Predicative analysis

Security

It provides Detailed analysis on different
security app. It had met variant performance on

emerging malware app.

[8]security in android based | Saint —a framework

smartphone

It defines install-time permission granting

policies. It is not user centric.

[9]Review on Android and Command readelf.
Smartphone Security

detection approach

cooperative malware

It provides detailed review on various attacks
and prevention for preventive measures
However, fails to address and perform over
Dddos attacks.

[10]Hey, You, Get Off of My
Market: Detecting Malicious
Apps in Official and

Alternative Android Markets

DroidRanger

It can detect apps supports exploitation of

flaws.

VI. CONCLUSION

In this paper we discuss about Android have a lot
fewer restrictions for the developer than its
counterparts, thus increasing the risk of security for
end users. There are lots of factors which are
responsible for the threat in the Android OS. In this
paper we have reviewed the security in android apps,
and studied the functionality and threats to our
privacy. We also saw that the Android OS provides

better security than other operating systems.
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