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ABSTRACT 
 

Fingerprint Based ATM (Automatic Teller Machine) is a desktop application where fingerprint of the user is used as 

a authentication. The finger print minutiae features based image processing are different for each human being so 

the user can be identified uniquely. Instead of using ATM card Fingerprint based ATM is safer and secure. There is 

no worry of losing ATM card and no need to carry ATM card in your wallet. You just have to use your fingerprint 

in order to do any banking transaction. The user has to login using his fingerprint and he has to enter the pin code in 

order to do further transaction. The user can withdraw money from his account. User can transfer money to various 

accounts by mentioning account number. In order to withdraw money user has to enter the amount he want to 

withdraw and has to mention from which account he want to withdraw (i.e. saving account, current account) .The 

user must have appropriate balance in his ATM account to do transaction. User can view the balance available in his 

respective account. 
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I. INTRODUCTION 

 
Fingerprinting or finger-scanning technologies are 

the oldest of the biometric sciences and utilize 

distinctive features of the fingerprint to identify or 

verify the identity of individuals [1]. All fingerprints 

have unique characteristics and patterns. A normal 

fingerprint pattern is made up of lines and spaces. 

These lines are called ridges while the spaces 

between the ridges are called valleys. It is through 

the pattern of these ridges and valleys that a unique 

fingerprint is matched for verification and 

authorization.  

 

 

 

 

 

 

Figure1: Authentication for ATM 

 

 FPM-Fingerprint module, CO- crystal oscillator, 

MC- microcontroller, BUZ- buzzer 

 

  

 

 

 

 

 These unique fingerprint traits are termed “minutiae” 

and comparisons are made based on these traits . On 

average, a typical live scan produces 40 “minutiae” 

[2].  

 

There are five stages involved in finger-scan 

verification and identification. Fingerprint (FP) image 

acquisition, image processing, and location of 

distinctive characteristics, template creation and 

template matching. A scanner takes a mathematical 

snapshot of a user's unique biological traits. This 

snapshot is saved in a fingerprint database as a 

minutiae file. The first challenge facing a finger-
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scanning system is to acquire high-quality image of a 

fingerprint[3][4]. The standard for forensic-quality 

fingerprinting is images of 500 dots per inch (DPI) [5]. 

 
Figure 2 : Methods of Identification System 

 

II. FINGERPRINT AUTHENTICATION 

 

The fingerprint authentication problem can be 

grouped into two sub-domains. One is fingerprint 

verification and the other is fingerprint identification 

(Figure 1.3). In addition [6], different from the 

manual approach for fingerprint authentication by 

experts, the fingerprint authentication here is 

referred as FAA (Fingerprint Authentication in 

ATM), which is program based [7]. 

 

 

 

 

 

 

 

 

 

Figure 3 :Verification vs. Identification 

 

Fingerprint verification is to verify the authenticity 

of one person by his fingerprint. The user provides 

his fingerprint together with his identity information 

like his PIN-CODE [8]. The fingerprint verification 

system retrieves the fingerprint template according 

to the PIN-CODE and matches the template with the 

real time acquired fingerprint from the user. Usually 

it is the underlying design principle of AFAS 

(Automatic Fingerprint Authentication System). 

Fingerprint identification is to specify one person’s 

identity by his fingerprint(s). Without knowledge of 

the person’s identity, the fingerprint identification 

system tries to match his fingerprint(s) with those in 

the whole fingerprint database[9]. It is especially 

useful for criminal investigation cases. And it is the 

design principle of AFIS (Automatic Fingerprint 

Identification System). However, all fingerprint 

recognition problems, either verification or 

identification, are ultimately based on a well-defined 

representation of a fingerprint[10]. 

 

A. ADVANTAGES AND DISADVANTAGES 

 

ADVANTAGES 

 

1. It is the most economical biometric PC user 

authentication technique. 

2. It is one of the most developed biometrics. 

3. Easy to use. 

4. Small storage space required for the 

biometric template, reducing the size of the 

database memory required. 

5. It is standardized. 

 6. Replace traditional methods (PINs) 

 

DISADVANTAGES 

1. Misidentification 

2. False Acceptance 

3. False Rejection 

4. Limitations for individual 

5. Dry, wet or dirty hands. 

6. For some people it is very intrusive, because 

it is still related to criminal identification 

 

III. IMAGE PROCESSING 

 

Image processing is the process of converting the 

finger image into a usable format. This results in a 

series of thick black ridges (the raised part of the 

fingerprint) contrasted to white valleys. At this stage, 

image features are detected and enhanced for 

verification against the stored minutia file [11]. 

Image enhancement is used to reduce any distortion 

of the fingerprint caused by dirt, cuts, scars, sweat 
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and dry skin. The next stage in the fingerprint 

process is to locate distinctive characteristics. There 

is a good deal of information on the average 

fingerprint and this information tends to remain 

stable throughout one’s life [12].  

 

 Most fingerprints have a core, a central point around 

which swirls, loops, or arches are curved. These 

ridges and valleys are characterized by irregularities 

known as minutiae, the distinctive feature upon 

which finger-scanning technologies are based. A 

typical finger-scan may produce between 15 and 20 

minutiae [13].  

 

 

 

 

 

 

  

 

 

 

Figure 4 : Steps of fingerprint recognition 

 

A template is then created. This is accomplished by 

mapping minutiae and filtering out distortions and 

false minutiae. The tricky part is comparing an 

enrolment template to a verification template. 

Positions of a minutia point may change by a few 

pixels, some minutiae will differ from the enrolment 

template. Many finger-scan systems use a smaller 

portion of the scanned image for matching purposes 

[14]. 

A. DEVICE DESCRIPTION: 

Sensor: A Sensor is a Device, Modules or Subsystem 

whose purpose is to detect physical property and 

records or otherwise respond to it. Send information 

to other electronic, frequently a computer 

processor[15]. 

 

Pre-processor: It is a program that processes its input 

data to produce output that is used as input to 

another program [16]. 

Feature Extraction: Its starts from an initial set of 

measured data and builds derived values intended to 

be informative [17]. 

Template Generator: It’s a tool used for developing 

websites, email and document template without 

manually formatting, writing computer 

programming language code. 

Enrolment: It is the process of entering and verifying 

data to register in the particular site [18]. 

Database: It is an collection of data. A relation 

database more restrictively is a collection of schemas, 

tables, queries 

 
Figure 5 : Procedure of Image processing 

 

B. APPROACHES FOR FINGERPRINT 

RECOGNITION: 

 

Two representation forms for fingerprints separate 

the two approaches for fingerprint recognition. 

1. Minutia - based: The first approach, which is 

minutia-based, represents the fingerprint by its local 

features, like terminations and bifurcations. This 

approach has been intensively studied, also is the 

backbone of the current available fingerprint 

recognition products. We also concentrate on this 

approach in our project [19]. 

 

2. Image-based: The second approach, which 

uses image-based methods, tries to do matching 

based on the global features of a whole fingerprint 
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image. It is an advanced and newly emerging method 

for fingerprint recognition. And it is useful to solve 

some intractable problems of the first approach. But 

our project does not aim at this method, so further 

study in this direction is not expanded in our work 

[20][21]. 

 

C. METHODOLOGY 

 

 An embedded system is a combination of software 

and hardware to perform a dedicated task. Some of 

the main devices used in embedded products are 

microprocessors and microcontrollers. Fingerprint 

based ATM cashbox accessing system using PIC 

microcontroller is implemented. Microcontroller 

forms the controlling module and it is the heart of 

the device. Initially we store the fingerprint of bank 

manager and that will be verified with the 

fingerprint that we are giving when the time of 

authentication.  

 

 

 

 

 

 

 

Figure 6 : Block diagram of fingerprint based ATM 

 

If both the fingerprints are matched then ATM 

cashbox will open, otherwise buzzer will give alarm. 

Fingerprint based ATM cashbox accessing system 

using PIC microcontroller is implemented. 

Microcontroller forms the controlling module and it 

is the heart of the device. Initially we store the 

fingerprint of bank manager and that will be verified 

with the fingerprint that we are giving when the 

time of authentication. If both the fingerprints are 

matched then ATM cashbox will open, otherwise 

buzzer will give alarm. 

 

 

 

BLOCK DIAGRAM OF METHOLOGY 

 

 

 

Figure 7  : Block Diagram of Mythology 

 

1. FEASIBLE STUDY 

The essence of this project is taken from various 

books and journals based on various integrity 

and security check systems. Various PDF were 

downloaded via Internet and references. 

Subject related to the interface study has been 

done by understanding the .Net, Matlab and SQL 

server environment and studying the language 

use to code the logic from the references. 

 

2 .TARGET 

 

Target of our project is to providing an addition 

of sophisticated level of security and integrity to 

the user performing transactions through 

traditional ATM Systems. 

 

3. STEP-BY-STEP DESIGNING 

 

In this project following steps are taken for the 

designing of the system: 

 

a. A biometric sensor performs scanning of the 

fingerprint of intended user. 

 

b. Minutiae algorithm performs matching of that 

image with the images stored in database. 

c. Generating matlab data with the help of  
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MATLAB. 

d. Creating database for the storage of data. 

e. Developing interface as a connecting medium 

of the user & machine. 

f. Fetching required information needed for 

proper security check from user side. 

 

4 .TESTING 

 

The following steps are performed during testing 

the whole system: 

 

a. Performing unit testing. 

b. Creating test cases for integrity testing and 

whole system testing. 

 

IV. RESULT 

 

The result is being measured by comparing the 

security components of the ATM system or by 

matching the PIN-Code and the fingerprint 

pattern matching which decide the end result of 

the system. 

 

The fingerprint based ATM authentication 

system is designed such that the door access can 

be controlled using fingerprint authentication. 

The status of the door access is displayed on the 

LCD. The schematic depicts the interfacing of 

each component with microcontroller and input 

output modules. The schematic depicts the 

interfacing of each component with 

microcontroller and input output modules. The 

manager can access the vault based on the 

fingerprint authentication. His fingerprint is 

previously stored in fingerprint module. When 

the manager tries to access it for the next time to 

store the money in ATM his fingerprint will be 

checked for verification. If the fingerprint 

matches with the initially stored data, then 

cashbox is opened. Otherwise the system denies 

the operation by producing a buzzer on the 

alarm. The system consists of finger print 

module, DC motor, LCD display. These are 

interfaced to the PIC microcontroller. 

 

 
 

Figure 8 Experimental setup of fingerprint based 

ATM 

 

When a user registers his fingerprint to the 

finger print module, this is fed as input to the 

microcontroller. The micro controller is 

programmed in such a way that the input from 

the user is checked compared with user database 

and displays the relevant information on the 

LCD display. When a authorized person is 

recognized using finger print module the door is 

accessed using DC motor. 

 

V. CONCLUSION  

 

Finger-scan technology is being used throughout 

the world and provides an able solution. In the 

present days it is being used for computer 

network access and entry devices for building 

door locks. Fingerprint readers are being used by 

banks for ATM authorization and are becoming 

more common at grocery stores where they are 

utilized to automatically recognize a registered 

customer and bill their credit card or debit 

account. Finger-scanning technology is being 
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used in a novel way at some places where 

cafeteria purchases are supported by a federal 

subsidized meal program. The system can be 

extended using a GSM module. The GSM 

module sends alert messages to the respective 

authorities when unauthorized person`s finger 

print is detected. 
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