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ABSTRACT

Due to the close correlation with individual’s physical features and status, the adoption of Cyber-Physical Social
Systems (CPSSs) has been inevitably hindered by users’ privacy concerns. The success of the Cloud Computing
paradigm is owing to its on-demand, self-service, and pay-by-use nature. Attacks involve not solely the
standard of the delivered service, but conjointly the service maintenance prices in terms of resource
consumption. Specifically, the longer the detection delay is, the higher the prices to be incurred. Therefore, a
selected attention has to be procured stealthy DoS attacks. They aim at minimizing their visibility, and at
identical time, they will be as harmful as the brute-force attacks. They’re subtle attacks tailored to leverage the
worst-case performance of the target system through specific periodic, pulsing, and low-rate traffic patterns. In
this paper, we have a tendency to propose a method to orchestrate stealthy attack patterns, that exhibit a
slowly-increasing-intensity trend designed to bring down the most monetary value to the cloud customer,
whereas respecting the work size and therefore the service arrival rate obligatory by the detection mechanisms.
We have a tendency to describe each how to apply the projected strategy, and its effects on the target system
deployed within the cloud.
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I. INTRODUCTION have special effects in the cloud due to the adopted
pay-by-use business model. Specifically, in cloud
CLOUD Computing is an emerging paradigm that computing also partial service degradation due to an

allows customers to obtain cloud resources and attack has direct effect on the service costs, and not

services according to an on-demand, self-service, and
pay-by-use business model. Service level agreements
(SLA) regulate the costs that the cloud customers
have to pay for the provided quality of service (QoS).
A side effect of such a model is that, it is prone to
Denial of Service (DoS) and Distributed DoS(DDoS),
which aim at reducing the service availability and
performance by exhausting the resources of the
service’s host system (including memory, processing

resources, and network bandwidth). Such attacks
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only on the performance and availability perceived
by the customer. The delay of the cloud service
provider to diagnose the causes of the service
degradation (i.e., if it is due to either an attack or an
overload) can be considered as a security
vulnerability. It can be exploited by attackers that
aim at exhausting the cloud resources (allocated to
satisfy the negotiated QoS), and seriously degrading
the QoS, as happened to the Bit Bucket Cloud, which
19h. Therefore, the cloud

went down for
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management system has to implement specific
countermeasures in order to avoid paying credits in
case of accidental or deliberate intrusion that cause
violations of QoS guarantees. Over the past decade,
many efforts have been devoted to the detection of
DDoS attacks

prevention mechanisms usually use approaches based

in distributed systems. Security

on rate time-window, worst-case
threshold,

discriminate between the nominal system operation

controlling,

and pattern-matching methods to

and malicious behaviors. On the other hand, the
attackers are aware of the presence of such
protection mechanisms. They attempt to perform
their activities in a “stealthy” fashion in order to
elude the security mechanisms, by orchestrating and
timing attack patterns that leverage specific
weaknesses of target systems.

They are carried out by directing flows of legitimate
service requests against a specific system at such a
low-rate that would evade the DDoS detection
mechanisms, and prolong the attack latency, i.e., the
amount of time that the ongoing attack to the system
has

sophisticated strategy to orchestrate stealthy attack

been undetected. This paper presents a
patterns against applications running in the cloud.
Instead of aiming at making the service unavailable,
the proposed strategy aims at exploiting the cloud
flexibility, forcing the application to consume more
resources than needed, affecting the cloud customer
more on financial aspects than on the service
availability. The attack pattern is orchestrated in
order to evade, or however, greatly delay the
techniques proposed in the literature to detect low-
rate attacks. It does not exhibit a periodic waveform
typical of low-rate exhausting attacks. In contrast
with them, it is an iterative and incremental process.
In particular, the attack potency (in terms of service
requests rate and concurrent attack sources) is slowly
enhanced by a patient attacker, in order to inflict
significant financial losses, even if the attack pattern
is performed in accordance to the maximum job size
and arrival rate of the service requests allowed in the

system.
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Using a simplified model empirically designed, we
derive an expression for gradually increasing the
potency of the attack, as a function of the reached
service degradation (without knowing in advance the
target system capability). We show that the features
offered by the cloud provider, to ensure the SLA
negotiated with the customer (including the load
balancing and auto-scaling mechanisms), can be
maliciously exploited by the proposed stealthy attack,
which slowly exhausts the resources provided by the
cloud provider, and increases the costs incurred by
the customer. The proposed attack strategy, namely
DDoS Attack
Strategy (SIPDAS) can be applied to several kind of

Slowly Increasing Polymorphic

attacks, that leverage known  application
vulnerabilities, in order to degrade the service
provided by the target application server running in
the cloud. The term polymorphic is inspired to
polymorphic attacks which change message sequence
at every successive infection in order to evade
signature detection mechanisms. Even if the victim
detects the SIPDAS attack, the attack strategy can be
re-initiate by using a different application
vulnerability (polymorphism in the form), or a

different timing (polymorphism over time).

II. STEALTHY DOS CHARACTERIZATION AND
MODELING

This section defines the characteristics that a DDoS
attack against an application server running in the
cloud should have to be stealth. Regarding the
quality of service provided to the user, we assume
that the system performance under a DDoS attack is
more degraded, as higher the average time to process
the user service requests compared to the normal
operation. Moreover, the attack is more expensive for
the cloud customer and/or cloud provider, as higher
the cloud resource consumption to process the
malicious requests on the target system. From the
point of view of the attacker, the main objective is to
maximize the ratio between the amount of ‘damage’

caused by the attack (in terms of service degradation
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and cloud resources consumed), and the cost of

mounting such an attack (called ‘budget’).

Server under Attack Model:-
In order to assess the service degradation attributed
to the attack, we define a synthetic representation of
the system under attack. We suppose that the system
consists of a pool of distributed VMs provided by the
cloud provider, on which the application instances
run. Moreover, we assume that a load balancing
mechanism dispatches the user service requests
the The

automatically scaled up or down, by monitoring

among instances. instances can be
some parameter suitable to assess the provided QoS
(e.g., the computational load, the used memory, and
the number of active users). Specifically, we model
the system under attack with a comprehensive
capability (M, which represents a global amount of
work the system is able to perform in order to
process the service requests. Such capability is
affected by several parameters, such as the number of
VMs the the CPU
performance, the memory capability, etc. Each

service request consumes a certain amount wi of the

assigned to application,

capability (M on the base of the payload of the
service request. Thus, the load CN of the system at
time t can be modeled by a queuing system M/M/n/n
with Poisson arrivals, exponentially distributed
service times, multiple servers, and n incoming
requests in process (system capability). Moreover, the
auto scaling feature of the cloud is modeled in a
simple way: when new resources (e.g., VMs) are
added to the system, the effect is an increase of the

system capability (M.

Therefore, given ) legitimate type of service requests
0=(91, ..., 9), and denoted w as the cost in terms of
cloud resources necessary to process the service
request @ € 0, an attack against a cloud system can be
represented as in Fig. 1. Specifically, Fig. 1 shows a
simple illustrative attack scenario, where the system
is modeled as: (i) a queue (that conceptually

represents the load balancing mechanism), in which
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are queued both the legitimate user request flows ¢Nj
and the DDoS flows ¢Aj (attack sources), and (ii) a
job for each service request that is currently

processed on the system.

Jobs

Cloud_User,  dw,

: Service @ w(tpy)

requests
Cloud_User, _#™ A
IV :

Stealthy DoS, &a n.‘.iu.;eue (B)

. 1

Stealthy DoS_ il @ w(epn)
n

Figure 1. Attack scenario

Stealthy Attack Objectives:-

In this section, we aim at defining the objectives that
a sophisticated attacker would like to achieve, and
the requirements the attack pattern has to satisfy to
be stealth. Recall that, the purpose of the attack
against cloud applications is not to necessarily deny
the

degradation in some aspect of the service (e.g.,

service, but rather to inflict significant
service response time), namely attack profit PA, in
order to maximize the cloud resource consumption
CA to process malicious requests. In order to elude
the attack detection, different attacks that use low-
rate traffic (but well orchestrated and timed) have
been presented in the literature. Therefore, several
works have proposed techniques to detect low-rate
DDoS attacks, which monitor anomalies in the
fluctuation of the incoming traffic through either a
time- or frequency-domain analysis. They assume
that, the main anomaly can be incurred during a
low-rate attack is that, the incoming service requests
fluctuate in a more extreme manner during an attack.
The abnormal fluctuation is a combined result of two
different kinds of behaviors: (i) a periodic and
impulse trend in the attack pattern, and (ii) the fast
(the

continually discarded).

decline in the incoming traffic volume

legitimate requests are
Therefore, in order to perform the attack in stealthy
fashion with respect to the proposed detection
techniques, an attacker has to inject low-rate
message flows ¢Aj =[@j,1,....pj, m], that satisfy the

following optimization problem:
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Stealthy DDoS attack pattern in the cloud:-

Denote 1 the number of attack flows, and consider a
time window T, the DDoS attack is successful in the
cloud, if it maximizes the following functions of

profit and resource consumption:
mu.u:me::,e I_’._J, = Z;] Yo aleii), a0
maxinize 4 = E_::l ZJ u'[rJN]I.

And it is performed in stealthy fashion, if each flow

$Aj satisfies the following conditions:

minimize d;, ¥j € [l.7],
i €0,
exhibits a pattern neither periodic

@)
(€2)
(ca)

s.Lto
it to

nor impulsive,
sl to erhibits a slowly increasing intensity,

(f'l}

(2)

Where:

* g is the profit of the malicious request ¢j, i, which
expresses the service degradation (e.g., in terms of
increment of average service time tS to process the
user requests with respect to the normal operation);

+ §j is the average message rate of the flow ¢pAj,

* W is the cost in terms of cloud resources necessary
to process @j,i € 0. Cond. (2.cl) implies that the flow
$Aj has to be injected with a low-rate §;j .

Cond. (2.c2) assumes that all attack messages have to

be legitimate service requests.

Creating Service Degradation:-

Considering a cloud system with a comprehensive
capability (M to process service requests @i , and a
queue with size B that represents the bottleneck
shared by the customer’s flows ¢Nj and the DoS
flows ¢Aj (Fig. 1). Denote CO as the load at time the
onset of an attack period T (assumed to occur at time
t0), and CN as the load to process the user requests
on the target system during the time window T. To
exhaust the target resources, a number n of flows ¢A]j

have to be orchestrated, such that:

(.-'U[fﬂu:l + (\“} - (‘1”-} > f;_u #T, [1}
Where CA (T) represents the load to process the
malicious requests @i during the period T. If we

assume that (1) the attack flows are not limited to a

peak rate due to a network bottleneck or an
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attacker’s access link rate, and (2) the term CN can be
neglected during the attack (CA >> CN ), the
malicious can be

resource consumption CA

maximized if the following condition is verified:
Ca(T) 2 (u+ T - Colto) with Ca >3 Cw. (4)

Moreover, assume that during the period T, the
requests @i € ¢A burst at an average rate SA, whereas
the flow ¢N bursts at an average rate SN. Denote BO
as the queue size at time t0, and d as the time that
the queue becomes full, such that:

B - By

I'f = ———,
ba+dy—d,

(5)

Where 6p is the average rate of requests processed on
the target system (i.e., the system throughput during
the period T). After d seconds, the queue remains full
if A +8N > 8p. In particular, under attack, if d < T
and CA (Q) = (M *Q-CO(t0 +d), the attacker can
archive the best profit PA during the time window Q
= [t0 + d, T] (i.e., there will be a high likelihood for
the user requests to be neglected, forcing the client

to perform a service request retransmission).

Minimize Attack Visibility:-

According to the previous stealthy attack definition,
in order to reduce the attack visibility, Conditions (2)
have to be satisfied. Therefore, through the analysis
of both the target system and the legitimate service
requests (e.g., the XML document structure included
within the HTTP messages), a patient and intelligent
attacker should be able to discover an application
(e.g., a XML
vulnerability), and identify the set of legitimate

vulnerability Deeply-Nested
service request types 9k < 6 (Cond. (2.c2)), which
can be used to leverage such vulnerability. For
example, for an X-DoS attack, the attacker could
implement a set of XML messages with different
number of nested tags nTi = 1, ..., NT . The threshold
NT can be either fixed arbitrarily, or possibly,
estimated during a training phase, in which the
attacker injects a sequence of messages with nested
XML tags growing, in order to identify a possible
limitation imposed by a threshold-based XML
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validation schema. A similar approach can be used to
estimate the maximum message rate 8T with which
injecting the service requests @i . Then, the attacker
has to define the minimal number 1 of flows ¢A

characterized by malicious requests injected with:

An average message rate lower than 8T, in order to
and time-window-based
(Cond. (2.c1)), and A

polymorphic pattern (described in the next section),

evade rate-controlling-

detection mechanisms

in order to evade low-rate detection mechanisms
(Conditions (2.c3 and 2.c4)), Such that maximize the
functions PA and CA (Equ. (1)).

III. CONCLUSION

In this paper, we tend to propose a technique to
implement furtive attack patterns that exhibit a
slowly-increasing polymorphic behavior which will
evade, or however, greatly delay the techniques
proposed within the literature to discover low-rate
attacks. Exploiting a vulnerability of the target
application, a patient and intelligent wrongdoer will
orchestrate refined flows of  messages,
indistinguishable from legitimate service requests. In
specific, the planned attack pattern, rather than
aiming at making the service out of stock, it aims at
exploiting the cloud flexibility, forcing the services to
rescale and consume a lot of resources than required,
touching the cloud client a lot of on financial aspects

than on the service handiness.
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