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ABSTRACT 
 

Positionbased services are quickly becoming immensely popular. In addition to services based on users' current 

location, many potential services rely on users' location history, or their spatial temporal provenance. Malicious 

users may lie about their spatial emporal provenance without a carefully designed security system for users to prove 

their past locations. In existing, which includes an optimal method for the light setting and an approximate method 

for the heavy setting. The optimal method leverages vertex grouping and best-first pruning techniques to expedite 

the mining process. The approximate method can provide the performance guarantee by utilizing the greedy 

heuristic, and it is comprised of efficient updating strategy, index partition and workload-based optimization 

techniques. We propose an STP proof scheme named Spatial-Temporal provenance Assurance with Mutual Proofs 

(STAMP). STAMP aims at ensuring the integrity and non-transferability of the STP proofs, with the capability of 

protecting users' privacy. Most of the existing STP proof schemes rely on wireless infrastructure to create proofs for 

mobile users. However, it may not be feasible for all types of applications, we have presented STAMP, which aims 

at providing security and privacy assurance to mobile users' proofs for their past location visits. STAMP relies on 

mobile devices in vicinity to mutually generate location proofs or uses wireless APs to generate location proofs. 

Integrity and non-transferability of location proofs and location privacy of users are the main design goals of 

STAMP.  
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I. INTRODUCTION 

 
STAMP requires only Single semi-trusted third party 

which can be embedded in a Certificate Authority (CA). 

We design our system with an objective of protecting 

users' anonymity and location privacy. No parties other 

than verifiers could see both a user's identity and STP 

information (verifiers need both identity and STP 

information in order to perform verification and 

provide services). Users are given the flexibility to 

choose the location granularity level that is revealed to 

the verifier. We examine two type s of collusion attacks: 

A user who is at an intended location masquerades s 

another colluding user and obtains STP proofs for . 

This attack has never been addressed in any existing 

STP proof schemes. Colluding users mutually generate 

fake STP proofs for each other. There have been efforts 

to address this type of collusion. However, existing 

solutions suffer from high computational cost and low 

scalability. Particularly, the latter collusion scenario is 

in fact the challenging Terrorist Fraud attack, which is 

a critical issue for our targeted system, but none of the 

existing systems has addressed it. We integrate the 

Bussard-Bagga distance bounding protocol into 

STAMP to protect our scheme against this collusion 

attack. Collusion scenario is hard to prevent without a 

trusted third party. To make our system resilient to this 

attack, we propose an entropy-based trust model to 

detect the collusion scenario. We implemented STAMP 

on the Android platform and carried out extensive 

validation experiments. The experimental results show 

that STAMP requires low computational overhead.  



Volume 3, Issue 4 | March-April-2018| http://ijsrcseit.com 

 
 1112 

Most of the existing STP proof schemes rely on 

wireless infrastructure (e.g., WiFi APs) to create proofs 

for mobile users. However, it may not be feasible for 

all types of applications, e.g., STP proofs for the green 

commuting and battlefield examples certainly cannot 

be obtained from wireless APs. To target a wider range 

of applications, STAMP is based on a distributed 

architecture. Co-located mobile devices mutually 

generate and endorse STP proofs for each other, while 

at the same time it does not eliminate the possibility of 

utilizing wireless infrastructures as more trusted proof 

generation sources. In addition, in contrast to most of 

the existing schemes which require multiple trusted or 

semi-trusted third parties, STAMP requires only a 

single semi-trusted third party which can be embedded 

in a Certificate Authority (CA). We design our system 

with an objective of protecting users' anonymity and 

location privacy. No parties other than verifiers could 

see both a user's identity and STP information (verifiers 

need both identity and STP information in order to 

perform verification and provide services). Users are 

given the flexibility to choose the location granularity 

level that is revealed to the verifier. 

 

II.  ALGORITHM 

 

A. Preliminaries  

Location Granularity Levels: We assume there are n 

granularity levels for each location, which can be 

denoted by L1,L2,L3,…..LN where L1 represents the 

finest location granularity (e.g., an exact Geo 

coordinate), and represents the most coarse location 

granularity (e.g., a city). Hereafter, we refer to location 

granularity level as location level for short. When a 

location level LX is known, we assume it is easy to 

obtain a corresponding higher location level Ly where 

y>x . 

 

B. Cryptographic Building Blocks 

STAMP uses the concept of commitments to ensure the 

privacy of provers. A commitment scheme allows one 

to commit to a message while keeping it hidden to 

others, with the ability to reveal the committed value 

later. The original message cannot be changed after it is 

committed to. 

 

One-way hash functions have the similar binding and 

hiding properties as commitment schemes. However, 

for privacy protection purpose, we do not use hash 

functions because they are vulnerable to dictionary 

attacks. An adversary who has a full list of possible 

inputs could run an exhaustive scanning over the list to 

crack the input of a hash function. 

 
 

C. List of notations 

Distance Bounding: A location proof system needs a 

prover to be securely localized by the party who 

provides proofs. A distance bounding protocol serves 

the purpose. A distance bounding protocol is used for a 

party to securely verify that another party is within a 

certain distance. Different types of distance bounding 

protocols have been studied and proposed. A most 

popular category is based on fast-bit-exchange : one 

party sends a challenge bit and another party replies 

with a response bit and vice versa. By measuring the 

round-trip time between the challenge and the response, 

an upper bound on the distance between the two parties 

can be calculated. This fast-bit-exchange phase is 

usually repeated a number of times. 

 

D. Protocol  

Overview: Our protocol consists of two primary phases: 

STP proof generation and STP claim and verification. 

When a prover collects STP proofs from his/her co-

located mobile devices, we say an STP proof collection 

event is started by the prover. An STP proof generation 

phase is the process of the prover getting an STP proof 

from one witness. Therefore, an STP proof collection 

event may consist of multiple STP proof generations. 

The prover finally stores the STP proofs he/she 

collected in the mobile device. When a prover 

encounters a verifier (the frequency of such encounters 

is specific to the application scenarios) and he/she 

intends to make a claim about his/her past STP to the 

verifier, the STP claim and verification phase takes 

place between the prover and the verifier. A part of the 

verification job has to be done by CA. Therefore, 

communication between the verifier and CA happens in 

the middle of the STP claim and verification phase. 

 

E. STP Proof Generation 

Prover: Suppose a prover wants to start an STP proof 

collection event at time t, the prover first broadcasts an 
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STP proof request to other nearby mobile devices and 

waits for responses.A PReq is constructed as follows:  

 
Where IDp is the prover's ID,rp is a random nonce 

generated by the prover for the commitment to IDp , 

and L1 is the lowest level of the current location. 

 

III. CONCLUSION 

 
In ths paper, the main concept is providing the security 

for gurantee to mobile user proofs for their locations. 

STAMP stands for Spatial-Temporal provenance 

Assurance with Mutual Proofs. It uses wireless APs to 

generate location proofs. Transferability and non- 

transferability of location proofs are the main designs 

of STAMP. To detect P-W collusion, we proposed an 

entropy-based trust model to evaluate the trust level of 

claims of the past location visits. 
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