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ABSTRACT
Fraudulent behaviors in Google Play, the most popular Android app market, fuel search rank abuse and
malware proliferation. To identify malware, previous work has focused on app executable and permission
analysis. In this paper, we introduce FairPlay, a novel system that discovers and leverages traces left behind by
fraudsters, to detect both malware and apps subjected to search rank fraud. FairPlay correlates review activities
and uniquely combines detected review relations with linguistic and behavioral signals gleaned from Google
Play app data (87K apps, 2.9M reviews, and 2.4M reviewers, collected over half a year), in order to identify
suspicious apps. FairPlay achieves over 95% accuracy in classifying gold standard datasets of malware,
fraudulent and legitimate apps. We show that 75% of the identified malware apps engage in search rank fraud.
FairPlay discovers hundreds of fraudulent apps that currently evade Google Bouncer’s detection technology.
FairPlay also helped the discovery of more than 1,000 reviews, reported for 193 apps that reveal a new type of
“coercive” review campaign: users are harassed into writing positive reviews, and install and review other apps.
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I. INTRODUCTION

fraud

collectively,

emulating

realistic,

spontaneous activities from unrelated people (i.e.,
The commercial success of Android app markets such

“crowdturfing”), see Figure 1 for an example. We call

as Google Play and the incentive model they offer to

this behavior “search rank fraud”.

popular apps, make them appealing targets for

In addition, the efforts of Android markets to

fraudulent and malicious behaviors. Some fraudulent

identify and remove malware are not always

developers deceptively boost the search rank and

successful. For instance, Google Play uses the

popularity of their apps (e.g., through fake reviews

Bouncer system to remove malware. Previous mobile

and bogus installation counts), while malicious

malware detection work has focused on dynamic

developers use app markets as a launch pad for their

analysis of app executables as well as static analysis of

malware . The motivation for such behaviors is
impact: app popularity surges translate into financial

code and permissions. However, recent Android
malware analysis revealed that malware evolves

benefits

quickly to bypass anti-virus tool.

and

Fraudulent

expedited
developers

malware

proliferation.

frequently

exploit

crowdsourcing sites (e.g., Freelancer, Fiverr, BestApp

In this paper, we seek to identify both malware and

Promotion) to hire teams of willing workers to

search rank fraud subjects in Google Play. This
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combination is not arbitrary: we posit that malicious

reason for search rank fraud attacks is impact. Apps

developers resort to search rank fraud to boost the

that rank higher in search results tend to receive

impact of their malware.Unlike existing solutions, we

more installs. This is beneficial both for fraudulent

build this work on the observation that fraudulent

developers,

and malicious behaviors leave behind telltale signs

malicious developers, who increase the impact of

on app markets. Resource constraints can compel

their malware.

fraudsters to post reviews within short time intervals.
Legitimate users affected by malware may report

who

increase

their

revenue,

and

III. LITERATURE SURVEY

unpleasant experiences in their reviews. Increases in
the number of requested permissions from one

Zach Miners comes with the number of mobile apps

version to the next, which we will call “permission

infected with malware in Google’s Play store nearly

ramps”, may indicate benign to malware (Jekyll-

quadrupled between 2011 and 2013, a security group

Hyde) transition.

has reported. In 2011, there were approximately
11,000 apps in Google’s mobile marketplace that

II. RELATED WORK

contained malicious software capable of stealing
people’s data and committing fraud, according to the

We focus on the Android app market ecosystem of

results of a study published Wednesday by RiskIQ,

Google Play. The participants, consisting of users and

an online security services company. By 2013, more

developers, have Google accounts. Developers create

than 42,000 apps in Google’s store contained spyware

and upload apps, that consist of executables (i.e.,

and

“ apks ”) , a set of required permissions, and a

researchers said. Apps designed to personalize

description.

people’s

The

app

market

publishes

this

information-stealing
Android-based

Trojan
phones

programs,
were

most

information, along with the app’s received reviews,

susceptible, as well as entertainment and gaming

ratings, aggregate rating (over both reviews and

apps. Some of the most malicious apps in the Google

ratings), install count range, size, version number,

Play store downloaded since 2011 were Wallpaper

price, time of last update, and a list of “similar” apps.
Each review consists of a star rating ranging between

Dragon Ball, a wallpaper app, and the games Finger
Hockey and Subway Surfers Free Tips.

1-5 stars, and some text. Google Play limits the
number of reviews displayed for an app to 4, 000.

IV. PROPOSED SYSTEM

Figure 2 illustrates the participants in Google Play
and their relations. The Fraudulent developers

In this, we introduce FairPlay, a novel system that

attempt to tamper with the search rank of their apps,
e.g., by recruiting fraud experts in crowd sourcing

discovers and leverages traces left behind by

sites to write reviews, post ratings, and create bogus
installs. While Google keeps secret the criteria used

to search rank fraud. FairPlay correlates review
activities and uniquely combines detected review

to rank apps, the reviews, ratings and install counts

relations with syntactical and behavioral signals

are known to play a fundamental part.

gleaned from Google Play app data, in order to

fraudsters, to detect both malware and apps subjected

identify doubtful apps. FairPlay achieves over 95%
To review or rate an app, a user needs to have a

accuracy in classifying gold standard datasets of

Google account, register a mobile device with that

malware, fraudulent and rightful apps. We show that

account, and install the app on the device. This

75% of the identified malware apps engage in search

process complicates the job of fraudsters, who are

rank fraud. FairPlay discovers hundreds of fraudulent

thus more likely to reuse accounts across jobs. The

apps that currently evade Google Bouncer’s detection
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technology. FairPlay also helped the discovery of

experiments on a newly contributed longitudinal app

more than 1,000 reviews, reported for 193 apps that

dataset, have shown that a high percentage of

reveal a new type of forceful review operation. We

malware is involved in search rank fraud; both are

uncover these malicious acts by picking out such

accurately identified by FairPlay. In addition, we

trails. For instance, the high cost of setting up valid

showed FairPlay’s ability to discover hundreds of

Google Play accounts forces fraudsters to reuse their

apps that evade Google Play’s detection technology,

accounts across review writing jobs, making them
likely to review more apps in common than regular

including a new type of coercive fraud attack.
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