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ABSTRACT

Due to rapid growth in field of cashless or digital transactions, credit cards are widely used in all around the
world. Credit cards providers are issuing thousands of cards to their customers. Providers have to ensure all the
credit card users should be genuine and real. Any mistake in issuing a card can be reason of financial crises. Due
to rapid growth in cashless transaction, the chances of number of fraudulent transactions can also increasing. A
Fraud transaction can be identified by analyzing various behaviors of credit card customers from previous
transaction history datasets. If any deviation is noticed in spending behavior from available patterns, it is
possibly of fraudulent transaction. Data mining and machine learning techniques are widely used in credit card

fraud detection. In this survey paper we are presenting review of various data mining and machine learning

methods which are widely used for credit card fraud detections.
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I. INTRODUCTION

Due to a rapid advancement in the electronic
commerce technology, use of credit cards has
dramatically increased. As credit card becomes the
most popular mode of payment, credit card frauds are
becoming increasingly rampant in recent years [1].
In present scenario when the term fraud comes into a
discussion, credit card fraud clicks to mind so far.
With the great increase in credit card transactions,
credit card fraud has increasing excessively in recent
years.

Fraud detection includes monitoring of the spending
behavior of wusers in order to determination,
detection, or avoidance of undesirable behavior [4].
As credit card becomes the most prevailing mode of
payment for both online as well as regular purchase,
fraud relate with it are also accelerating. Fraud
detection is concerned with not only capturing the
fraudulent events, but also capturing of such

activities as quickly as possible. The use of credit

CSEIT183565 | Received : 10 May 2018 | Accepted : 25 May 2018 | May-June-2018 [ (3)5 : 320-325 ]

cards is common in modern day society [7]. Fraud is
a millions dollar business and it is rising every year.
Fraud presents significant cost to our economy
worldwide. Modern techniques based on Data
mining, Machine learning, Sequence Alignment,

Artificial

Intelligence etc., has been introduced for detecting

Fuzzy Logic, Genetic Programming,
credit card fraudulent transactions. In this review
paper we are presenting analysis of various CC fraud
machine
This

complete paper is organized in various chapters

detection methods based on various

learning and data mining techniques [1, 4].

includes introduction, existing work, existing fraud
detection methods, challenges in existing methods

and finally covers conclusions and future works.

II. EXISTING WORK

Credit card fraud detection requires data analysis and
behaviors monitoring. In this review paper following

existing research works used for analysis.
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Kuldeep Randhawa et. al. 2018 worked on “Credit
Card Fraud Detection Using AdaBoost and Majority
Voting” [1]. As per author Credit card fraud is a
serious problem in financial services. Billions of
dollars are lost due to credit card fraud every year.

There is a lack of research studies on analyzing real-

world credit card data owing to confidentiality issues.

In this paper, machine learning algorithms are used
to detect credit card fraud. Standard models are first
used. Then, hybrid methods which use AdaBoost and
majority voting methods are applied. To evaluate the
model efficacy, a publicly available credit card data
set is used. Then, a real-world credit card data set
from a financial institution is analyzed. In addition,
noise is added to the data samples to further assess
the robustness of the algorithms. The experimental
results positively indicate that the majority voting
method achieves good accuracy rates in detecting

fraud cases in credit cards.

N Malini et. al. 2017 worked on “Analysis on Credit
Card Fraud Identification Techniques based on KNN
and Outlier Detection”. AS per authors [3] an
efficient method of fraud detection has become a
need for all banks in order to minimize chaos and
bring order in place. There are several techniques
like Machine learning, Genetic Programming, fuzzy
logic, sequence alignment, etc are used for detecting
credit card fraudulent transactions [2]. Along with
KNN

detection methods are implemented to optimize the

these techniques, algorithm and outlier
best solution for the fraud detection problem. These
approaches are proved to minimize the false alarm
rates and increase the fraud detection rate. Any of
these methods can be implemented on bank credit
card fraud detection system, to detect and prevent

the fraudulent transaction.

John O. Awoyemi et. al. 2017 worked on, “Credit
card fraud detection using Machine Learning
Techniques: A Comparative Analysis”. As per authors

[3] A hybrid technique of under-sampling and
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oversampling is carried out on the skewed data. The
three techniques are applied on the raw and
preprocessed data. The work implemented in Python.
The performance of the techniques is evaluated based
on accuracy, sensitivity, specificity, precision,
Matthews’s correlation coefficient and balanced
classification rate. The comparative results show that
k-nearest neighbour performs better than naive

bayes and logistic regression techniques.

B.Pushpalatha et. al. 2017, worked on” Credit Card
Fraud Detection Based on the Transaction by Using
Data mining Techniques”. As per authors [4] the
most common techniques used to make the fraud
detection model. Incidentally, detection and
prevention of credit card frauds are one of the vital
problems in the digital world that need exact
transactions analysis. One method for detecting fraud
is to check for suspicious changes in user behavior.
The purpose of this paper is to investigate Data
mining techniques like Bayesian networks, Bayes
Minimum Risk, Genetic algorithm, Hidden markov
model (HMM) and Ontology for improve fraud
detection in credit cards. This work primarily aims to
improve current fraud detection processes by

improving the prediction of fraudulent accounts.

You Dai et. al. 2016 worked on,”Online Credit Card
Fraud Detection: A Hybrid Framework with Big Data
Technologies”. In this work [5] researchers focused
on designing an online credit card fraud detection
framework with big data technologies, by which
achieved three major goals: 1) the ability to fuse
multiple detection models to improve accuracy; 2)
the ability to process large amount of data and 3) the
ability to do the detection in real time. To
accomplish that, we propose a general workflow,
which satisfies most design ideas of current credit

card fraud detection systems.

Nuno et. al. 2017, worked on” A data mining based
system for credit-card fraud detection in e-tail”. As

per authors [6] a credit-card fraud leads to billions of

31 L


Volume%203,%20Issue%203%20|%20March-April-2018%20
http://www.ijsrcseit.com/

Vipul Patil etal. IntJS Res CSE & IT. 2018 May-June; 3(5) : 320-325

dollars in losses for online merchants. With the

development of machine learning algorithms,

researchers have been finding increasingly
sophisticated ways to detect fraud, but practical
implementations are rarely reported. The paper can
thus help researchers and practitioners to design and
implement data mining based systems for fraud
detection or similar problems. This project has
contributed not only with an automatic system, but
also with insights to the fraud analysts for improving
their manual revision process, which resulted in an

overall superior performance.

III. CC FRAUD DETECTION METHODS

Following methods are widely used for CC fraud

detection.
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Figure 1. ML process in CC Fraud detection

roduction

3.1 Genetic algorithms-Algorithms are often
recommended as predictive methods as a means of
detecting fraud. One algorithm that has been
suggested by Bentley et al. 2017 is based on genetic
programming in order to establish logic rules capable
of classifying credit card transactions into suspicious
and non-suspicious classes. Basically, this method
follows the scoring process [15]. In the experiment
described in their study, the database was made of
4,000 transactions with 62 fields. As for the similarity
tree, training and testing samples were employed.
Different types of rules were tested with the
different fields.

highest predictability. Their method has proven

The best rule is the one with the

results for real home insurance data and could be one

efficient method against credit card fraud [4].
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3.2 Decision Tree- A decision tree is a graphical
representation of possible solutions to a choice based
on certain situations. Decision tree starts with root
node, divides into separate branches, and these
branches are connected with other nodes and so on.
Decision tree end up in node called leaf node. Each
node in Decision tree represents a test, a branch
associated with it represents its possible results and a
leaf node has a label of class. With this tactical
approach of separating and deciding, decision tree
usually isolate the complex problem into simple ones
[6].

3.3 Artificial Neural Network-Artificial Neural
Network (ANN) is one of the powerful classifiers to
find out hidden pattern among different attributes.
ANN works same as human’s brain. ANN consists of
different layers in which first layer is input layer and
last layer is output layer. It may have number of
hidden layer or no hidden layer. If neural network
consist of more than one hidden layer, then it is deep
learning. Each layer has different neurons, and each
neuron is connected with weighted edges. Output of
each neuron is a function of its unit. This function is
called activation function. Example of different
activation functions used is sigmoid function, step
function, threshold function, linear function etc.
Most used function is sigmoid function among all

[10].

3.4 Neural Network (CNN)-
Convolution Neural Network (CNN) is a part of deep

Convolution

learning. Mapping of input into hidden layer
represents one feature map. Each feature map
represents one characteristic. Process of compressing
neurons into feature map is called convolution. Sub
sampling reduces parameters of feature map. Fully

connected layer is same as neural network [8].

3.5 OQutlier Detection-Outliers are a basic form of
non-standard attention that can be used for fraud
detection. An observation that deviates much from
other observations that arises suspicion that it was

generated by a different mechanism is known as

[ 30 L


Volume%203,%20Issue%203%20|%20March-April-2018%20
http://www.ijsrcseit.com/

Vipul Patil etal. IntJS Res CSE & IT. 2018 May-June; 3(5) : 320-325

outlier. Unsupervised learning approach is employed
by this model. Generally, the result of unsupervised
learning is a new explanation or representation of the
observed data, which will then lead to improved
future decisions. Unsupervised methods do not need
the prior knowledge of fraudulent and non-
fraudulent transactions in historical database, but
instead unsupervised learning detect changes in

behavior and unusual transactions [9,13].

3.6 Clustering techniques- Two clustering techniques
have been suggested for behavioral fraud by Bolton &
Hand (2002). Peer group analysis is a system that
allows identifying accounts which are behaving
differently from others at one moment in time
whereas previously, they were behaving the same.
These certain accounts are then flagged as suspicious.
Then fraud analysts have been used to uncover those
cases [11]. Hypothesis behind peer group analysis is
that if accounts that were behaving the same for a
certain period of time and then one account, still
behaving significantly differently, then this account
has to be notified. Another approach, Breakpoint
analysis uses a different hypothesis which states that
if a change of card usage is notified on an individual

basis, the account must be investigated.

3.7 Logistic Regression- Data mining tasks has more
and more statistical model that involves Discriminant
analysis, regression analysis, multiple- logistic
regression, etc. Logistic regression (LR) is useful for
situations in which we want to be able to predict the
presence or absence of a characteristic or outcome
based on values of a set of predictor variables. It is
similar to a linear regression model but is suited to
models where the dependent variable is dichotomous

[11].

3.8 Deep learning -Deep learning is the state of the
art technology that recently attracted the IT circle’s
considerable attention. The deep learning principle is

an ANN that has many hidden layers. Conversely,
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non-deep learning feed forward neural networks

have only a single hidden layer.

3.9 Rule

generated to detect fraudulent transactions and

based method-Association Rules are

normal transactions. In fraud detection, generated
rules will be wused to classify fraudulent and
legitimate transactions. There for rules are generated
as per behavior. This method is similar to decision

tree.

3.10 Hidden Markov Model- Hidden Markov Model
is a hybrid and embedded stochastic process for
modeling. Complexity of this stochastic process is
higher than common Markov model. If bank
transaction is not accepted by learner [2, 8] Hidden
Markov Model with high probability, it is considered
as unsafe and fake transaction. Baum Welch
algorithm is used for model learning and K-Means
algorithm is used for data classification. The model
classifies transactions in terms of high, average and

low level.

IV. CHALLENGES

Based on survey of various CC fraud detection
methods following challenges are identified which
needs to resolve.

Some of the identified issues and challenges are as

follows:

> Typical classification problems: CI and data
mining-based financial fraud detection is subject
to the same issues as other classification
problems, such as feature selection, parameter
tuning, and analysis of the problem domain [3].

» Fraud types and detection methods: Financial
fraud is a diverse field and there has been a large
imbalance in both fraud types and detection

studied

hybrid
methods, have only been looked at superficially

[8].

> Privacy considerations: Financial fraud is a

methods studied: some have been

extensively while others, such as

sensitive topic and stakeholders are reluctant to
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share information on the subject. This has led to
experimental issues such as under sampling [5].

» Computational performance: As a high-cost
problem it is desirable for financial fraud to be
detected immediately. Very little research has
been conducted on the computational
performance of fraud detection methods for use
in real-time situations [11].

» Evolving problem: Fraudsters are continually
modifying  their techniques to remain
undetected. As such detection methods are
required to be able to constantly adapt to new
fraud techniques.

» Disproportionate misclassification costs: Fraud
detection is primarily a classification problem
with a vast difference in misclassification costs.
Research on the performance of detection
methods with respect to this factor is an area
which needs further attention.

> Generic framework: Given that there are many
varieties of fraud, a generic framework which
can be applied to multiple fraud categories would

be valuable.

V. CONCLUSIONS & FUTURE WORK

In the current paper, different methods of fraud
detection in credit cards were investigated. Firstly,
significance of the subject was stated and existing
deficiencies in traditional systems were mentioned.
Fake transactions have also varying degrees of risks
and ways should be found for finding transactions
with highest risk in quicker and more accurate
manner. For identification of these transactions,
common data mining methods alone do not suffice.
Innovative algorithms should be used for finding the

best answer.
In future work we will develop an efficient CC fraud

detection method based on existing data mining and

machine learning methods.
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