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ABSTRACT 

 

The proper using of FMEA method is proven to reduce the cycle of warranty costs and will certainly cost less to 

prevent than to fix the problems that have already occurred. FMEA also was suitable for assessing risk in 

information technology or systems aspect. Several studies criticized the FMEA limitation or weakness of using 

this method. The purpose of this paper is to provide a resume and critical analysis of previous research that 

discussed the development and limitation of FMEA. A systematic literature review methodology was conducted 

in order to review FMEA. As a result, 32 papers were obtained in the selection stage according to the criteria 

used and review based on quality content. Data collection and identification stage was carried out by the 

selected papers for further analysis and synthesis. The limitation FMEA was due to the subjectivity and caused 

inconsistent results. This paper provided the critical analysis about the point of weakness FMEA based on 

document FMEA, and also limitation FMEA based on risk management process. There were eight research 

questions that could be considered from the results. By conducting a literature review of the development and 

trending of FMEA research, it provided new research opportunities to proved the FMEA issues reviewed in this 

paper. 

Keywords : FMEA, Subjectivity, Inconsistent, Risk Management, Critical Analysis. 

 

I. INTRODUCTION 

 

Risk management is one of the topics included in the 

scope of information systems research[1]. Risk 

management is a systematic strategic, procedural, 

and practical management application for identifying, 

analyzing, controlling, and monitoring risk processes. 

This was important to ensure good quality and 

reduce the risk of failure of a product or service[2]. 

Companies could manage common risks that exist in 

routine activities by risk management so that 

companies could run their activities more effectively 

and will get better results at a lower cost[3]. There 

were many methods that could be used for risk 

analysis such as those contained in ICH Q9 on 

quality risk management such as Failure Mode 

Effects and Analysis (FMEA), Failure Mode, Effects 

and Criticality Analysis (FMECA), Fault Tree 

Analysis (FTA), Hazard Analysis and Critical Control 

Points (HACCP), Hazard Operability Analysis 

(HAZOP), Preliminary Hazard Analysis (PHA) and 

Risk Ranking and Filtering[4]. 

 

FMEA was one of the important techniques in 

managing risks related to what things should be 

understood and utilized. FMEA was built on 

environmental collaboration, including employees 

and overall aspects of the company's business process 
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activities [5]. FMEA provided a common structure 

and language that could be used by teams in 

manufacturing and services, profit and non-profit 

organizations, private organizations, public, or 

governmental organizations[6]. 

 

The proper of using FMEA method is proven to 

reduce the cycle of warranty costs and will certainly 

cost less to prevent than to fix the problems that 

have already occurred[7]. The using of FMEA might 

be applicable to the security, finance, software design, 

information technology or systems, marketing, 

human resources and purchasing[6]. In particular, 

the system or information technology section 

discussed the use of the FMEA method to determine 

the security of sensitive data. Selection of FMEA 

methods other than a commonly used method, since 

FMEA could be well-documented easily[4]. 

 

There were several studies that criticized the FMEA 

method, there was a limitation or weakness of using 

this method. Weakness occurred especially when 

performing RPN calculations because of the element 

of subjectivity, the potential value of RPN was not 

sustainable, there was a duplicate RPN value, 

practically mentioning RPN was not recommended 

to use[7]. Traditionally, FMEA only considered the 

impact of a failure of a system, so it was necessary to 

examine the strategy in defining risk and its 

calculation[8]. Thus, the result of risk analysis using 

FMEA was an issue of consistency and 

subjectivity[9][10][11][5]. 

 

This paper provided a resume of previous research 

that addresses the development of FMEA as well as 

FMEA limitation. There were 32 papers related 

FMEA was discussed and synthesized related to 

FMEA shortcoming. The synthesis was done by 

looking at risk management process that is 

identification, analysis, and risk evaluation. The 

discussion divided into perspectives in terms of 

FMEA such as critical perspective, FMEA limitation 

impact perspective, FMEA in Information security 

aspect. This paper also provided a critical analysis. 

The critical analysis was conducted by risk 

management process, the point of weakness FMEA 

based on FMEA methodology and document FMEA. 

Thus, by conducting a literature review of the 

development and trend of FMEA research, it 

provides new research opportunities to prove the 

FMEA issues reviewed in this paper. 

 

II.  THEORETICAL BACKGROUND 

 

A. Risk Managemant  

 

The concept of risk management was first introduced 

by Doug Bartlow in the USA around 1950 and in the 

UK in 1969[12]. According to Risk Management 

standard AS / NZS 4360 (1999)[13], the risk 

management process referred to covering the 

weaknesses in a method used in product 

development through a structured approach so that 

mitigation actions could be initiated to prevent risks, 

risk transfer, decrease the likelihood of risk or 

mitigate risk impacts. The management process 

proposed by AS / NZS 4360 was a related risk 

management process. The process consists of seven 

stages of sub-process iteration from the risk context 

of risk identification, risk analysis, risk evaluation, 

communication, and risk consulting with 

stakeholders, monitoring and managing risk events. 

 

Meanwhile, according to Alexander (1992), the risk 

management process consists of four stages of risk 

identification using various techniques by filling out 

threat forms, analyzing by measuring the frequency 

and severity if possible threats occur, controlling by 

physical measure and conducting employee training 

to reduce acceptance threats and financial 

consequences, and calculate the cost of risk by 

planning the estimated losses if risks occur or the 

costs of handling and mitigating. The process of risk 

management is assumed to be an important strategy 

within the organization to plan for the reduction of 

risk from occurring or minimize the consequences of 

the event[14]. The risk management strategy 

generally consists of four strategies: risk prevention 
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(reducing possibilities), impact mitigation 

(mitigation), transfers (delegates risk to third parties 

as insurance insurers), and risk acceptance [15]. 

 

B. Information Security Risk 

 

IT gave the big impact on business processes such as 

the company's products, business values, and other 

performance targets. The higher the intensity of IT 

usage in an industry, the higher company's 

dependence on IT. There was a positive and 

significant correlation between IT Resources with 

performance [16][17]. The better IT resources, the 

better company performance. Besides, not all 

exploration efforts on IT resources will have a 

significant impact on performance[16]. Thus, the 

higher level of dependence on IT then the 

relationship with performance will be the greater 

and also the existing IT risk higher.  

 

IT risk is related to threats and harm due to intensive 

of using IT. Risks could cause unwanted or 

unexpected damage, misuse, loss in the overall 

business model and include its environment [18]. 

Threats are potential sources of certain threats to 

successfully implement certain vulnerabilities. The 

vulnerability is a weakness that is accidentally 

triggered or deliberately exploited. The source of the 

threat poses no risk if there is no vulnerability [19]. 

Assets in the IT security perspective are all valuable 

things that must be protected from harmful things. 

The information security aspects include 

confidentiality, integrity, and availability[20]. 

 

C. Failure Mode Effect and Analysis (FMEA) 

 

Failure Modes Effect Analysis (FMEA) according to 

McCain (2006) is a risk management tool used to 

identify failures that will occur in a process, product 

or service. Before the failure occurs, proactive steps 

are to be designed and implemented. The FMEA 

implementation involved creating a risk factor called 

the Risk Priority Number (RPN) which is the result 

of assessing the severity of each potential failure of 

the customer (Severity), the possibility of occurrence 

of the failure (Occurrence) and the possibility of 

detection before the failure to reach the customer 

[21]. Preventing process and product issues before 

they occur was the goal of FMEA. Used in both 

design and manufacturing processes, substantively 

reducing costs by identifying products and processes 

increasing faster in the development process when 

changes were easy to make and less expensive to 

make. The result was a more assured process because 

it reduced or eliminated corrective action after the 

occurrence of problems and crisis changed[6]. 

 

The FMEA team determined, with failure mode 

analysis, the impact of each failure and identified 

every critical point of failure. Furthermore, each 

failure rating would be based on the most critical and 

possible failure impacts[22]. The results of this 

FMEA would help managers and technicians to 

identify failure modes, their causes and 

improvements while at the design and production 

stage[23]. FMEA had several common types, they 

were FMEA systems, FMEA design, and FMEA 

processes. The FMEA system can be used at the level 

of analysis of the entire system, which is built on 

many subsystems. The focus of this FMEA type for 

system security, system integration, interface or 

interaction between subsystems with other systems, 

interaction with the environment, human 

interaction, services, and various other issues that 

could cause the system could not work how it should 

be. The design of FMEA focused on product design, 

usually at the subsystem or component level. The 

focus was on design-related deficiencies, taking into 

account improvements in design and ensuring safe 

and reliable product operation during use of 

equipment. Meanwhile, the scope of the FMEA 

Process might include manufacturing and assembly 

operations, shipping, entry, material transport, 

storage, conveyors, tool maintenance, and labeling. 

 

There were various FMEA types such as Failure 

Mode Effects and Criticality Analysis (FMECA) 

similar to FMEA, with additional steps of more 
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formal critical analysis. This additional step usually 

required objective data to support criticality 

calculations. It is recommended for practitioners 

who are required to conduct FMECA analysis to 

understand the basics of FMEA first, and then to 

study the FMECA procedure. Some other FMEA 

types include FMEA Concepts, FMEA Maintenance, 

Hazard Analysis, FMEA Software[7]. 

 

III. METHODOLOGY 

 

In this stage would be described the steps 

undertaken in conducting a systematic review of the 

literature to several stages[24]. 

 

A. Determination of Research Objective 

 

This literature review aimed to provide the reader 

with an overview of the topics of interest regarding 

the use of FMEA methods in risk management. 

 

B. Search Process and Strategy 

 

The literature search process that could answer 

research questions needs to be done by the search 

strategy. To obtain good quality journals, the sources 

used for literature searching are limited to 

international journals sites:  

 

1. ScienceDirect   

(http://www.sciencedirect.com) 

2. Emerald Insight 

(http://www.emeraldinsight.com) 

3. IEEE (http://www.ieeexplore.ieee.org) 

 

After determining the literature search database, 

then the next step was the determination of 

literature search keywords. The keywords used were 

as follows: 

 

1. Failure Mode Effect and Analysis (FMEA) 

2. FMEA in Risk Management 

3. Modification of FMEA 

 

C. Inclusion And Exclusion Criteria 

 

The determination of inclusion and exclusion criteria 

is needed to provide a limitation in the selection of 

the literature to be reviewed, based on 

predetermined criteria. The inclusion criteria and 

exclusion criteria used in this literature review were 

as follows: 

 

Inclusion Criteria: 

1. The contents of the paper in accordance with 

what would be discussed by reading the 

research abstract. 

2. Paper used in the form of journals or 

conferences. 

3. Paper used in the language of instruction was 

English. 

4. Included in the criteria topic (information 

system and risk management). 

5. The paper used comes from the literature on 

the international journals provider site. 

 

Exclusion Criteria: 

 

1. The topic was not related to the discussion of 

the FMEA method and did not include 

research questions. 

2. The introductory language of the paper did 

not use English. 

3. Publications that were not accessible. 

 

D. Inclusion And Exclusion Criteria 

Preparation of paper quality measurement criteria is 

conducted to meet the research questions that have 

been formulated previously. 

  

1. How the flow of thought (background, basic 

theory, things developed) in the paper 

discussed? 

2. What keywords are used in the paper 

discussed?  

3. How are solutions or problems raised in the 

paper discussed? 
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4. How the findings (theory denied or not and 

the relevance of previous research) in the 

paper discussed? 

5. What are the limitations and opportunities 

for future research on the paper discussed? 

6. What recommendations do the papers discuss 

both theoretically and practically? 

 

E. Data Extraction And Synthesis 

 

The purpose of data extraction was to obtain accurate 

and consistent information. The data included in the 

extraction is the identification, author name, year of 

publication, source, reference, data collection 

methodology, data analysis, and concepts. Additional 

paper searches are also obtained from references 

from main papers which form the basis for the idea 

of making this literature review. 

 

IV.  RESULT AND DISCUSSION 

 

A. FMEA Topics In Statistic 

 

FMEA has been used for more than 40 years. FMEA 

was formally used by the aviation industry in the 

mid-1960s and addressed to security or security 

issues. The objective of FMEA's defense was to 

remember to prevent safety threats and incidents of 

accidents. The FMEA approach standardized the 

process in a common language that could be used in 

many different areas of the organization. FMEA 

could also be used by technical and non-technical 

employees of various levels[6].  

 

From the literature search process undertaken, the 

following was the search results from the database 

that has been determined: 

 

TABLE 1: LITERATURE SEARCH RESULTS (PROCESS 

DATA: 2010-2017) 

Keyword Scien

ce 

Direct 

Emera

ld 

IEEE 

Failure 

Method Effect 

Analysis 

(FMEA) 

2811 427 250 

FMEA in Risk 

Management 

2499 364 147 

Modification 

of FMEA 

1316 224 15 

 

It could be seen in Table 1, the paper related to 

FMEA was mostly in Science Direct. After getting 

the paper in accordance with the keyword, the 

selection of papers was done based on predetermined 

criteria of inclusion and exclusion, and to see 

duplicate searches. Then, the measurement of the 

quality of the paper has been selected. The paper that 

done by measurement, would go through final stages 

of selection of paper. The results of the paper 

selection can be seen in table 2. 

 

TABLE 2: PAPER SELECTION RESULTS (PROCESS DATA: 

2010-2017) 

Databas

e 

Total 

Retriev

ed 

inclusio

n (year) 

Final 

Selectio

n 

Science 

Direct 

6626 3741 8 

Emerald 

Insight 

1015 441 12 

IEEE  412 270 8 

Addition 

relevant 

reference   

- - 14 

 

From Table 2, a paper was obtained that was in 

accordance with the theme and scope to be discussed 

in this paper. The paper has gone through the 

inclusion stages and eliminating the duplicate file. 

Thus, it was further discussed prior research related 

to FMEA methods and further research opportunities 

that need to be considered for discussion. 
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B.  Current and Future Research 

Unlike other quality improvement methods, FMEA 

did not provide complex statistical calculations. The 

foundations of FMEA were team members and input 

results from the FMEA process and the need for clear 

time estimation and division of tasks.[6] The 

following was the result of this literature review 

based on four perspectives.  

1) FMEA critical perspective 

The limitation of FMEA has an impact on the 

consistency of the results of risk assessment. The core 

stages of risk management start from identification of 

context that usually called as analyze the business 

process. The next step is to identify risks by listing 

risk based on FMEA parameters (severity, 

occurrence, and detection). After that, the risk 

analysis and evaluation stage are to provide risk 

assessment based on the criteria scale, calculation of 

RPN and sort the RPN value from the largest value 

to the smallest. Thus, the classification is based on a 

process of risk management to see the focus of prior 

research in criticizing the limitation of FMEA 

(Appendix). The following was the classification 

based on code (Table 4). 

 

 TABLE 4: CLASSIFICATION BASED ON CODE RISK 

MANAGEMENT 

Code 

1 2 3 

Identificatio

n failure[25], 

[26],[27],[23]

,[28] 

Criteria scale/Rank 

[29],[30],[31] 

Subjectivi

ty[21] 

 

 

Bias in 

identificatio

Proved inconsistency 

Method[10] 

Subjectivi

ty and 

n 

risk[32],[22],

[33],[34],[4] 

strategy[3

5],[33],[3

6] 

Potential 

failure, 

cause, 

impacts.[37],

[38],[39],[40]

,[36] 

Risk 

Assessment[11],[41], 

[26],[28],[40] 

Compete

nce of 

Stakehol

der[42],[3

6] 

Irregularities

[9] 

RPN[43],[5], 

[44],[38],[27],[39],[23

] 

Team[34]

,[4] 

Success 

factor[7] 

 

Scale Criteria & 

RPN[45] 

Irregulari

ties[9] 

 

 
RPN 

evaluation[46],[22] 

Success 

factor[7] 

 
FMEA 

Process[36],[4] 
 

 Irregularities[9]  

 Success factor[7]  

Code: 1Risk Identification, 2Risk Analysis, and 

Evaluation, 3People 

 

The table above was showed that the FMEA 

weakness points were in the FMEA parameter 

assignment process. It also identified the existence of 

problems in the criteria scale that caused the FMEA 

team's bias in measuring risk. These problems had an 

impact on prioritizing the RPN value. Thus, based on 

the stages of risk management using FMEA these 

aspects need to be considered. More specifically, the 

weak points of FMEA based on the FMEA document 

were described in Figure 1.  
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Figure 1: The point of Weakness FMEA 

 

The proper use of FMEA could provide several 

benefits such as high product reliability, reduced 

design modifications, better quality of planning, 

continuous improvement of product and process 

design, and low production costs then can meet the 

needs of customers[5]. During the FMEA process, the 

RPN number of potential failures could support 

quantitative analysis of risk events, and this method 

not only finds high levels of risk appropriately and 

quickly but also addresses the concerns of loss and 

increases the reliability of a product[2].  Unlike other 

risk measurement procedures, FMEA could critically 

evaluate potential risks[42]. FMEA produced benefits, 

for prospective risk management and overall process 

improvement. It was used for management to 

continue to implement innovation management 

strategies by identifying the limits of risk priorities. 

FMEA was also  useful for prospective risk 

management and overall process improvement[21]. 

 

FMEA had limitations or deficiencies based on the 

literature already reviewed and discrepancies found. 

Common problems that exist in FMEA based on  

experience[5], that lack of detailed information on 

product function or parts, potential failure modes, the 

potential impact of failures, potential causes of 

failure, and design of existing controls. Thus, with 

this lack of information, it led to misunderstanding, 

confusion or uncertainty in defining risk. Other 

issues were the integrity of FMEA documents that 

include the inconsistent issue of severity, occurrence, 

and detection issues, which some parts of the FMEA 

report were lost, the absence of high-risk 

recommendations based on the RPN, and the scale 

change of the rankings after correction. 

 

Traditional FMEA used a linear-scale approach to 

determine severity, occurrence, and detection by 

numeric values. This scale criterion becomes a 

problem if unclear definitions and dubious 

constraints. The research was done by Paciarotti et 

al.[46] did modifications or improvements in terms of 

FMEA scales. This is done to minimize the 

shortcomings of FMEA. The study defines the scale 
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(1,3,9) in the assignment of S, O, D values (high, 

medium, low). Limiting the size of the parameter 

variables could make FMEA a faster method, more 

effective and produce strong results. 

 

There was a subjective issue in prioritizing the risk, 

this was one of the limits obtained based on the 

review literature that had been done. Prioritization 

activities were performed on the basis of human 

emotions and thoughts, so there was doubt in the 

accuracy of the concept which also comes from the 

parameters used. The FMEA team would be difficult 

to determine the difference of opinion that occurred 

in the calculation, and the variables required in 

calculating the number of risks that were not 

appropriate and dubious[3]. Individual subjectivity 

and bias also impact on team dynamics. The error of 

defining risk depends on the experience of team 

members in analyzing the failures and familiarity of 

the system for members and known cognitive biases. 

Thus, the very possibility of human error in risk 

assessment. This situation often occurred when little 

data on the events and effects of failure are known, 

requiring subjectivity[29]. 

 

The inconsistent result caused by this subjectivity so 

there was a need for a strategy to overcome the 

subjectivity of FMEA team in doing a risk assessment. 

The time-consuming FMEA required 

multidisciplinary teams to understand well the 

process being analyzed. FMEA only help in 

identifying the possibility of a failed process, but not 

eliminating it, in addition to the need to establish an 

action plan and implement it[36]. Thus, not only 

capable of using FMEA but also implementing 

improvement actions.  

 

The consistency of FMEA results could be improved 

by building the expertise of some facilitators who 

could assist the analyst team to use FMEA to be more 

effective and consistent by defining failure modes 

and severity, probability and indexes detected. Then, 

with experience, the facilitator would prove the 

value when evaluating the impact of the corrective 

action that had been done. The second possible 

strategy was always the presence of an expert 

member of a team, this had an impact on the value. 

There was at least two qualified personnel included 

in the FMEA team to balance significant individual 

differences in crucial risk decisions[11]. 

 

Another strategy was to combine FMEA with other 

methods. From the literature in the Fuzzy method 

could be the most widely used in FMEA 

modification. Using traditional FMEA and fuzzy 

based decision support systems eliminated 

uncertainty and subjective information[23]. In this 

literature was discussed studies combining FMEA 

with fuzzy. First, this research aims to make it easier 

for analysts, managers, and engineers to model, 

analyze and predict risk using FMEA with fuzzy 

combinations to be more realistic and consistent. In 

the phase of failure identification, this research used 

Root Cause Analysis (RCA). The using RCA was 

useful for deeper analysis to produce cause and risk 

detection. The theoretical contribution of this 

research was to integrate FMEA with qualitative 

(RCA and FMEA) approach as well as quantitative 

(fuzzy)[23]. Second, the research was done by 

Batbayar et al. [44] Based on his research that FMEA 

was not sufficient to measure different risks. The 

fuzzy approach was more accurately by involving the 

weight of the impact of different experts[27]. 

 

On the other hand, the use of fuzzy on the FMEA 

framework has its drawbacks[47]. First, it was 

difficult to define the relevant functions for risk 

factors because language or terms are difficult to 

understand easily. Secondly, it required a large cost 

and took a lot of time on fuzzy implementation. 

Third, complex calculations taking into consideration 

the loss of information in the risk analysis process. 

Thus, the implementation of fuzzy was in fact still 
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difficult and takes a long time in the process of risk 

analysis.  

 

Further research is better to not eliminate the 

element of ease in FMEA, and look for other 

strategies to improve traditional FMEA performance 

in risk management. The combination is done from 

the approach to the mathematical model to the social 

approach of behavior. The relevance of the 

traditional FMEA is also an interesting subject for 

further investigation. Despite the many weaknesses 

of FMEA and the number of studies to minimize 

these weaknesses, it is still often used in various 

sectors. Thus, FMEA's reliability in risk management 

needs to be done critically. 

 

Research questions were considered in this 

perspective are:  

1. How consistency results from the use of FMEA? 

2. What causes or affects the consistency of FMEA? 

3. How does the strategy need to be done to 

overcome FMEA limitation? 

4. How to synthesize FMEA framework to minimize 

FMEA consistency issues? 

5. How relevant is the use of FMEA in the current 

period? Is it still relevant to use or not? 

6. FMEA methods can be combined with various 

methods. Which is method best suits FMEA? 

2) FMEA limitation impact perspective 

 

According to Backlund dan Hannu (2002), FMEA had 

many a number of subjective approaches to risk 

management, but all had such limitations as not 

being able to produce consistent and relevant 

decision support. Not that a purely quantitative 

approach was free from problems. The subjective risk 

management, of course, was clearly a limitation that 

needs attention. Including FMEA's existing limitation 

was one of the approaches to risk management. Every 

organization wants supporters in the product and 

process in terms of security, trouble-free during 

business activities. When FMEA is used 

appropriately, FMEA could anticipate and prevent 

problems, reduce costs, shorten production times, 

and achieve safe and reliable products or services[7].  

 

If  FMEA was improperly used or inconsistent results 

exist, it will certainly harm the organization. This 

was because should the risk priority require a higher 

cost at the highest risk of ranking, but with the 

difference of risk ranking then the organization could 

make mistakes in the prevention or focus on 

handling. However, not always inconsistent risk 

results in FMEA indicated a poor weakness in risk 

analysis procedures. FMEA conducted by two 

different teams would provide valuable information 

that other teams did not identify[11]. This distinction 

raised a new definition of risk that did not exist 

previously. Thus, each FMEA team would be given 

the freedom to use this FMEA approach flexibly to 

define the risks found. 

The research question that needs to consider was: 

(g) What is the impact of FMEA consistency results? 

 

3) FMEA in information security risk aspect 

 

Organizations need information security that 

protected critical assets. The organization did the 

investment of IT to increase their performance. Thus, 

the organization was needed to consider the software 

estimation.  This estimation was very important to be 

able to know how much the relevant value of 

software generated. The estimation purposed to 

predict the output of a project to review the schedule, 

cost, risk and also the effort in the project[48]. 

Investment of IT was need considering what product 

or specific application that suitable for the 

organization requirements. A poor investment 

product will increase the risk of IT[49]. One of the 

techniques for understanding the organization 

requirements was elicitation technique. Requirement 

Volume%203,%20Issue%203%20|%20March-April-2018%20
http://www.ijsrcseit.com/


Volume 3, Issue 6, July-August-2018  |   http:// ijsrcseit.com  

 

  NIna Fadilah Najwa et al. Int J S Res CSE & IT. 2018 July-August; 3(6) : 143-158 

 152 

divided into a functional and nonfunctional 

requirement. If these requirements did not define at 

the early stages of software development then it 

affected the quality of the software and would take a 

lot of repair costs after the implementation of the 

system. Security was one of the aspects of non-

functional requirements[50]. 

 

Information security was based on aspects of 

confidentiality, integrity, and availability. These 

information security risks will be affected both 

financially and non-financially. Thus, if the 

organization did not know the risks to be faced then 

the organization could not take effective preventive. 

FMEA was suitable for assessing risk in IT aspect[26]. 

Based on his research, the using of FMEA widely 

used in the industry sector, that is why this research 

objective to exploration FMEA in Information 

Technology sector. As the result, FMEA that had 

been modification more effective than traditional 

FMEA. The modification based on ISO 27001 

(information security standard) that synthesize 

FMEA steps into PDCA cycle that was called as 

Infosec FMEA cycle. Another research of using 

FMEA in information technology was researched by 

Silva et al.[27] This research combined FMEA with 

the Fuzzy method. Based on the result of this 

research was the communication security dimension 

is the most important aspect of information security.  

 

FMEA could use as a protected critical asset in IT [6]. 

In the real application, FMEA still not used widely in 

IT aspect[27][26]. This gap could be considered by 

academic researcher and practitioner for using FMEA 

in IT sector. 

 

The research question that needs to consider was: 

(h) How is the use of effective FMEA in IT 

Information Security Risk? 

 

 

V. CONCLUSION 

 

FMEA could anticipate and prevent problems, reduce 

costs, shorten production times, and achieve reliable 

security and products/services. However, there were 

several studies that criticized the FMEA method. 

Limitations were due to the subjectivity in risk 

management using FMEA and result in inconsistent 

results. FMEA limitation was due to the lack of 

detailed information on the function of a product or 

part, potential failure mode, potential impacts of 

failure, the potential causes failure, and the design of 

control. So that, this has led to a misconception, 

confusion or uncertainty in risk identification. Other 

problems was the integrity of the problem FMEA 

documents including the inconsistencies rank, which 

some part of the report FMEA missing, the absence of 

recommendations for the risk that height based on an 

RPN, change the scale of the rank after making any 

amendments, and activities prioritisation was done 

based on the human emotion and mind.  

 

FMEA only helped in identifying the possibility of 

the process by which failed to, but not eliminated.  In 

addition, there was an effort to build strategy and 

action plans to implement it. Based on the limitation 

FMEA issue, there were eight research questions that 

could be further study was for research to come. So 

that, the future research can analyze the consistency 

of FMEA, known the impact of consistency of FMEA, 

find out the cause of the issue of the consistency of 

FMEA, formulation the new strategy for FMEA, 

which is adjusted to synthesize FMEA, analyzes 

relevance FMEA with the present cases, know the 

right combination of other methods suitable for 

FMEA, and more exploration the using of FMEA in 

IT sector. In particular, the system or information 

technology section discussed the use of the FMEA 

method to determine the security of sensitive data.    
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APPENDIX. REVIEW PAPER RESULTS 

 

cod

e 

Focus 

Aspect, 

author 

Background/Problem  Result 

1 Identification 

failure[25] 

The hazard identification process and 

possible definitions of scenarios on 

failure. 

Improving the effectiveness, efficiency, 

and possibility of hazard risk using 

HAZOP and FMEA. 

1 Bias in identification 

risk[29] 

Synthesizing FMEA from looking at 

qualitative weaknesses.  

Disadvantages of qualitative: consistent 

scope of analysis, consistent process 

modeling, and model completeness. 

Volume%203,%20Issue%203%20|%20March-April-2018%20
http://www.ijsrcseit.com/


Volume 3, Issue 6, July-August-2018  |   http:// ijsrcseit.com  

 

  NIna Fadilah Najwa et al. Int J S Res CSE & IT. 2018 July-August; 3(6) : 143-158 

 156 

cod

e 

Focus 

Aspect, 

author 

Background/Problem  Result 

1 Potential failure, 

cause, impacts.[32] 

Comparison of conventional FMEA 

applications with proposed concepts 

Considered the sequence of events in the 

failure analysis to understand the cause 

and effect, based on ISO 9001. 

2 Criteria 

scale/Rank[37] 

Focus on potential errors in FMEA 

ranking. Human error and bias and data 

concerns affect the inaccuracies of the 

FMEA process.  

Applying a confidence interval for risk 

qualification  

2 Proved 

inconsistency 

Method[10] 

Criticized the FMEA method by 

comparing results obtained by 2 

different teams due to the consistency 

FMEA. Then, looking at opportunities 

from the results obtained. 

FMEA's Both teams contain valuable 

information not identified by other teams. 

Inconsistency was not always a weakness. 

2 Risk 

Assessment[11] 

Modification FMEA by synthesizing 

also FMECA in which there was the 

probability of occurrence. Then 

compared the results of traditional 

FMEA risk assessments with the 

developed FMEA. 

The improved modification is made to not 

only RPN but also category scores of 

severity and frequency estimates of 

undetected failure modes. 

2 Scale criteria[38] A new scale was defined by a 

combination of severity, occurrence, 

and detection called the Risk Priority 

Ranks (RPRs). 

The failure model had a high RPR value 

assumed to be more important and gave 

high priority that had a low RPR value. 

2 RPN[41] Provided a new approach to evaluate 

RPNs and failure modes to improve 

traditional FMEA techniques.  

The usefulness of the proposed 

methodology in the following conditions: 

FMEA teams did not agree with the scale 

of index ratings S, O and D.  

2 RPN[5] Issues of limitations of FMEA, and a tool 

that can be used in all parts of the 

collaborative environment for FMEA 

processes. 

Provided examples of inconsistent results 

in rank S, D, and O that cause delayed in 

an implementation of FMEA in the supply 

chain.  

2 Scale Criteria 

and RPN[43] 

Severity calculation was not from the 

view of the customer. Increased FMEA 

capability with KANO Model 

The gap between customer and manager 

in prioritizing a set of failures and 

differences between RPN and Cr 

prioritization due to frequency 

occurrence error. 

2 RPN 

evaluation[44] 

FMEA modification and adaptation to 

fit the quality control features and needs 

Completed procedure and evaluation of 

the most important RPN values. 

2 Assessment 

Risk[40] 

Combining VIKOR, DEMATEL and 

AHP are used to assess the risk of failure 

modes identified in FMEA. 

The new risk-priority model could be 

effective in helping analysts find high-risk 

failure modes and create appropriate 

maintenance strategies. 

2 RPN[42] The combination of fuzzy and FMEA in 

evaluating the risks in software tools in 

the health field.FMEA was not 

sufficient to measure different risks. 

The fuzzy approach was more accurately 

more accurate by involving the weight of 

the impact of different experts 

2 Risk A new method that could directly The proposed method has been 
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cod

e 

Focus 

Aspect, 

author 

Background/Problem  Result 

Assessment[8

] 

analyze many failures for complex 

systems. 

successfully combined with traditional 

FMEA to measure system reliability in 

many failure models. 

2 Scale 

Criteria[39] 

FMEA modification to calculate risk 

from waste maintenance. Additional 

indications, prevention and control 

scale to overcome FMEA limitation. 

The shortcomings of the proposed model, 

and repaired with the addition of 

extended dimensions. 

3 Subjectivity[

21] 

Many health organizations faced 

limitations and increased complexity. So 

it was necessary to risk management for 

preventive action before the 

occurrence. 

FMEA produces benefits, for prospective 

risk management and overall process 

improvement. 

3 Subjectivity 

and 

strategy[45] 

Modified FMEA so that lean 

practitioners understand and improve 

the reliability of the lean system. 

The practical methodology for improving 

lean system reliability was non-existent.  

3 Competence of 
Stakeholder[46] 

Methodology for extracting innovation 

constraints from project development 

through competent stakeholder 

management and FMEA. 

There was no project boundary that 

required management to innovate, but a 

failure on the competence of stakeholders. 

1,2 Potential Failure, 

severity, detection, 

occurrence, and 

RPN[33] 

FMEA modification to make the value 

of event factors more reliable, and to 

connect FMEA charts directly to 

maintenance activities. K-means and 

the approach of normalization, applied 

and compared to fill the value of events. 

Improving standards due to tighter 

mathematical formulations and careful 

application in the actual operating 

environment. 

1,2 Risk 

Assessment 

process[26] 

FMEA widely used in the industry 

sector. So, Exploration FMEA in 

Information Technology sector. 

FMEA that had been modification more 

effective than traditional FMEA. 

1,2 Identification 

risk and 

RPN[27] 

Minimizing limitation FMEA with 

Fuzzy. 

Communication security is the most 

important aspect of information security 

1,2 Improve 

analysis 

failure and 
RPN[34] 

A new approach to improve FMEA 

assessment capability. Data 

Envelopment Analysis (DEA) and 

investigate SOD instead of RPN.  

The proposed approach supports the 

proposition that DEA can not only 

complement traditional FMEA to improve 

assessment capabilities. 

1,2 RPN and 

Subjectivity 

in 

identification

[23] 

Model, analyze and predict the behavior 

of industrial systems in realistic and 

consistent measurement and plan 

appropriate maintenance in accordance 

with the strategy. Integration 

framework RCA, FMEA dan Fuzzy 

Using traditional FMEA and fuzzy based 

decision support systems eliminated 

uncertainty and subjective information. 

1,2 Risk 

assessment[2

8] 

Combination Anticipatory Failure 

Determination (AFD)-FMEA or called 

Failure Mode and Effects Anticipation 

and Analysis (FMEAA). 

New ways to identify the structure and 

system failures are similar to the usual 

way. 

1,2 Procedure FMEA / FMECA risk analysis methods FMEA was more familiar than FMECA in 
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cod

e 

Focus 

Aspect, 

author 

Background/Problem  Result 

risk 

assessment[2

2] 

used by industry. Used of FMEA or 

FMECA and its differences within the 

organization 

industry. 

1,2 Risk 

measurement 

(severity, 

occurrence, 

detection)[35

] 

The organization might choose risk 

measurement techniques that vary 

depending on the factors of the type of 

technique, application domain, and the 

number of ratings given. There were 

still fewer generalizable techniques. 

Selection methodologies form the basis 

for comparing the company's intrinsic 

competencies in general towards 

prioritizing competencies. a more 

complex alternative methodology.  

1,3 Strategies[30] Most FMEA processes used ineffective 

forms of expressing, organizing, and 

disabling knowledge of failures from the 

production process during process 

planning. 

Effectively describe the knowledge of 

FMEA processes rather than specific 

processes of failure or data. 

1,3 Procedure risk 

measurement, 

team[31] 

Increased root-cause find of electronic 

component failure from system-related 

failure anamnesis approach. 

The procedure was used, but it also 

displayed important things, such as 

processes, interdisciplinary team needs, 

guides, and so on. 

1,2,

3 

FMEA 

process[36] 

Used FMEA in the management process 

of health agencies. Testing the many 

FMEAs proves to be an effective 

method.  

There were FMEA limits such as time-

consuming, multidisciplinary teams, etc. 

FMEA is proven to improve management 

processes in accordance with strategies 

and procedures. 

1,2,

3 

FMEA process[4] Near Infrared (NIR) procedures used to 

filter drugs on FMEA, including 

technical risks, risk factors for human 

failure. 

FMEA could improve the NIR method, 

and pay attention to human factors. 

1,2,

3 

Irregularities

[9] 

Inconsistent FMEA results.The problem 

of irregularities and aims to propose 

strategies to minimize. 

There were 7 factors that could contribute 

to inconsistencies. the strategy could 

improve the FMEA process significantly. 

1,2,

3 

Success 

factor[7] 

Provided a brief explanation of the 

fundamental concepts and procedures 

for an effective FMEA and provides the 

success of FMEA factors 

When FMEA is used appropriately, it 

anticipates and prevents problems, 

reduces costs, lowers production time, 

and obtains security and high reliability 

of products and processes. 

 

Code: 1Risk Identification, 2Risk Analysis, and Evaluation, 3People 
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