
CSEIT184195 | Received : 01 April 2018 |  Accepted :  10 April  2018 | March-April-2018 [ (4) 2 : 538-542] 

 

International Journal of Scientific Research in Computer Science, Engineering and Information Technology 

© 2018  IJSRCSEIT | Volume 4 | Issue 2 | ISSN : 2456-3307 
 

 
 

538 

Security Framework for Receiving of Data Using Digital Signature Algorithm 

Gopi. A1, P. Sireesha2 
1Student, Deaprtment of MCA, RCR Institution of Management & Technology, Tirupathi, India. 

2Assistant Profeesor, Deaprtment of MCA, RCR Institution of Management & Technology, Tirupathi, 

India 

 

ABSTRACT: 

Cloud computing is getting more prominent in the field of software engineering in view of its 

unwavering quality in putting away and evaluating information remotely. In the nearness situation it 

is extremely biter to have cell phones as an interface amongst client and server, to access and store 

information for one's need. Versatile innovation in cloud processing is encourages clients to work on 

the information for any of the application for their association in versatility. In these viewpoints 

versatile distributed computing is our current theme of enthusiasm as it is extremely important to 

secure the information away and access since the transportation of the information is through 

generally by open system. In this venture the versatile cloud condition is utilized for putting away 

and evaluating information and along these lines it is needed an effective cloud arrange that is a 

system for correspondence furthermore, information validation. For verification it is indispensable to 

outline a security system for portable cloud condition that guarantees better verification of 

information in the cell phones and in the capacity gadgets. We propose another security structure for 

accepting of information utilizing the idea of advanced mark. 
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INTRODUCTION: 

The most recent utility oriented distributed 

computing model that has envisioned an 

immense transformation of Information 

Technology (IT), to increase capacities of the 

client access to a common pool of platforms, 

applications and infrastructures without 

having to really claim them in distributed 

computing. In the context of deployment, the 

cloud computing is grouped into four 

approaches: (i) public, (ii) private, (iii) hybrid 

and (iv) community clouds that are described 

below:  

 Public Cloud: In public cloud, the 

service suppliers transfer various 

applications as service and encourage 

the customers by offering access to the 

resources by means of concentrated 

distributed servers over the Internet 

for example, Amazon Web Services, 

Google App Engine.  

 Private Cloud: The services and 

framework are utilized and supervised 

absolutely by a performance 

institution.  

 Community Cloud: The services and 

framework are distributed by an 

arrangement of institutions that are 

overseen either privately or by a 

dependable outsider.  

 Hybrid Cloud: Hybrid cloud adopts a 

blend of on-premises, private cloud 
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and third-party public cloud services 

with arrangement among the two 

platforms. 

 

Security is an important factor in cloud 

computing, for ensuring clients data is placed 

on the secure mode in the cloud. Data must 

not be stolen by the third party, so 

authentication of client becomes a mandatory 

task. Here the main issue authentication is 

discussed. In this paper proposed data 

authentication to secure data of encryption 

algorithm with digital signature in mobile 

cloud computing. If a mobile user has 

uploaded the files on cloud server for sharing 

with multiple users, there should be a 

mechanism to verify the originator of the file. 

The authentication mechanism may help to 

verify the originator of the file. 

 

Advanced marks are fundamental in the 

present current world to confirm the sender of 

a record's character. A computerized mark is 

spoken to in a PC as a string of double digits. 

This mark is PC utilizing an arrangement of 

standards and parameters (calculation) with 

the end goal that the character of the 

individual marking the archive and 

additionally the creativity of the information 

can be confirmed. The mark is confirmed 

makes utilization of a open key which relates 

to (however not the same, i.e. scientifically 

infeasible to identify private key from open) 

the private key. With each client having an 

open/private key match, this is a case of open 

key cryptography. Open keys, which are 

known by everybody, can be utilized to check 

the mark of a client. The private key, which is 

never shared, is utilized as a part of mark age, 

which must be done by the client. 

 

There are three algorithms that are suitable for 

digital signature generation under the DSS 

standard. They are Digital Signature 

Algorithm (DSA), the RSA algorithm, and the 

Elliptic Curve Digital Signature Algorithm 

(ECDSA). Also in this standard is a hash 

function to be used in the signature generation 

process. It is used to obtain a condensed 

version of the data, which is called a message 

digest. This message digest is then put into the 

digital signature algorithm to generate the 

digitally signed message. The same hash 

function is used in the verification process as 

well. The hash function used in the DSS 

standard is specified in the Secure Hash 

Standard (SHS), which are the specifications 

for the Secure Hash Algorithm (SHA). The 

SHA is based on principles similar to those 

used MIT when designing the MD4 message 

digest algorithm and is closely modeled after 

that algorithm. When a message of any length 

< 264 bits is input, the SHA produces a 160-bit 

output (message digest). Signing the message 

digest rather than the message often improves 

the efficiency of the process because the 

message digest is usually much smaller in size 

than the message. 

 

Algorithm: 

DSA Parameters:  

p = a prime modulus, where 2L-1 < p < 2L for 

512 ≤ L ≤ 1024 and L is a multiple of 64. So L 

will be one member of the set {512, 576, 640, 

704, 768, 832, 896, 960, 1024}  
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q = a prime divisor of p-1, where 2159 < q < 2160 

g = h(p-1)/ q mod p, where h is any integer with 

1 < h < p -1 such that h(p-1)/ q mod p > 1 (g has 

order q mod p)  

x = a randomly or pseudo randomly generated 

integer with 0 < x < q  

y = gx  1-> p   

k = a randomly or pseudo randomly generated 

integer with 0 < k < q  

The parameters p, q, and g are made public. 

The users will have the private key, x, and the 

public key y. The parameters x and k are used 

for signature generation and must be kept 

private and k will be randomly or pseudo 

randomly generated for each signature. This 

part seems to be straightforward so far.  

The signature of the message M will be a pair 

of the numbers r and s which will be 

computed from the following equations. 

r = (gk mod p) mod q -> 2 

s = (k-1(SHA(M) + xr)) mod q ->3 

k-1 is the multiplicative inverse of k (mod q). 

The value of SHA(M) is a 160-bit string which 

is converted into an integer according to the 

SHS standard. Then the signature is sent to the 

verifier. 

 

Verification:  

Before getting the digitally signed message the 

receiver must know the parameters p, q, g, and 

the sender’s public key y.  

From original content digital signature is 

created with the help of recipient private key. 

It’s a secret key. Signing algorithm is 

implemented to sign on content. Message is 

authenticated using sender private key. 

Signing algorithm is used for both data 

encryption and data decryption. 

In this paper, for auditing purpose DSA 

algorithm is used. Digital signature is 

responsible for the authentication and we use 

SHA as a hashing algorithms for the 

computing the signature. 

 

Encryption operation:  

1. User can generate the message digest using 

the SHA hashing algorithms and sign on plain 

text.  

2. Now the data is encrypted using the DSA 

encryption algorithms with secret key.  

3. The computing server now verifies the 

signature and stored the file to the storage 

server.  

 

Decryption operation:  

1. Computing server retrieve the file from 

storage server according to the user request.  

2. Now perform the decryption operation and 

extract the signature.  

3. Now compute the signature and verify it. If 

it is successfully verified then data is stored at 

the client side otherwise modification is 

detected and data is stored at the client side. 

 

CONCLUSION 

 

In this paper, verification process is examined. 

For confirm the proprietor of the information 

and to locate the first information DSA 

calculation is utilized. For secure verification 

cryptography strategy is executed. 

Computerized signature calculation create 

signature for plain content. Hash work is used 

to encode the plain content. Utilizing keys 

encoding and unraveling process is finished. 

After sign on the plain content Computerized 
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signature motor review the information. 

Check process is produced. On the off chance 

that the information is unique at that point 

create declaration else no. At that point 

information is come back to cloud specialist 

organization. Utilizing advanced mark 

calculation, information from cloud is 

checked. 
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