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ABSTRACT

Wireless communications and networking technologies have drastically changed the way we live. An explosion
of innovation over the past two decades has resulted in wireless networking capabilities that have
fundamentally changed the way we create, share, and use information. Combined with advances in computing
and networking technology, the wireless Internet ushered into reality the information age predicted long ago.
This information era has undeniable effects on global socioeconomic and cultural conditions. These effects have
had a profound impact on the operations of governments and military forces. Timely and reliable access to
information is key to the success of virtually all government and military functions. A review of how wireless

networks can be used in education and training is then given and it is demonstrated that the education field has

benefited from the growth of wireless technology and the cost effectiveness of this technology.
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I. INTRODUCTION

The invention of the computer and the subsequent
creation of communication networks can be hailed at
the most significant accomplishment of the 21Ist
century. This invention has transformed the way in
which communication and information processing
takes place. The network functionality of computer
systems has been exploited by the government,
businesses, and individual with immense benefits
being reaped by all. The two major types of networks
in existence are the fixed connection (which makes
use of cables) and wireless networks (which use
waves to transmit data). The backbone of the vast
communication network is made up of fixed
connections which mostly utilize fiber optics as well
as Ethernet. Even so, wireless networks have gained
increased popularity in the course of the past decade.
Malone (2004) reveals that as of the year 2000,
wireless networks were limited in existence due to

the prohibitive cost of wireless devices such as

integrated routers and access points and laptops. The
hardware cost has significantly decreased making
wireless networks affordable to many individuals and
organization. In addition to this, technological
advances have increased the capacity and efficiency
of wireless networks, which have made them
favourably, compare with wired networks. This
paper will set out to discuss wireless

networking with particular focus on the types of
wireless technologies commonly employed and the

security measures used to protect wireless technology.

II. COMPUTER NETWORKS: AN OVERVIEW

Computer networks are made up of interconnected
computing devices which communicate with each
other and these networks are categorized by their
sizes. The smallest is the Personal Area Networks
(PANs) which extend to a few meters and connect
adjacent devices together. Wireless PANs make use

of technologies such as Bluetooth to replace cabling
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as data is moved from device to device. Local Area
Networks (LANS) extend from a few hundred meters
to a few kilometers and they were designed to cover
buildings which are close together or large facilities.
Wireless LANs are implemented in facilities such as
campuses and busy business locations. Metropolitan
Area Networks (MANSs) connect different buildings
and facilities within a city. These networks mostly
make use of wired connections with fiber optic
transmissions providing the fastest speeds. The
biggest networks are Wide Area Networks (WANSs)
which connect cities and countries together and they
typically make use of fiber-optic cables, which
operate at speeds of up to 40Gbps.

ITII. WHAT IS WIRELESS NETWORKING?

Wireless networking refers to the "utilization of
cross-vendor industry standards, such as IEEE 802.11,
where nodes communicate without needing to be
wired" (Mamoukaris& Economides 2003, p.1). The
infrastructure of wireless networks makes use of
standard protocols that are oriented according to the
demands of the network. This makes the capacity as
well as the quality of services of wireless networks
vary based on the devices. Wireless networks are
typically expected to deal with devices that are made
from various manufactures. The networks are
therefore supposed to be able to support different
hardware technologies, architectures, and transport
protocols and also control the flow of traffic within

the network.

All wireless networks make use of waves in the

electromagnetic spectrum range. For example,
Wireless local-area networks (Wireless LANs) make
use of high frequency electromagnetic waves to
transmit data. Modulation and demodulation of the
radio waves used to transmit data occurs at the
transmitter and receiver respectively. They operate
in the industry, scientific, and medical (ISM) radio
bands information

and unlicensed-national
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infrastructure (U-NII) bands (Zheng 2009). The
networks are often connected to routers in order for

them to access the internet. Reynolds (2003) declares
that Wi-Fi has the potential to let anyone with a
computing device to connect to the internet at
impressive speeds without the need Wireless
networks also use the Open System Interconnect
(OSI) reference model in the transmission of data.
The manner in which this reference model applies to
wireless networks is similar to wired networks with
some differences in the data link layer where
wireless networks coordinate access by data to a
common air medium and also deal with errors which

occur due to the inherent nature of the wireless

medium. At the Physical layer, the data is
transmitted in the form of radio waves.
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IV. WHY WE NEED TO BUILD A WIRELESS
NETWORKING

In most cases, wireless networks are also connected
to the internet. A router, which is a device that
enables a single internet connection to be shared by
many computing devices on the same network, is
applicable in such a scenario. The range personal
networking devices that can access the wireless
networks is great and it includes; laptops, personal
digital assistants, tablet PCs, and pocket PCs. All the
devices accessing the network need to be equipped
with an that allows for

operating system

communication across a wireless network.
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Figure 2.Access Point

V. WIRELESS TECHNOLOGIES

There are a myriad of wireless technologies and they
differ in the amount of bandwidth they provide as
well as the distance over which the nodes in the
network can communicate. Zheng (2009) observes
that wireless technologies also differ in the part of
the electromagnetic spectrum that they use and the
amount of power consumed. To provide physical
connectivity, wireless network devices must operate
in the same part of the radio spectrum and two
wireless cards therefore need to be configured to use
the same protocol on the same channel in order for
communication to occur. There are four prominent
wireless technologies which are; Bluetooth,Wi-Fi,
WiMAX and 3G cellular wireless.

Bluetooth 802.15.1 Wi-Fi 802.11 WiMAX 802.16 3G Cellular

Tens of km
384 4 Kbps (per

Typical link length 10m 100m 10km

Typical bandwidth | 2.1Mbps (shared) | 54 Mbps (shared) | 70Mbps (shared)
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to a wired tower

Link a notebook
computer ta a
wired base

Etherner

Typical use Link a peripheral

to a notebook

Link a building to
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computer

Wired technology UsB
analogy

Coaxial cable DsL

Table 1: Popular Wireless Technologies

A.Bluetooth
Bluetooth (IEEE 802.15.1) is the technology that is
employed to undertake short-range

communicationbetween notebook computers, PDAs,

mobile phones and other personal computing devices.

The technology is more convenient than connecting

devices with a wire to communicate. Bluetooth
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operates in a license free band at 2.45GHz, the
communication range is about 10m, and due to this
short range, the technology is sometimes categorized
as a personal area network (PAN) (Zheng 2009). A
major consideration with Bluetooth technology is
power usage and typically, the technology provides
speeds to 2.1Mbps with

of up low power

consumption.

B.Wi-Fi
Wi-Fi stands for wireless fidelity technology and the
term is commonly used to describe a wireless local
area network based on the IEEE 802.11 series of
The IEEE 802.11
compatibility

standards. standards resolve

issues between manufacturers of
wireless networking equipment by specifying an
"over the air" interface consisting of "radio frequency
technology to transmit and receive data between a
wireless client and a base station as well as among
wireless clients communicating directly with each
other" Wi-Fi describes a family of radio protocols
which include 802.11a, 802.11b, and 802.11g.
802.11b is the most popular wireless networking
protocol in use and it uses a modulation called Direct
Sequence Spread Spectrum in a portion of the ISM
band from 2.412 to 2.484GHz (Zheng 2009).

C. Wi-MAX

A popular form of broadband wireless access for fast
local connection to the network is WiMAX. WiMAX
is the abbreviation for Worldwide Interoperability
for Microwave Access and it was standardized as
IEEE 802.16 (Zheng 2009). WiMAX technology has a
typical range of 1-6 miles but the technology can
span a maximum of 30miles which has made the
technology classified as a MAN. This specification
has gained great success in the provision of internet
access and broadband services through wireless
communication systems. WiMAX has a high capacity
which makes it efficient in data transmission with
speeds of up to 70Mbps being provided to a single

subscriber station. The original
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WiMAX physical layer protocol is designed to
propagate signals at a frequency of 10-66 GHz and
the technology is able to provide both line of sight
coverage and optimal non line of sight coverage as

well.
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Figure 3. LOS Signal Transmission

The components of a WiMAX include; a Base Station,
Subscriber Station, Mobile Subscriber and a Relay
Station. The Base station connects and manages

the

component is made up of multiple antennas pointed

access by devices in the network. This
in different directions and transceivers which are
the

communication. A subscriber station is a fixed

necessary  for wireless data  network
wireless node which communicates with the base
station and forms a link between networks. A mobile
subscriber is a wireless node that receives or
transmits data through the Base Station while the
relay station is a Subscriber Station whose purpose is
to retransmit traffic to the relay stations or subscriber
stations. A significant merit of WiMAX is that it
supports high mobility by user devices. A user can
access the network so long as they do not exceed the
threshold speed which is normally valued at
120km/H. This property of the technology allows for
portability since the user can traverse a significant
area which is covered by multiple base stations

without having to interrupt their current session.

D.Cellular Networks
While mobile phones have gained overwhelming

prominence in the past decades, mobile phone
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networks were introduced as far back as the early
1980s and this technology was able to provide access
to the wired phone network to mobile user. The area
of coverage by the cellular wireless network can
range from a few hundred meters to a few kilometers
in radius. In each cell, there is a base station which is
connected to the wired network and which allows
the mobile devices in the range to communicate with

each other.

Figure 4. Cellular Transmission Towers.

VI. ADVANTAGES OF WIRELESS TECHNOLOGY
The main advantage of a wireless network over a
wired one is that users can move around freely within
the area of the network with their laptops, handheld

devices etc and get an internet connection.

Users are also able to share files and other resources
with other devices that are connected to the network

without having to be cabled to a port.

Not having to lay lots of cables and put them through
walls etc. can be a considerable advantage in terms of
time and expense. It also makes it easier to add extra

devices to the network, as no new cabling is needed.

If you are a business such as a café, having a wireless
network that is accessible to customers can bring you
extra business. Customers generally love wireless

networks because they are convenient.
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Wireless networks can sometimes handle a larger
amount of users because they are not limited by a

specific number of connection ports.

Instant transfer of information to social media is made
much easier. For instance, taking a photograph and
uploading it to Facebook can generally be done much
quicker with wireless technology.
VII. DISADVANTAGES OF WIRELESS
TECHNOLOGY

It can require extra costs and equipment to set up,
although increasingly routers have built-in wireless
capability, as do devices such as laptops, handheld
devices, modern DVD players, and TVs.

Setting up a wireless network can sometimes be
difficult for people who are not experienced with
computers. (Although there are issues with setting up

a wired network too, off course!)

File-sharing transfer speeds are normally slower with
wireless networks than they are with cabled. The
speeds can also vary considerably according to your

location in relation to the network.

The general speed of a wireless connection is also
usually much slower than a wired one. The
connection also gets worse the farther you are from
the router, which can be a problem in a large building

Or Space.

Everyday household items and structures such as
walls, ceilings, and furniture can obstruct wireless

connections.

Wireless networks are generally less secure. There
can also be problems with neighbors stealing
bandwidth, if the network has not been set up to be
password protected. Information is also less secure too

and can be easier to hack into.
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VIII. USING WIRELESS TECHNOLOGY

INEDUCATION AND TRAINING

Wireless networks have had a profound impact in the
area of schools where the exchange of data was
previously unattainable due to the complications

associated with wired networked.

The education field has benefited from the growth of
wireless technology and the cost effectiveness of this
technology. Before wireless networks were feasible,
the education area suffered from the inherent
setbacks of wired networks such as a lack of mobility,
the complexity of deployment and difficulty in

expanding the network.

The members of the educational institutes want to
access the network for wide ranges of purposes and

from various locations.

Wireless

implement in a school setting that wired networks

networks can be less expensive to
are. For instance, establishing a wireless LAN in the
school may only require the administration to
provide the basic connectivity. The users will being
their own laptops and therefore save the school
money that would have been spent on buying
computer hardware as well as Ethernet drops and
power outlets. The students will then be able to
access the network using their own personal
computing devices without incurring additional costs

to the schools.

Educational institutes which make use of centralized
databases for educational material and information
can benefit from wireless networks since the students
are able to access the available resources at different

areas in the school.

Training sessions may occur in places that are not
equipped with wired networks. In such settings,
implementing wired networks may be impractical

and expensive.
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Wireless networks can be quickly deployed for
temporary use and then moved when the training is

over.

For small training sessions, which have a small
number of people, ad-hoc networks can be very
useful since they do not require any additional
infrastructure to set up. The various individuals in the
networks can therefore share resources after
configuring their devices to communicate in an ad-

hoc manner.

This computer networks do not require the use of
access point but rather allow the wireless devices,
which are within range of each other to discover each
other and proceed to communicate in a peer to- peer
manner. Mamoukaris and Economides (2003) argue
that implementation so of an ad-hoc wireless
the

educational

networks can help some of

overcome
the
The networks provide the

drawbackscaused by changing
environment.
flexibility and dynamic interaction that is required to

foster the success of group communication.

IX. CONCLUSION

In conclusion, wireless communications globally is
something that people can expect as technology
Wireless has

benefits and can make the world a lot more efficient.

advances. communications many
From the discussions provided in this paper, it is clear
that wireless network solutions are increasing in
popularity as they become more affordable and are
adopted by more people. This paper has elaborated
how wireless networks provide freedom from place
restriction, scalability and flexibility. The most
popular technologies are; Bluetooth, Wi-Fi, WiMAX
and Cellular networks. The paper has confirmed that
the mobility of wireless networks is their most
desirable characteristic. It has been noted that in spite
of their merits, there are a few significant issues with
wireless networks, which are primarily: quality

assurance and security issues. Wireless links are
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noisier and less reliable than wired links due to the
interference that occurs as the signals are transmitted.
Engaging in site surveys before setting up a wireless
network can help to mitigate this issue. Using strong
encryption standards and can resolve the security

issues inherent with wireless networks.
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