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 The availability and integrity of online services and networks are seriously 

threatened by distributed denial of service (DDoS) assaults. As a result, a plethora 

of detection and mitigation strategies have been created, all utilizing different 

instruments and approaches. By comparing various tools and approaches, this 

study provides an empirical examination of DDoS attack detection and mitigation 

strategies. We carefully assess the performance of top DDoS detection and 

mitigation solutions against a range of attack vectors and in diverse network 

contexts, taking into account their efficacy, efficiency, and accuracy. We 

examine the benefits, drawbacks, and real-world applications of both open-

source and proprietary technologies for network defenders. Additionally, we 

look at how these tools and techniques adapt to changing threats and talk about 

new trends and difficulties in the DDoS assault arena. For network security 

practitioners, researchers, and policymakers looking for an understanding of the 

state of DDoS defence mechanisms and tactics for strengthening resilience 

against these disruptive cyber threats, this comparative assessment is an 

invaluable resource. 
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Introduction 

The stability and security of digital infrastructures, 

networks, and online services are always under risk 

from distributed denial of service (DDoS) attacks. The 

goal of these malicious actor-initiated attacks is to 

overload targeted resources with excessive amounts of 

unauthorized traffic in an attempt to interfere with 

their availability. The availability of readily 

exploitable vulnerabilities, the sophistication of attack 

methodologies, and the rising interconnection of 

devices are the main factors driving the development 

of DDoS attacks. To counteract DDoS attacks, 

numerous detection and mitigation strategies have 

been developed in response to the ever-changing 
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threat landscape. These strategies make use of a wide 

range of instruments and approaches, from 

sophisticated machine learning algorithms and cloud-

based mitigation systems to conventional network-

based solutions. However, these strategies differ 

greatly in their efficacy and efficiency based on 

several elements such the network architecture, 

organizational resources, and attack vector. By 

comparing the most popular tools and approaches, this 

research seeks to give an empirical analysis of DDoS 

attack detection and mitigation strategies. Through a 

methodical assessment of these solutions' effectiveness 

in various scenarios and use cases, our goal is to 

provide network defenders with valuable insights into 

their advantages, disadvantages, and practical 

implications. Furthermore, our goal is to recognize 

new trends and difficulties in the DDoS environment 

and investigate how current techniques and tools 

change to counteract new threats [1].We hope that 

this comparative analysis will further knowledge of 

DDoS protection techniques and offer insightful 

information to researchers, practitioners, and 

policymakers in the field of network security. Our 

aim is to strengthen the ability of digital 

infrastructures to withstand DDoS attacks by 

showcasing efficient tactics and industry best practices. 

For study purposes, I have examined several attack 

types and DDoS filters because of numerous impacted 

factors, such as: These days, downtime of a website or 

program that is accessible to the public can result in 

irate customers, lost sales, and harm to a brand. When 

vital applications for business are unavailable, 

operations and productivity come to a complete 

stop[2]. In 2016, a denial-of-service (DDoS) attack on 

financial services institutions rendered 46 major 

corporations unable of providing services to both 

individuals and U.S. government institutions. 2020 

saw the same thing happen to non-traditional 

financial services like exchanges for cryptocurrencies. 

DDoS assaults also targeted healthcare facilities during 

the COVID-19 pandemic. According to the threat 

intelligence report, the overall number of DDoS 

attacks in the final six months of 2021 decreased by 18% 

to 4.4 million[3]. However, the total number of 

attacks in 2021, which stands at 9.7 million, is 14% 

higher than that of 2019 and indicates that a DDoS 

attack happens every three seconds. Following are few 

cases that is related to it:- 

 

1. The Google Attack 

Google's Threat Analysis Group (TAG) published a 

blog update on October 16, 2020, discussing how 

threat actors and threats are adapting their strategies 

in light of the 2020 U.S. election. There was a remark 

inserted by the corporation at the end of the post: The 

assault on hundreds of Google IP addresses, which 

originated from three Chinese ISPs, lasted six months 

and reached an astounding peak speed of 2.5Tbps! 

Google Security Reliability Engineer Damian 

Menscher. The attacker spoofing 167 Mpps (millions 

of packets per second) to 180,000 vulnerable CLDAP, 

DNS, and SMTP servers exploited many networks, 

causing the servers to send us massive answers. This 

shows the extent of what an attacker with sufficient 

resources may accomplish: Compared to the record-

breaking 623 Gbps attack from the Mirai botnet a year 

prior, this was four times larger.  

 

2. The AWS DDoS Attack 

The 800-pound behemoth of cloud computing, 

Amazon Web Services, was the target of a massive 

DDoS attack in February 2020. This was the most 

severe DDoS attack to date, and it used a method 

known as Connectionless Lightweight Directory 

Access Protocol (CLDAP) reflection to target an 

unnamed AWS customer. This method multiplies the 

quantity of data delivered to the victim's IP address by 

56–70 times and depends on weak third-party CLDAP 

servers. The three-day onslaught reached its 

maximum speed of an incredible 2.3 gigabytes per 

second.[11] 
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Literature Review 

Kousar, H. [2021] In this work, we detect DDoS 

attacks using the Apache Spark framework. The 

benchmark dataset for our experimental research is 

the NSL-KDD Cup. The findings show that distributed 

processing enhances performance in terms of pre-

processing and training time, and random forests 

outperform decision trees.[4] .In their article 

"Istatistiksel Yöntemler ile [2020]," D. Erhan and E. 

Anarım present two straightforward yet powerful 

network-based DDoS attack detection techniques 

based on statistical signal processing methodology. 

Based on the experimental results, the suggested 

approach achieves a true positive rate of 98 percent 

and a false positive rate of 0.34 percent.[5-

7].According to B. Mladenov, This paper's primary 

objective is to investigate the impact of a distributed 

denial of service attack on the southbound data-to-

controller management channel. A successful DDoS 

assault could overload the SDN controller's CPU or 

memory, disrupting network functionality as a whole. 

In the study, experimental findings of a simulated 

DDoS attack via an SDN environment are presented, 

along with the controller's response.[8-10] I. V. 

Chugunkov et al. [2018] This article's primary 

objective is to construct a traffic classifier that adds 

rules to place infected machines in a separate, 

bandwidth-limited queue. By lowering the load on 

the service, this method neutralizes the attack for the 

firewall.[11-13] For example, B. Zhang, T. Zhang, and 

Z. Yu In this paper, we provide an overview of the 

most recent developments in artificial intelligence 

algorithms for DDoS attack detection and prevention, 

along with recommendations for such strategies.[14-

15] 

 

Implementations of DDoS Attacks through different 

tools 

A. Golden Eye 

B. Hulk 

C. Tor‟s Hammer 

D. LOIC (Low Orbit Ion Canon) 

E. Slowloris 

 

A. Golden Eye Implementation: 

GoldenEye is a DDoS assault tool inspired by 

Anonymous' Operation Payback. It floods target 

websites with HTTP/HTTPS requests, overloading 

servers and generating DDoS. GoldenEye allows 

multi-threaded attacks to optimize attack impact by 

connecting to the target server simultaneously. 

 
Figure 1: Golden EYE Implementation 

 

B. Hulk Implementation  

POST requests from Python-based DDoS program 

Hulk flood target web servers with traffic. Hulk's 

POST requests contain random data, making their 

detection by web servers harder than GET-based 

attacks. Hulk's constant POST requests can drain the 

target server's resources and make it unresponsive. 

 
Figure 2: HULK Implementation 

 

C. Tor‟s Hammer Implementation 

Tor's Hammer is a Python-based DDoS tool for 

attacking Tor hidden services. Multiple simultaneous 

connections to the target Tor hidden service send 

HTTP GET requests with randomized User-Agent 

headers. Tor's Hammer overloads the target's 
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bandwidth and server resources to take down the Tor 

hidden service. 

 
Figure 3: Tor‟s Implementation 

 

D. LOIC Implementation 

Anonymous created LOIC, a popular open-source 

DDoS tool. It lets users overwhelm target servers with 

UDP, TCP, or HTTP traffic for coordinated DDoS 

attacks. LOIC's easy-to-use graphical interface lets 

users choose the target's IP address and attack method. 

LOIC can be used manually or automatically for 

individual and collaborative assaults. 

 

 
Figure 4: LOIC Implementation 

 

E. Slowloris implementation 

Slowloris is a covert DDoS technique that exploits 

HTTP server vulnerabilities. Slowloris opens many 

connections to the target server and sends partial 

HTTP requests at regular intervals, keeping each 

connection open as long as feasible. Slowloris can 

deplete the target's capacity to handle genuine 

requests by using server resources like maximum 

concurrent connections or socket buffers. 

 
Figure 5: Slowloris Implementation 

These DDoS attack tools show how attackers disrupt 

online services and networks using various methods. 

To detect and prevent DDoS attacks, network 

defenders must stay watchful and use strong 

mitigation methods. Proactive methods including 

network segmentation, rate limitation, and traffic 

filtering can reduce DDoS attacks and strengthen 

digital infrastructure. 

 

Analysis of DDoS Using Wireshark file generated 

through different Tools. 

Wireshark files from DDoS tools reveal attack 

methods. These tools overload servers with 

HTTP/HTTPS queries. High request rates, scattered 

source IPs, and abnormal payloads are common in 

Wireshark captures. Network defenders can discover 

attack signatures and develop mitigation techniques 

by interpreting these patterns. These may include rate 

restriction, traffic filtering, and DDoS mitigation. 

DDoS analyses help defenders strengthen their 

infrastructure, preventing network disruptions and 

downtime. 

 

4.1. Analysis of DDoS attack using Golden Eye 

A Wireshark capture file from GoldenEye's DDoS 

operation shows enormous quantities of HTTP 

requests with various User-Agent strings targeting 

certain URIs. The attack's high request rates and 

scattered source IPs strain server resources, causing 

response latency and failures. Rate limiting and traffic 

filtering are needed to mitigate GoldenEye's intense 

and pattern assault flow. By understanding these 

attack signatures, network defenders may better 

mitigate GoldenEye and other DDoS attacks, 

strengthening their infrastructure. 



Volume 10, Issue 6, November-December-2024 | http://ijsrcseit.com 

Dr. Abhinandan Singh Dandotiya et al Int. J. Sci. Res. Comput. Sci. Eng. Inf. Technol., November-December-2024, 

10 (6) : 1099-1108 

 

 

 

 
1103 

4.2. Analysis of GoldenEye attack in Wireshark – 

Filters: 

Filter everything except HTTP requests with the „http‟ 

filter. A single source IP sending multiple similar 

requests may be an attacker.  

“http.request.method == GET”  

 
Figure 6: TCP  handshake 

 

 
Figure 7:GET Request 

 

In Fig 7 It then sends a random URL GET request. 

 

Figure 8 : Parameters are randomized between 

requests 

 

Fig 8 shows some of the request-randomized 

parameters. Compare to Image 2 to observe 

differences. 

 
 

Figure 9:  GoldenEye attack Stats” 

 

As shown in Image 4, the capture averages 765 

packets per second for 214 seconds. Approximately 

1951kBit/sec.   

Much higher attack rates are possible. 

 

4.3. Analysis of HULK attack in Wireshark-filter 

The „http‟ filter excludes non-http queries. HTTP 

GETs and POSTs are shown by 

“http.request.method==GET” or 

“http.request.method==POST”. Apply filters to other 

HTTP methods like PUT and DELETE. An attacker 

may submit multiple such requests from a single 

source IP. 

 
Figure 10:Image TCP_ Flow 

 

Image-10 shows a regular TCP handshake (packet 

19,23,24-syn,syn-ack,ack) for any http flood.User 

agent sends HTTP GET request to URL with 

randomized suffix (GET 

/?ABMDG=OWHZNSCJOHTTP/1.1).   
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Figure 11: HTTP Requests and Responds 

Fig 11 shows auser agent sending several http get 

queries to a randomized url and receiving http/1.1 200 

fine. 

 
Figure 12:HULK STATISTICS 

 

As indicated in picture -3, the capture lasted 147.201 

seconds and averaged 1875 packets per second, or 

6855k. 

 

4.4. Analysis of Tor‟s Hammer in WireShark 

There is no filter to make Tor's Hammer stand out. 

Apply ip. addr == „suspected_attacker‟ and follow TCP 

streams to analyze. 

Possible signs include: - repetitive TCP handshakes 

with only TCP segmented packets - no relevant data 

packets - no FIN packets. 

In Fig. 13, “the client” establishes TCP connections 

and sends partial requests to maintain them. 

 

 
Figure 13: Establishing TCP connection and “marking” 

it alive 

 

The client establishes a TCP connection to the server 

using 3-Way Handshake (SYN, SYN-ACK, ACK) 

packets 5,6,7 and ACK, then transmits 216,217 “keep-

alive signal”. A single client will try to make as many 

connections as feasible without overdetecting. 

threshold. 

 
Figure 14: slow, segmented sending of requests 

 

Fig15 Demonstrates that "keep-alive" packets are 

regularly transmitted as a component of a unified TCP 

exchange. Port 45828 receives "keep-alive" packets, 

which have a payload size of 1358 bytes and contain 

PSH-ACK flags.. 

 

 
Figure 15: Tor‟s Hammer traffic stats 

 

According to Figure 15, the analyzed capture is 117 

seconds in duration. The average packet rate is 2 

packets per second, with a rate of approximately 4185 

bits per second. The incidence of attacks could 

potentially be significantly greater. 

 

4.5. Analysis of an UDP flood in Wireshark – Filters 

Exclude UDP packets that are being sent to port 80 by 

applying the filter (ip.proto == 17) && (udp.dstport == 

80). The image below displays the transmission of 

UDP packets to port 80 of the specified destination IP 



Volume 10, Issue 6, November-December-2024 | http://ijsrcseit.com 

Dr. Abhinandan Singh Dandotiya et al Int. J. Sci. Res. Comput. Sci. Eng. Inf. Technol., November-December-2024, 

10 (6) : 1099-1108 

 

 

 

 
1105 

address. This occurrence is exceptionally uncommon, 

and typically, User Datagram Protocol (UDP) does not 

necessitate legitimate transmission to port 80. These 

initial indications are indicative of a UDP flood attack.  

 
Figure 16: Example of single UDP Flood packet being 

sent to port 80 

 

 
Figure 17:U DP Flood Data section of packet 

 

 
Figure 18:UDP Flood rate from single SRC IP to Single 

Target DST IP 

 

UDP Flood is a type of flood attack characterized by 

the generation of large packets per attacking machine. 

However, the identification of this particular flood is 

typically simpler due to the conspicuousness of this 

attack vector in regular network transactions. 

 

4.6. Analysis of Slowloris in WireShark 

There is no particular criterion that may be used to 

distinguish the Slowloris. The analysis is conducted by 

applying the filter ip.addr == 'suspected_attacker' and 

examining the TCP streams. Possible symptoms 

include: - Multiple TCP handshakes followed 

exclusively by segmented TCP packets - Lack of 

meaningful data packets - Repeated transmission of 

incomplete HTTP headers - Absence of FIN packets. 

The picture displays FIN packets, indicating that the 

attack was intentionally halted for this specific 

scenario, resulting in a fully established TCP stream. 

 
Figure 19: Establishing TCP connection and “marking” 

it alive 

 

The client initiates a TCP connection with the server 

using a 3-Way Handshake, consisting of three packets: 

SYN, SYN-ACK, and ACK (packets 71, 72, and 73). 

After establishing the connection, the client sends a 

"keep-alive signal" in packet 79. The single client will 

attempt to establish as many connections as it can, 

without exceeding the detection threshold. 
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Figure 20: keeping established connections alive and 

opening new ones 

 

"Keep alive" packets include FIN ACK flags and 

include an incomplete HTTP header. It should be 

noted that the header is lacking one CRLF (Carriage 

Return Line Feed) to be considered complete, while it 

is otherwise entirely valid. According to the HTTP 

protocol specification (RFC 2616), a blank line is 

required to mark the conclusion of the request 

headers and the start of the payload, if there is one. 

Upon receiving the complete request, the web server 

will thereafter provide a response. However, in our 

particular situation, the header concludes with the 

hexadecimal representation "0d0a" (".") instead of the 

expected "0d0a0d0a" ("..") that constitutes a complete 

header. Image 3 displays an HTTP Header containing 

a randomly generated URL (/?671280108…) and the 

host (bbc.com). The HTTP request is incomplete and 

only partially formed. However, the server does not 

recognize this information as significant, so it 

continues to wait for the remaining part of the header 

to be received. The identical fraudulent header is 

resent in each of the 5 "keep alive" packets. 

 

 

Figure 21:  HTTP Header of “keep alive” packets 

 

Figure 21 illustrates that the analyzed capture has a 

duration of almost 6 minutes. The average packet rate 

is 20.6 packets per second, with a data transfer rate of 

around 0.014 Megabits per second. The incidence of 

attacks could potentially be significantly greater. 

 
Figure 22: Slowloris traffic stats 

 

The numbers given are for one attacker node. Even in 

a massive Slowloris attack, each attacker's statistics 

will be very identical. Data includes over 6 minutes of 

harmful network activity. Additionally, the figures are 

not modest but exceeding expectations. 

From cheap hosting: If your website is for a business 

or other activity where reputation and security are 

crucial, investing in top-notch hosting services is 

useful. If it saves you time and keeps your website 

uncompromised during a DDoS attack, the extra 

expense will be worth it.  Due to poor planning You 

can receive website attack notifications by installing 

security software or using your hosting provider's 

security alerts. This lets you or your hosting company 

defend your website. Regularly backing up your 

website makes restoration easier in case of errors. 

Maintaining regular website upgrades will improve its 

security by default, minimizing the risk of difficulties, 

even after a rebuild.  Based on outdated or vulnerable 

code: Keep your website secure by updating it and 

applying plugins and themes from trusted sources. 

Known developers upload their free themes and 

plugins to WordPress theme and plugin directories, 

which are the best places to locate them. Avoid 

installing pirated themes or plugins and code that may 

conflict with your hosting environment. 
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Conclusion  

Inexpensive Hosting: As with any cyberattacks, 

inexpensive hosting is the main offender when it 

comes to vulnerability to DDoS attacks. The two main 

drawbacks of cheap hosting are its high clientele and 

lack of support. Lack of Preparation: While being 

unprepared for a DDoS attack won't guarantee that 

one won't occur, it will lessen the severity of any 

damage that one does cause. First off, improving the 

security of your website will increase the likelihood 

that it will remain operational even in the event of an 

attempted attack. However, it will also be beneficial 

to know how to halt a DDoS attack in its tracks. If you 

have taken precautions, you will be able to restore 

your site much more quickly than if it has been 

attacked and taken down. Insecure or Out-of-Date 

Code: Updating your theme, plugins, and WordPress 

version won't shield you against a DDoS attack. 

However, if you have a well-managed website, 

hackers will be far less likely to succeed if they target 

you and take advantage of the resulting hole in your 

site to obtain unauthorized access.  
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