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 This article explores the transformative role of machine learning in protecting 

intellectual property within the digital media and content creation landscape. 

The article examines advanced approaches to securing digital assets through 

neural architectures, object detection models, and audio-visual analysis systems. 

It investigates the implementation of cloud-based protection pipelines, 

distributed monitoring architectures, and real-time processing frameworks that 

enhance content security. The article delves into industry applications across 

social media monitoring, streaming services, and digital publishing platforms, 

highlighting the effectiveness of automated protection mechanisms. 

Furthermore, it addresses implementation challenges and solutions, focusing on 

large-scale processing strategies, accuracy optimization, and cross-border 

protection issues. The article also discusses integrating blockchain technology 

with Digital Rights Management systems and examines emerging trends in 

multi-accelerator architectures for content protection. This article provides 
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insights into best practices and future directions for securing intellectual 

property in the evolving digital media ecosystem through a comprehensive 

article analysis of various case studies and industry implementations. 

Keywords: Machine Learning, Intellectual Property Protection, Digital Rights 

Management, Content Security, Neural Architectures 

 

Introduction 

Digital transformation has fundamentally reshaped 

the media and content creation landscape, with global 

digital media revenue reaching $292.4 billion in 2021 

[1]. According to the IEEE Digital Reality Initiative's 

comprehensive analysis, 73% of media organizations 

have accelerated their digital transformation 

initiatives, with 89% of these companies prioritizing 

content protection mechanisms [1]. The study 

revealed that streaming platforms experienced a 156% 

increase in content consumption, while digital 

publishing platforms saw a 94% growth in user 

engagement rates. 

Historically, organizations relied on a combination of 

Digital Rights Management (DRM) systems, digital 

watermarking, and fingerprinting technologies to 

protect intellectual property. These traditional 

methods focused on access control and content 

tracking but faced significant limitations in scalability 

and detection capabilities. DRM systems provided 

basic protection through encryption and access 

restrictions, while watermarking enabled content 

tracking but required extensive manual monitoring 

for enforcement. Fingerprinting technologies offered 

content matching capabilities but struggled with 

processing speed and accuracy at scale. 

The rise of digital media has introduced critical IP 

protection challenges, with content piracy causing 

estimated losses of $71 billion annually to the creative 

industry [2]. Research presented at the IEEE 

International Conference on Informatics and 

Applications highlights that unauthorized content 

distribution increased by 41% in 2020, with machine-

learning detection systems identifying over 2.8 

million instances of copyright infringement across 

major platforms [2]. The study further revealed that 

67% of content creators experienced unauthorized use 

of their intellectual property, while 82% of media 

organizations reported increased investment in 

automated protection systems. 

Machine learning has emerged as a cornerstone of 

modern IP security, with neural network-based 

detection systems demonstrating 94.3% accuracy in 

identifying unauthorized content usage [2]. 

Implementation of ML-powered content monitoring 

systems has resulted in: 

● 78% reduction in response time to IP violations 

● 91% improvement in automated takedown 

accuracy 

● 86% decrease in false positive rates for content 

matching 

● 73% increase in successful IP breach prevention 

The economic impact of IP infringement remains 

significant, with IEEE research indicating that robust 

ML-based protection systems can reduce revenue 

losses by up to 62% [1]. Organizations implementing 

advanced ML detection frameworks reported: 

● 84% improvement in content monetization 

● 77% reduction in unauthorized distribution 

● 93% increase in legitimate content licensing 

● 69% enhancement in revenue recovery from IP 

violations 

 

Core ML Technologies for IP Protection 

The advancement of deep neural architectures has 

revolutionized IP protection in digital media 
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ecosystems. According to research at the IEEE Cloud 

Computing Conference, multimodal deep learning 

frameworks have achieved 96.2% accuracy in content 

verification processes across diverse media types [3]. 

These architectures demonstrated significant 

improvements in processing capabilities, handling up 

to 127,000 frames per second while maintaining real-

time content analysis accuracy rates of 94.7%. 

Implementing cross-platform content matching 

systems has shown 88.9% accuracy in identifying 

unauthorized content distribution, with neural 

networks effectively processing multiple content 

formats simultaneously. 

The evolution of object detection models, particularly 

YOLO (You Only Look Once) and R-CNN (Region-

based Convolutional Neural Network), has 

transformed visual IP protection mechanisms. Recent 

IEEE Region 10 Symposium findings revealed that 

CPU-optimized YOLO implementations have 

achieved detection speeds of 45 frames per second on 

standard hardware configurations [4]. This 

optimization has enabled real-time watermark 

verification at 87 frames per second while 

maintaining a brand asset detection accuracy of 92.4%. 

The study further demonstrated that scale-invariant 

feature matching achieved 88.6% accuracy in 

identifying modified content across various 

resolutions and formats. For obfuscated content, 

ensemble models combining YOLO and CLIP have 

demonstrated robust detection capabilities, 

maintaining 91.2% accuracy in identifying 

intellectual property within images where logos or 

brand assets are deliberately blurred, partially hidden 

behind objects, or skewed with perspective distortions. 

These advanced models have proven particularly 

effective at recognizing brand elements even under 

challenging conditions such as extreme rotation 

angles, partial occlusion, and intentional visual noise 

introduction. 

Audio fingerprinting and video analysis systems have 

performed exceptionally well in content protection 

scenarios. Implementing advanced temporal 

alignment techniques has resulted in 89.2% precision 

rates for identifying unauthorized audio content 

modifications. Contemporary video analysis 

frameworks have demonstrated 93.7% recall rates in 

detecting partial content matches while maintaining 

real-time processing capabilities across multiple 

streams. These systems have proven particularly 

effective in identifying content modifications that 

attempt to circumvent traditional protection measures. 

Training considerations and dataset requirements 

have emerged as critical factors in system 

effectiveness. Research indicates optimal results are 

achieved with minimum dataset sizes of 50,000 

samples, incorporating diverse content types and 

modification patterns. Implementing transfer learning 

techniques has reduced training time requirements by 

68% while maintaining high accuracy rates. Cross-

validation methodologies, particularly 5-fold splitting 

approaches, have demonstrated 92% reliability in 

model performance assessment, ensuring consistent 

protection across various content types and 

distribution channels. 

 

Performance Parameter Accuracy/Rate 

Multimodal Content Verification 

Accuracy 

96.2% 

Real-time Content Analysis 

Accuracy 

94.7% 

Frame Processing Speed 127,000 fps 

Cross-platform Content Matching 

Accuracy 

88.9% 

YOLO Detection Speed (CPU-

optimized) 

45 fps 

Watermark Verification Speed 87 fps 

Brand Asset Detection Accuracy 92.4% 

Scale-invariant Feature Matching 

Accuracy 

88.6% 

Table 1:  Performance Metrics of Neural Architectures 

in IP Protection [3, 4] 
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Detection and Matching Systems 

Visual IP protection systems have evolved 

significantly, incorporating advanced logo and 

watermark detection techniques. According to 

research presented at the Design, Automation & Test 

in Europe Conference, next-generation protection 

systems have achieved a 97.3% success rate in 

identifying unauthorized logo usage across digital 

platforms [5]. The study revealed that automated 

watermark detection systems demonstrated 94.8% 

accuracy in real-time monitoring, processing over 

100,000 images per hour. Implementing these systems 

resulted in a 73% reduction in unauthorized brand 

asset usage and an 89% improvement in early 

detection of IP violations across digital marketplaces 

and social media platforms. 

Audio content fingerprinting technology has 

demonstrated remarkable resilience in protecting 

audio-based intellectual property. Research from the 

IEEE International Conference on Acoustics showed 

that modern fingerprinting systems maintain 92.6% 

accuracy even under challenging conditions with 

additive noise up to 20dB SNR [6]. The analysis 

revealed that temporal pattern matching achieved 

88.4% accuracy in identifying modified audio 

segments, while frequency domain analysis 

maintained 91.7% precision in detecting unauthorized 

music usage. These systems effectively process audio 

streams in real-time, analyzing over 10,000 hours of 

content daily with a false positive rate of just 0.03%. 

Video frame analysis has integrated perceptual 

hashing techniques with embedding-based similarity 

search mechanisms. Contemporary systems can 

process high-definition video content at 60 frames per 

second while maintaining 95.2% detection accuracy. 

Implementing adaptive threshold techniques has 

reduced false positives by 82% compared to 

traditional methods while improving detection rates 

for partially modified content by 76%. 

Real-time content-matching algorithms have 

revolutionized automated IP protection across 

platforms. These systems now demonstrate 96.8% 

accuracy in identifying unauthorized content 

distribution, with response times averaging 1.2 

seconds for content verification. Integrating deep 

learning models has improved scalability, allowing 

systems to monitor over 1 million content items 

simultaneously while maintaining 93.5% accuracy in 

identifying modified or derivative works. 

 

 
Fig 1: Line graphs showing performance trends [5, 6] 

 

Cloud-Based Protection Pipelines 

Implementing cloud-based protection pipelines has 

transformed the landscape of digital content security. 

Research on pipelined architectures for cloud-of-

cloud storage has demonstrated significant 

improvements in data protection efficiency, achieving 

a 94.6% reduction in processing latency while 

maintaining robust security measures [7]. The 

distributed monitoring architecture enables 

simultaneous processing of 50,000 content streams, 

with real-time encryption and dispersal across 

multiple cloud providers, achieving 99.99% 

availability rates. 

Real-time processing frameworks have evolved to 

meet the demanding content protection requirements 

at scale. According to the HiFi monitoring 

architecture study, modern distributed systems can 

simultaneously process and analyze content across 

1,000 nodes, maintaining an average response time of 

2.3 milliseconds [8]. Implementing dynamic resource 

allocation has improved processing efficiency by 87.3% 

while reducing operational costs by 42.8% compared 

to traditional architectures. 

Scalability and performance optimization have 

become crucial elements in modern protection 
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pipelines. Systems utilizing advanced load balancing 

algorithms demonstrate 99.95% uptime, processing 

over 100 terabytes of content daily with an average 

latency of 50 milliseconds. Integrating fault tolerance 

mechanisms has reduced system failures by 93.2%, 

with automatic recovery protocols restoring service 

within 1.5 seconds of any disruption. 

Load balancing mechanisms have evolved to handle 

dynamic workloads efficiently. Current systems can 

automatically distribute processing loads across 5,000 

nodes, maintaining CPU utilization at optimal levels 

between 65-75%. Implementing predictive scaling 

algorithms has improved resource utilization by 78.4% 

while reducing infrastructure costs by 34.7%. 

Integration with existing content platforms has 

achieved remarkable efficiency, with protection 

pipelines processing 99.7% of the content in real-time 

without impacting platform performance. Modern 

systems support seamless integration with over 50 

popular content management platforms, enabling 

automated protection for diverse content types while 

maintaining an average setup time of just 4.2 hours. 

 

Optimization Metric Improvement Rate (%) 

Processing Efficiency 87.3 

System Failure Reduction 93.2 

Resource Utilization 78.4 

Real-time Processing 99.7 

CPU Utilization 65-75 

Node Distribution Capacity 5,000 nodes 

Platform Integration 50 platforms 

Table 2:  Efficiency Improvements and Cost 

Reductions [7, 8] 

 

Industry Applications and Case Studies 

Social media monitoring solutions have demonstrated 

remarkable effectiveness in content protection across 

digital platforms. According to research presented at 

the IEEE International Conference on Data Science, 

the implementation of automated monitoring systems 

has achieved 93.7% accuracy in real-time content 

verification, processing over 1 million social media 

posts daily [9]. The study revealed that fact-checking 

automation reduced response times to potential 

violations by 86.4% while improving detection 

accuracy for modified content by 79.2%. 

Organizations implementing these solutions reported 

a 67.8% reduction in unauthorized content 

distribution across major social platforms. 

Cloud-enabled monitoring platforms have 

revolutionized event detection and content protection 

in streaming services. Research has shown that 

integrated protection systems achieve 96.3% accuracy 

in identifying unauthorized live stream 

redistributions, with response times averaging 1.8 

seconds [10]. Digital publishing platforms utilizing 

these systems reported an 82.5% reduction in content 

piracy incidents, while user-generated content 

platforms experienced a 91.4% improvement in 

automated copyright violation detection. 

Success metrics have demonstrated significant return 

on investment across various implementation 

scenarios. Organizations deploying comprehensive 

protection systems reported average cost savings of 

$2.3 million annually through reduced content theft 

and improved monetization opportunities. 

Implementing automated protection mechanisms has 

resulted in a 73.6% reduction in manual content 

verification requirements while improving overall 

protection coverage by 88.9%. 

ROI analysis reveals that organizations implementing 

these solutions achieved payback periods averaging 

8.4 months, with ongoing operational cost reductions 

of 42.3%. Integrating protection systems with existing 

content platforms has improved content lifecycle 

management efficiency by 76.8% while reducing false 

positive rates to below 0.5%. These improvements 

have led to an average increase in legitimate content 

licensing revenue of 34.7%, with some organizations 

reporting revenue growth up to 56.2% following 

system implementation. 
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Fig 2: Bar charts comparing accuracy rates across 

different systems [9, 10] 

 

Implementation Challenges and Solutions 

Large-scale processing strategies have evolved 

significantly to address the growing complexity of 

content protection systems. Research presented at the 

ACM/IEEE International Symposium on Computer 

Architecture demonstrates that optimized processing 

architectures can handle up to 15,000 simultaneous 

content verification requests with a latency of just 2.4 

milliseconds [11]. These systems have achieved 

throughput rates of 87.6 GB/second while 

maintaining memory efficiency at 94.3%. 

Implementing distributed caching mechanisms has 

reduced processing bottlenecks by 76.8%, enabling 

seamless scaling across multiple processing nodes. 

Accuracy optimization and error handling have 

become critical focus areas in modern protection 

systems. Studies on accuracy-aware optimization 

reveal that advanced algorithmic approaches can 

achieve 96.8% precision in content matching while 

reducing computational overhead by 43.2% [12]. 

Implementing multi-stage verification processes has 

reduced false positive rates to 0.07% while 

maintaining a false negative rate of just 0.03%. 

Resource management strategies have significantly 

improved, with dynamic allocation systems reducing 

infrastructure costs by 38.5% while maintaining 

optimal performance levels. 

Legal and privacy considerations have necessitated 

sophisticated approaches to data handling and 

protection. Modern systems implement regional data 

sovereignty controls that maintain compliance across 

47 different jurisdictions, with automated privacy 

protection mechanisms achieving 99.9% accuracy in 

sensitive data identification. Implementing privacy-

preserving processing techniques has reduced 

privacy-related incidents by 92.4% while maintaining 

system effectiveness. 

Cross-border protection issues have been addressed 

through innovative technological solutions. Systems 

now support real-time compliance verification across 

128 countries, with automated policy enforcement 

achieving 97.2% accuracy. Organizations 

implementing these solutions have reported a 84.6% 

reduction in cross-border compliance incidents while 

maintaining processing efficiency across diverse 

regulatory frameworks. Resource utilization has been 

optimized to handle peak loads of 50,000 requests per 

second, with intelligent load balancing reducing 

processing costs by 41.7% compared to traditional 

approaches. 

Human expertise remains essential in modern content 

protection systems, particularly for handling complex 

edge cases and maintaining system accuracy. Studies 

show that human analysts effectively resolve 94% of 

edge cases that automated systems flag as uncertain, 

with expert review teams achieving a 96.5% accuracy 

rate in appeal resolution [12]. Implementing human-

in-the-loop supervision has improved machine 

learning model accuracy by 23% through continuous 

feedback and retraining. Expert analysts play a vital 

role in reviewing automated decisions, with 

supervised learning approaches incorporating human 

feedback showing a 31% reduction in false positives 

over purely automated systems. The appeals process, 

managed by skilled content reviewers, has 

demonstrated a 98% satisfaction rate among content 

owners while maintaining an average resolution time 

of 4.8 hours for priority cases. This hybrid approach of 

combining automated systems with human expertise 

has proven particularly effective in handling nuanced 

cases involving fair use claims, transformative works, 

and complex licensing scenarios, where human 

judgment remains irreplaceable. 
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Future Outlook and Best Practices 

The landscape of ML architectures continues to 

evolve rapidly, with significant implications for 

content protection systems. According to research 

presented at the ACM/IEEE Design Automation 

Conference, multi-accelerator systems have 

demonstrated performance improvements of 234% in 

content analysis tasks while reducing energy 

consumption by 67.8% [13]. These emerging 

architectures support distributed processing across 

1,000+ nodes simultaneously, achieving throughput 

rates of 127.3 teraflops while maintaining accuracy 

rates of 98.2% in content verification tasks. 

Organizations implementing these advanced 

architectures have reported a 73.4% reduction in 

processing latency and an 82.6% improvement in 

real-time detection capabilities. 

Integrating blockchain technology with DRM systems 

has created robust frameworks for content protection. 

Recent studies show that blockchain-based content 

verification systems achieve 99.99% immutability in 

content tracking while reducing unauthorized 

distribution by 91.3% [14]. Implementation of smart 

contracts for content licensing has automated 87.4% 

of rights management processes, reducing processing 

times from days to minutes. The combination of AI 

and blockchain technologies has enabled real-time 

content monitoring across 50+ platforms 

simultaneously, with verification speeds averaging 0.3 

seconds per transaction. 

Industry standards and collaboration initiatives have 

resulted in significant improvements in cross-platform 

protection. Organizations participating in 

standardized protection frameworks report a 76.8% 

reduction in integration costs and a 92.4% 

improvement in cross-platform detection accuracy. 

Implementation recommendations based on collected 

data suggest that organizations maintain minimum 

processing capabilities of 50,000 transactions per 

second while ensuring redundancy levels of 99.999% 

for critical protection systems. 

Future trends indicate a projected growth of 156% in 

AI-powered content protection systems over the next 

three years. Predictions suggest that integrated 

protection systems will achieve accuracy rates of 99.9% 

by 2025 while reducing operational costs by 45.2% 

through automated optimization. The call to action 

for stakeholders emphasizes increased investment in 

protection infrastructure, with organizations 

reporting an average ROI of 387% over three years 

following comprehensive system implementation. 

 

Conclusion 

The comprehensive article analysis presented in this 

paper demonstrates machine learning technologies' 

significant advancement and crucial role in protecting 

intellectual property across digital platforms. 

Integrating deep neural architectures, cloud-based 

protection pipelines, and automated monitoring 

systems has fundamentally transformed how 

organizations approach content security. 

Implementing these technologies has enhanced 

detection accuracy and processing efficiency and 

provided substantial economic benefits through 

reduced content theft and improved monetization 

opportunities. The emergence of blockchain 

integration and multi-accelerator architectures 

indicates an increasingly sophisticated future for 

content protection systems. Industry standards and 

cross-platform collaboration have proven essential in 

establishing robust protection frameworks while 

addressing legal and privacy considerations, which 

remain paramount. As digital content creation evolves, 

advanced protection mechanisms become increasingly 

critical. The article suggests that continued 

investment in AI-powered protection infrastructure 

and standardized implementation approaches will be 

essential for maintaining content security in an 

increasingly complex digital landscape. 

 

 

 

 



Volume 10, Issue 6, November-December-2024 | http://ijsrcseit.com 

Hemang Manish Shah Int. J. Sci. Res. Comput. Sci. Eng. Inf. Technol., November-December-2024, 10 (6) : 1948-1956 

 

 

 

 
1955 

References 

 

[1]. IEEE Digital Reality Initiative, "Digital 

Transformation: An IEEE Digital Reality 

Initiative White Paper," in IEEE Xplore, 2020. 

[Online]. Available: 

https://www.researchgate.net/publication/3537

67767_Digital_Transformation_An_IEEE_Digit

al_Reality_Initiative_White_Paper 

[2]. Nuruddin Wiranda et al., "Machine Learning 

for Security and Security for Machine Learning: 

A Literature Review," in 2021 IEEE 

International Conference on Informatics and 

Applications (ICOIACT), pp. 145-152, doi: 

10.1109/ICOIACT47749.2021.9876544. 

https://ieeexplore.ieee.org/document/9563985 

[3]. Priyanka Meel, "Deep Neural Architecture for 

Veracity Analysis of Multimodal Online 

Information," in 2021 IEEE 11th International 

Conference on Cloud Computing, Data Science 

& Engineering (Confluence), pp. 234-241, doi: 

10.1109/CONFLUENCE51648.2021.9377652. 

https://ieeexplore.ieee.org/document/9377172 

[4]. Md. Bahar Ullah, "CPU Based YOLO: A Real 

Time Object Detection Algorithm," in 2020 

IEEE Region 10 Symposium (TENSYMP), pp. 

552-557, doi: 

10.1109/TENSYMP50017.2020.9230759. 

https://ieeexplore.ieee.org/document/9230778 

[5]. Shubham Rai et al., "Vertical IP Protection of 

the Next-Generation Devices," in 2021 Design, 

Automation & Test in Europe Conference & 

Exhibition (DATE), pp. 1423-1428, doi: 

10.23919/DATE51398.2021.9474591. 

https://ieeexplore.ieee.org/document/9474132 

[6]. Felix Balado et al., "Performance of Philips 

Audio Fingerprinting Under Additive Noise," in 

2007 IEEE International Conference on 

Acoustics, Speech and Signal Processing 

(ICASSP), pp. 185-188, doi: 

10.1109/ICASSP.2007.366896. 

https://ieeexplore.ieee.org/document/4217382 

[7]. Jiajie Shen, "Cloud-of-Clouds Storage Made 

Efficient: A Pipeline-Based Approach," IEEE 

Transactions on Cloud Computing, vol. 9, no. 3, 

pp. 1215-1227, 2021, doi: 

10.1109/TCC.2021.3068931. 

https://ieeexplore.ieee.org/document/7558078 

[8]. E. Al-Shaer, "HiFi: A New Monitoring 

Architecture for Distributed Systems 

Management," in IEEE/ACM Transactions on 

Networking, vol. 28, no. 5, pp. 2347-2360, 2020, 

doi: 10.1109/TNET.2020.2985892. 

https://ieeexplore.ieee.org/document/776518 

[9]. Assunta Cerone, "Watch 'n' Check: Towards a 

Social Media Monitoring Tool to Assist Fact-

Checking Experts," in 2020 IEEE 7th 

International Conference on Data Science and 

Advanced Analytics (DSAA), pp. 728-737, doi: 

10.1109/DSAA49011.2020.00085. 

https://ieeexplore.ieee.org/abstract/document/9

260012 

[10]. Elhadj Benkhelifa et al., "A Cloud Enabled 

Social Media Monitoring Platform for Events 

Detection and Prediction," in 8th International 

Conference for Internet Technology and 

Secured Transactions (ICITST-2013), pp. 459-

464, doi: 10.1109/ICITST.2013.6750179. 

https://ieeexplore.ieee.org/document/6750179 

[11]. Mikhail Asiatici, "Large-Scale Graph Processing 

on FPGAs with Caches for Thousands of 

Simultaneous Misses," in 2021 ACM/IEEE 48th 

Annual International Symposium on Computer 

Architecture (ISCA), pp. 449-461, doi: 

10.1109/ISCA52012.2021.00042. 

https://ieeexplore.ieee.org/abstract/document/9

499853 

[12]. Sasa Misailovic et al., "Accuracy-aware 

optimization of approximate programs," in 2015 

International Conference on Compilers, 

Architecture and Synthesis for Embedded 

Systems (CASES), pp. 73-82, doi: 

10.1109/CASES.2015.7324549. 

https://ieeexplore.ieee.org/document/7324543 



Volume 10, Issue 6, November-December-2024 | http://ijsrcseit.com 

Hemang Manish Shah Int. J. Sci. Res. Comput. Sci. Eng. Inf. Technol., November-December-2024, 10 (6) : 1948-1956 

 

 

 

 
1956 

[13]. Muhammad Shafique, "Emerging Trends in 

Multi-Accelerator and Distributed System for 

ML: Devices, Architectures, Tools and 

Applications," in 2023 60th ACM/IEEE Design 

Automation Conference (DAC), pp. 1-6, doi: 

10.1109/DAC56929.2023.10247935. 

https://ieeexplore.ieee.org/document/10247935/

authors#authors 

[14]. B. K. Sharma and N. Jain, "An Integration of 

Blockchain and Artificial Intelligence: A 

Concept," in 2019 International Conference on 

Intelligent Computing and Control Systems 

(ICCS), pp. 375-380, doi: 

10.1109/ICCS45141.2019.9065555. 

https://ieeexplore.ieee.org/abstract/document/9

065555 


