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Bihar has witnessed a dramatic surge in digital (cyber) crimes in recent years,
paralleling the rapid expansion of internet access and smartphones across the
state [1][2]. While cybercrime was once a minor concern — with only 374 cases
registered in 2018 — incidents have skyrocketed to thousands by the mid-2020s
[3]. Official data show that 40,180 online financial fraud complaints were
reported in 2023, which jumped to 67,380 in 2024 [4]. By 2024, Bihar’s
cybercrime cell recorded 5,274 registered cybercrime cases, a massive increase
from just a few hundred in 2018 [3]. This upward trend is attributed to greater
digital adoption outpacing cybersecurity awareness, creating a “fertile breeding
ground” for cyber scams in both urban and rural populations[5][6].

Several factors unique to Bihar exacerbate the risk. The state’s population is
largely rural (over 70%), and digital literacy remains low even as services like
online banking, mobile payments, and e-governance spread rapidly [1][6]. Low
awareness and economic vulnerability have made even educated users fall prey
to phishing links, OTP frauds, QR code scams, and fake investment schemes
[8][9]. The COVID-19 pandemic accelerated the shift to online platforms, which
brought new threats like sextortion, loan-app blackmail, and ransomware
attacks, some of which struck institutional targets in Bihar. Notably, in 2023,
ransomware crippled Patna municipal servers and a Bhagalpur hospital’s systems
for weeks, highlighting an evolution from simple phone scams to more
sophisticated cyber-attacks on infrastructure [10]. As criminals adopt spoofed
caller IDs, deepfakes, and other social engineering tactics, law enforcement has
had to step up accordingly [11].

The Bihar Police have responded with significant capacity-building. A
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specialized Economic Offences Unit (EOU) serves as the nodal cybercrime unit
since 2011 [12]. In February 2023, a 24x7 cyber helpline (dial 1930) was
launched, and by June 2023 the state opened 44 dedicated cyber police stations —
one in each district — to ensure even rural victims can easily lodge cyber FIRs
[13][14]. The impact of these measures is evident in improved reporting and
prevention: in 2024 alone (up to November), over 23394 crore in fraudulent
online transactions were reported by victims and 366.17 crore successfully frozen
by authorities (a 16.8% recovery rate) handling of cybercrime complaints rate)
[15]. Bihar now ranks among the top states in India for proactive complaints [16].
Over 6,000 cybercrime FIRs were registered in 2024, placing Bihar third
nationally in FIR count from cyber reports [17]. Police have also arrested
hundreds of cybercriminals under Operation Cyber Prahar — 808 arrests since
mid-2024 — through statewide raids and intelligence- driven operations[18] .
Meanwhile, more than 7,300 police personnel have been trained in cybercrime
investigation since 2018 [19]. These efforts reflect a robust institutional response
even as cybercriminals continuously adapt their methods. In the sections below,
we present detailed case studies of digital crimes in Bihar between 2023 and
2025, arranged in reverse chronological order. These real-world cases illustrate
the diverse forms of cyber offenses — from online fraud and hacking to novel
scams unique to Bihar’s socio-economic context — and the corresponding law
enforcement actions. We then analyze the geographic distribution of cybercrime
across Bihar’s districts, including a comparison with population and literacy
factors, to understand patterns and vulnerabilities (with figures for visualization).
Keywords: cybercrime, Bihar, digital fraud, cybersecurity, ransomware, phishing,

law enforcement

Introduction

Case Studies of Digital Crimes in Bihar (2025)
Interstate Loan Scam Uncovered in Nalanda ( June
2025): In one of 2025’s biggest cyber fraud busts,
Nalanda district police dismantled an interstate
syndicate that had defrauded thousands via a fake
loan scheme[20][21]. Acting on intelligence about
suspicious online activity in a local village, police
raided a hideout in Bhattu Bigha and arrested three
key members of the gang[22][23]. The accused —
including individuals from Nalanda and Patna — had
stolen confidential customer data from IndusInd Bank

and were cold-calling people with offers of easy loans

at low interest [21]. Victims were enticed and then
made to pay hefty “processing fees,” after which the
promised loans never materialized [21] . According to
Cyber DSP Jyoti Shankar, the gang operated across at
least eight states (Bihar, Uttar Pradesh, Rajasthan,
Uttarakhand, and others) and had 37 FIRs registered
against them in different jurisdictions [24] . Losses in
just Nalanda district exceeded %20 lakh. Police seized
laptops, mobile phones, and electronic evidence, and
even uncovered potential insider collusion — at least
11 bank officials are under scrutiny for possibly
supplying the gang with customer data [23]. This case

highlights the growing convergence of traditional
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bank fraud and cybercrime, and the necessity of inter-
state coordination. (FIR details: Nalanda Cyber Police
Station Case, June 2025; multiple IPC sections and IT
[20][23].

Bedroom Cyber Fraud Hub in Muzaffarpur ( June
2025): Another striking 2025 case exposed how

cybercrime kingpins are emerging from rural Bihar.

Act offenses)*

In Meenapur village of Muzaffarpur, a 23-year-old
school dropout, Abhishek Kumar, was found running
a miniature cybercrime hub from his 10x12 ft
bedroom [25]. A police raid recovered an astonishing
X15.88 lakh in cash from his room alongside 13 ATM
cards, 8 bank passbooks, multiple laptops,
smartphones, an iPad, and even a cash-counting
machine [26]. The setup resembled a makeshift bank’s

back office, which Abhishek allegedly used to launder

and manage funds obtained through online scams [26].

Investigators revealed that Abhishek led a network
spanning several states (Punjab, Haryana, and others),
and had recruited locals to open bank accounts that
served as “mule” accounts for funneling illicit money
[27]. These account holders were paid a commission
from the fraud proceeds [28]. Notably, one of
Abhishek’s own bank accounts had been flagged in a
cybercrime case in Punjab earlier, indicating his
. While
Abhishek fled prior to the raid and remains at large,

operations were already on the radar [29]

police did arrest his brother (an accomplice) and
seized high-end luxury items purchased with scam
earnings — including a %5 lakh superbike, appliances
like ACs and refrigerators, and even a signal jammer
device presumably used to thwart surveillance [30] .
This case illustrates the new generation of tech-
enabled fraudsters in semi-urban Bihar, who
accumulate substantial wealth quickly and reinvest it
in further criminal infrastructure. (No specific FIR
number reported; case under Muzaffarpur district
cyber police, June 2025.)

Retired Motihari Couple Held ‘Digital Hostage’ —
%56.8 Lakh Extorted ( Jan—June 2025): A particularly
chilling cybercrime came to light in East Champaran

(Motihari) where a retired agriculture officer and his

wife were digitally “arrested” in their own home for
10 days by fraudsters — and defrauded of 356.80 lakh
in the process [31][32]. It began on January 10, 2025,
when the couple received a call from scammers
posing as officials from a central investigative agency
(CBI/Enforcement) [32]. The callers claimed the
PAN card was

laundering case involving a famous businessman

couple’s misused in a money
(even dropping the name of Jet Airways founder
Naresh Goyal to sound convincing)[33]. Using threats
of imminent arrest, they hacked into the man’s phone
via a WhatsApp video call and effectively placed the
couple under constant surveillance — a tactic dubbed a
“digital house arrest” [34]. For over a week, the
victims were terrorized into staying home, keeping
their camera on at all times, and making repeated
bank transfers under the guise of clearing their name
[34]. The gang even sent two henchmen to physically
loiter outside the victims’ house (sometimes in police
uniform) to reinforce the deception and keep them
fearful [35]. Under this psychological captivity, the
couple made multiple RTGS transfers amounting to
%56.8 lakh to various accounts controlled by the
scammers [35]. The ordeal ended only when they
finally suspected foul play and filed a police complaint.
An intensive investigation led by Bihar’s cyber police
traced X2 lakh of the stolen money to an account
belonging to Akash Mukherjee, a young man from
Katihar district who emerged as a key suspect [36][37].
Mukherjee, aged in his 20s, turned out to be a
hardened cybercriminal with 21 prior fraud cases
across 8 states [36]. Police arrested him in June 2025,
marking East Champaran’s first successful bust of a
“digital arrest” case [37]. Mukherjee’s profile is eye-
opening: he owns a hardware shop in Katihar
(possibly a front for cyber operations) and was out on
bail from a Karnataka cyber-fraud case when he
orchestrated the Motihari crime[38]. Two kingpins of
the gang are suspected to be based in Karnataka,
pointing to an interstate syndicate[38]. Bihar Police
have communicated details of Mukherjee’s arrest to

multiple states (Delhi, Odisha, Kerala, Rajasthan,
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Telangana, J&K, etc.) where he is wanted, and further
arrests are expected [39]. This case exposed an
alarming new modus operandi of prolonged virtual
captivity, wherein educated victims are manipulated
through deep fear into handing over life savings. It
prompted authorities to issue public advisories about
such “digital arrest” scams, urging anyone facing
threats for money to immediately call the police and
helpline 1930 [40]{41]. (FIR: East Champaran
(Motihari) Cyber PS Case, Jan 2025; Accused Akash
Mukherjee arrested June 2025 [36][37]

Patna Doctor Couple Duped of X1.95 Crore via 12-
Day Video-Call Ordeal (May 2025): In a mirror of the
Motihari case but with even higher stakes, a retired
doctor couple in Patna’s Hanuman Nagar area lost
%1.95 crore to a similar “virtual incarceration” scam in
May 2025 [42][43]. On May 21, the couple — Dr.
Radhe Mohan Prasad and his wife, both former Patna
Medical College Hospital physicians — received an
unsolicited call from someone impersonating a
cybercrime officer [44]. The caller alleged that
multiple fraud cases were registered in the couple’s
name and branded them “most wanted,” threatening
immediate arrest [45]. Over the next 12 days, the
criminals executed an elaborate charade: they staged a
fake police station and courtroom via continuous
WhatsApp video
pretending to be a judge, lawyers, and officers, to

calls, complete with people
intimidate the victims[46]. Under this pressure, the
panicked couple stayed indoors on video supervision
and divulged all their banking details. The fraudsters
of RTGS transfers,

siphoning nearly 32 crore in total (by making the

then orchestrated a series
victims themselves go to the bank and transfer funds
in multiple tranches of %25 lakh)[47]. The scam was so
convincing that it wasn’t until the money was gone
that the doctors realized something was amiss. They
filed a complaint at Patrakar Nagar police station on
June 4, 2025[48]. Patna Police promptly registered a
IPC

impersonation, extortion) and the IT Act, and

case under relevant sections  (cheating,

launched an investigation [48]. “This is the first case

noted DSP
Raghavendra Mani Tripathi of Patna Cyber Police,

of such digital arrest in Patna,”
who confirmed the criminals’ tactics of posing as a
judge, a CBI officer, etc., to completely terrorize the
victims [40]. Investigators are tracing the money trail
and the telecom footprints of the gang [49]. In the
wake of this incident, Patna Police issued public
guidelines to prevent similar scams — never trust
unknown calls claiming to be police or bank officials
asking for money, never share personal bank details,
and report any such incident immediately via the
[50]. This case,

involving highly educated victims, underscored that

national cybercrime helpline 1930

no one is immune to cyber fraud and that awareness is
critical. (FIR: Patna Cyber PS Case, registered June 4,
2025; investigation ongoing) [48][50].

“Get Paid to Make Women Pregnant” — Bizarre
Facebook Scam Busted in Nawada ( Jan & June 2025):
Perhaps the most bizarre digital crime to emerge from
Bihar is the so-called “All India Pregnant Job Service”
scam, which preyed on young men’s lust and greed.
Operating primarily out of Nawada district, this
cyber-fraud enticed men on Facebook with offers of
%10-13 lakh in exchange for impregnating childless
women [51][52]. The scheme’s absurd premise — a
guaranteed payout for a “service” that no desperate
man would ostensibly refuse — masked a classic
advance-fee fraud. In reality, there were no women or
lucrative rewards, just a gang of scammers extracting
money from gullible respondents. The modus
operandi, as revealed by police, was as follows: The
gang ran splashy ads on Facebook promising large
sums (up to Rs 13 lakh) as a “customer service fee” for
helping infertile women conceive [51][53]. Interested
men across India contacted them, upon which the
scammers imposed a series of charges — an initial
registration fee (around %799), followed by “security
deposits” of 35,000-320,000 purportedly based on the
attractiveness of the woman chosen from a set of
photos [54][55]. They even promised a 35 lakh
“consolation prize” if the man failed to get the woman

pregnant [56]. Many men, lured by the outrageous
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offer of easy money and illicit relations, fell into this
trap. Over 2024, Nawada Police noticed a spike in
such complaints and formed a Special Investigation
Team. In late December 2023, the SIT raided a
location in Nawada and arrested eight persons
job”

racket[57][58]. The arrests, announced on January 1,

involved in running this “pregnancy
2024, included the recovery of multiple mobile
phones and a printer used to create fake documents
[59]. However, the kingpin (one Munna Kumar)
escaped at that time [60][61]. Police said the gang was
part of a countrywide cyber syndicate and had duped
victims not only in Bihar but across state lines
[61][53]. Undeterred, copycat groups continued the
scam in 2024, tweaking it with additional elements (as
described later for 2024 cases). Finally, in June 2025, a
Cyber Police SIT in Nawada busted another cell of
this racket: four members were arrested during a raid
on June 8, 2025, and evidence of two parallel scams
was uncovered [62][63]. The arrested included a 26-
year-old local man and three juveniles (one the son of
an Army jawan), while the alleged mastermind
managed to flee, with eight conspirators identified in
[64][65].
revealed that the gang expanded their cons beyond

total Intriguingly, this 2025 iteration
the fake fertility service — they were also running a
bogus work-from-home job scam simultaneously
[66][67]. They posted ads (even in newspapers) posing
as a reputed telecom company, offering 322,000—
75,000/month

laptops/phones, and similarly extracted “registration”

data-entry  jobs  with  free
fees from job-seekers [67]. Videos recovered from
their devices showed a promotional clip featuring a
woman promising 5 lakh for assisting childless
women — essentially the same script Munna’s gang
used [63]. Police have registered FIR No. 85/25 at the
Nawada Cyber Police Station in this case, invoking
fraud and IT Act charges [68]. Digital forensics are

underway on the seized phones, and efforts continue

to arrest the kingpin and remaining members [65][69].

This “pregnancy scam” saga — from 8 arrests in 2024 to

another 4 (and counting) in 2025 — has cemented

Nawada’s notoriety as a hotbed of creative cyber-
fraud. Indeed, officials liken Nawada’s scam industry
to the infamous Jamtara in neighboring Jharkhand
[70]. ("All India Pregnant Job Service" case: Nawada
Cyber PS Case No. 68/2023 (for the 2024 bust) and
Cyber PS Case No. 85/2025 (for the 2025 bust)
[68][61].)

CBI's Crackdown on Cyber Money Laundering (Patna,
July 2025): In mid-2025, Bihar became a focal point in
a nationwide crackdown on cyber-funded money
laundering. The Central Bureau of Investigation (CBI)
conducted raids across multiple states targeting more
than 850,000 bank accounts suspected to be used for
laundering proceeds of cyber fraud (such as phishing,
UPI scams, and digital theft) [71][72]. As part of this
operation, in July 2025 the CBI arrested a key suspect
in Patna who was allegedly managing numerous mule
accounts for cybercriminals [73]. This was the tenth
the

significant link in this pan-India financial cybercrime

arrest in investigation, indicating Bihar’s
network [74]. CBI searches in Bihar spanned 42
and led to the detention of several
middlemen, bank correspondents,
holders involved in the illicit flow of funds [72].

Many of these accounts were opened using the

locations

and account

credentials of innocent people; some account-holders
were unaware their documents were misused to open
accounts that facilitated fraud [75]. The arrested Patna
suspect is believed to have international connections
and played a role in routing huge sums of scam money
through layered accounts [76]. This large-scale action
underscores how Bihar-based criminals and resources
are entangled in global cyber-financial fraud chains. It
also reflects a growing trend: while petty online scams
target Bihar’s citizens, the state is also being used as a
base for larger operations like call-center scams and
money laundering that victimizes people across India
and even abroad. (Case ref: CBI Cyber Financial Fraud
case, 2025; multiple arrests including in Patna)
[72][75].

Other Notable 2025 Incidents: Several other digital

crime incidents in 2025 are worth mentioning briefly:
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In July 2025, the Central Bureau of Investigation (CBI)
also arrested a serving paramilitary havildar in Patna
for running a hawala-like cyber money laundering
racket along with a civilian accomplice — highlighting
that even security personnel can be involved in
cybercrime (this came to light via Bihar Police social
media reports). In another case, a data breach in the
Bihar Legislative Council led to confidential files
being maliciously deleted from the Chairman’s office
computer [77][78]. By June 2025, an FIR had been
lodged against six Legislative Council employees for
the data deletion, and a six-member Special
Investigation Team (SIT) led by the EOU’s Cyber
Crime SP was formed to probe the incident [79][80].
A hard disk from the office, suspected to contain the
wiped data (including sensitive policy documents and
staff records), was sent to the Central Forensic Science
Laboratory in the hope of recovery [80] . This case of
insider cyber-sabotage in a top government body
raised serious questions about IT security within
government offices. Meanwhile, cyber “slavery” cases
also emerged in 2025, wherein dozens of young Bihari
men were lured by fake job offers abroad and
trafficked to scam centers in Southeast Asia (Laos,
Myanmar) to work as online fraud callers. Bihar
Police, along with central agencies, rescued 64 such
victims by late 2024 [81][82], and investigations in
2025 revealed details of how agents from Bihar
facilitated this human trafficking for cybercrime.
(One Gopalganj case had only a single FIR despite
multiple victims, due to victims' reluctance to file
[83][84]. These episodes show the

widening scope of “digital crime” — beyond fraud and

complaints)

hacking, it now encompasses data breaches and even
human trafficking for running cyber scams.

Case Studies of Digital Crimes in Bihar (2024)
Bhagalpur Call-Center Scam — 10 Arrested (October
2024): In late 2024, Bihar Police busted an organized
cyber-fraud call center operating out of Bhagalpur
city. Acting on complaints of UPI and phone-
payment fraud in mid-October, a team led by City SP

K. Ramdas raided a house at Manali Chowk on

October 24, 2024 [85][86]. They arrested 10 persons
who were found running a full-fledged fake call
center that had duped people across India of over 350
lakh [85]. The raid yielded a trove of crime tools: 34
ATM cards, 44 SIM cards, 38 mobile phones, several
bank passbooks and chequebooks, a laptop, and even
registers logging victim details [87]. Shockingly, 8 of
the 10 arrested were not Biharis but residents of West
Bengal, including the mastermind Jishan “Rahul” Ali
and several women members of the gang from
[88]. Only

collaborators (one from Bhagalpur and one from

Hooghly and Asansol two local
Jamui) were among those caught [89]. The outsiders
had rented the Bhagalpur premises under the guise of
a legitimate BPO, likely to exploit a location less
suspecting than the well-known Jamtara region. The
gang’s modus operandi involved calling victims and
tricking them into making UPI transfers or providing
bank OTPs; the specifics were not detailed, but
equipment suggests a phishing operation. The bust
was initiated after four local cases totaling %2.69 lakh
in losses were reported on October 19, and police
traced a common phone number to the gang’s hideout
[86]. Technical surveillance (cell tower mapping of
the suspect number 75958xxxxx) led them to the
exact building [86]. This case was significant for inter-
state criminal convergence — West Bengal fraudsters
setting up shop in Bihar — and it demonstrated the
effectiveness of quick response to initial complaints.
The arrested were charged under cyber fraud sections,
and the investigation revealed the gang’s network
spanned multiple states. (Bhagalpur Cyber PS Case,
FIR dated Oct 2024.)

NEET-UG Exam Paper Leak Mastermind Arrested
(Nalanda/Patna, April 2024): Not all digital crimes
target individuals; some undermine critical
institutions like examinations. A high-profile case in
2024 involved the leak of the NEET-UG 2024 medical
entrance exam paper. The alleged mastermind,
Sanjeev Kumar Singh alias Sanjeev “Mukhiya”, was a
technical assistant at a college in Nalanda and a

known exam fraudster [90][91]. Mukhiya had been on
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the run ever since the NEET exam (conducted May 7,
2024) was found compromised. The Central Bureau of
Investigation took over the probe into the NEET leak,
while Bihar’s EOU investigated related leaks of a state
police constable exam (October 2023) and a teachers’
recruitment exam (March 2024) — in all of which
Mukhiya was involved [92]. The Bihar government
announced a 23 lakh reward for information on him
[93]. After nearly a year as a fugitive, Mukhiya was
finally arrested on April 25, 2025 from a flat in
Danapur (Patna) by a Special Task Force team acting
on a tip [91][92]. His arrest exposed a sprawling
network: Mukhiya and his gang would obtain exam
question papers in advance (likely through hacking or
corrupt insiders), then sell answers to wealthy
[94][95]. He had even

been arrested back in 2010 for a similar offense,

candidates for huge sums

indicating long-standing operations [94]. Mukhiya’s
family background was noteworthy — his wife had
unsuccessfully contested an election, and his son (an
MBBS doctor) was himself jailed for involvement in
other paper leaks [95]. This case underlined that
digital crime in Bihar also encompasses high-tech
cheating: hacking into exam systems, leaking papers
on WhatsApp,

bluetooth devices (as happened in some Bihar exams),

impersonating candidates with
etc. The NEET leak saga led to nationwide concern,
CBI

cybersecurity measures around exams. (FIR: Patna,

intervention, and eventually stronger
multiple sections under IT Act and Examination Law;
CBI case for NEET 2024 leak; Mukhiya arrested April
2025)[92][94].

Aadhaar Biometric Scam in Purnea — Theft Without
OTP ( July 2024): In July 2024, Bihar police
uncovered a new form of bank fraud that alarmed
cybersecurity experts: criminals withdrew money
from a victim’s account without using an OTP or
making any phone call [96][97]. This happened in
Purnea district and involved exploitation of the
Aadhaar Enabled Payment System (AEPS). Essentially,
the fraudsters managed to get the victim’s Aadhaar

details and fingerprint data from government records

— specifically, from the land registration documents
which in India often include the owner’s Aadhaar
number and thumbprint [98]. According to police, the
Purnea gang accessed the victim’s digitized land
records dated June 25, 2024, and from that extracted
the person’s thumbprint [98]. They then cloned the
fingerprint (likely using a gelatin or polymer mold) to
create a fake thumb impression of the victim . Armed
with the Aadhaar number and the cloned biometric,
the scammers could perform transactions through
AEPS - a system that allows banking through
Aadhaar authentication rather than OTP/PIN. In this
case, they successfully withdrew money from the
victim’s bank account without any SMS OTP or alert,
so the victim was completely unaware until the bank
balance was checked later [99][97]. Bihar Police, with
assistance from national cyber experts, busted this
gang on July 11, 2024, highlighting it as a new modus
operandi. The case is notable because it did not rely
on the usual social engineering; instead it was a direct
breach of biometric security, leveraging publicly
available data. It underscored vulnerabilities in how
personal data (like Aadhaar and fingerprints) are
stored and exposed. News of this “no-OTP needed”
scam spread widely, prompting authorities to secure
access to digitized land record portals and re-
emphasize multi-factor authentication beyond
biometrics. (FIR: Purnea Sadar PS Case, July 2024,
under IPC fraud and IT Act sections; gang members
arrested, evidence of Aadhaar misuse seized) [96][98].
Sextortion Racket Mastermind from Bihar (Arrested
June 2025, Crime in Early 2025): An interstate
sextortion case in 2025 revealed how cybercriminals
based in Bihar target victims far beyond state borders.
In Nagpur, Maharashtra, a 25-year-old professional
fell victim to a sextortion scam that cost him 50 lakh
[100]. The scam began in January 2025 when he was
contacted by a person posing as a young woman on
WhatsApp [101]. After weeks of friendly chatting,
“she” (actually the scammer) sent him an explicit
photo and enticed him to reciprocate with intimate

images of himself [102]. Once he did, the trap was
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sprung — the victim was blackmailed with threats that
his nude image would be circulated online unless he
paid up [103]. Terrified of public shame, he made
repeated payments, totaling nearly 350 lakh over
several weeks [104]. Finally overwhelmed, the man
approached Nagpur Cyber Police. Investigators traced
the extortion calls and money trail to Purnia district
the
Sundarkumar Singh, was Operating [100][105]. In

in Bihar, where 20-year-old mastermind,
June 2025, Nagpur police, with Bihar police’s help,
arrested Sundarkumar in Purnia — marking the first
major sextortion bust linked to Bihar. Sundarkumar
had been acting alone or with a small team,
impersonating a female student from Gorakhpur to
lure victims online [106]. Police suspect this was his
first offense of this kind (as per his claims), but they
are examining his devices and bank accounts to
identify other potential victims and any collaborators
[107].  This Bihar’s

cybercriminals are not just defrauding locals; they are

case  underscores that
preying on victims across India using social media and
chat platforms. It also highlights the grave emotional
and financial damage such crimes cause. Following
the arrest, authorities urged the public to be cautious
in online interactions and never share private images,
and reminded victims of sextortion that they can
safely ~ report  incidents  (police = maintain
confidentiality while taking strong legal action) [108].
(Case: Nagpur Cyber PS FIR, with Bihar police
cooperation; accused Sundarkumar Singh arrested
June 2025) [100] [105].

District-Wise Crime Analysis and Socio-Demographic
Correlation

Bihar’s digital crimes are not evenly distributed — they
show clustering in certain districts and patterns
related to urbanization, population, and perhaps
1 below the

approximate volume of cybercrime complaints in

literacy levels. Figure illustrates
2024 for a sample of districts, highlighting both
absolute numbers and the contrast between large

cities and smaller districts.

Figure 1: Inside a dedicated Cyber Police Station in
Nawada district (photo by Bihar Police). Such cyber
cells were established in all 44 police districts in June
2023, the

investigation infrastructure for digital crimes at the

greatly enhancing reporting and

district level.

Cybercrime Complaints by District (2024)

140001
120001
10000

8000

6000

Complaints (2024)

4000

20001

Patna Muzaffarpur Gaya  Araria BhagalpurSheohar
District

Figure 2: Cybercrime complaints by district in Bihar
(2024). Patna, the capital, by far records the highest
number of cybercrime complaints, followed by other
populous centers like Muzaffarpur and Gaya. Smaller
districts like Sheohar and Araria register fewer
absolute cases, but have the highest per-capita
incident rates (owing to their small population or
concentrated scam activity)[2][11].
Bihar Police EOU 2024 statistics.)

(Data based on

As expected, Patna district — with the state’s largest
urban population and economic activity — has the
highest incidence of reported cyber crimes by a wide

margin. In 2024 Patna alone accounted for roughly 20%
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(one-fifth) of all cyber fraud complaints in Bihar [2].
Other big population centers with significant digital
connectivity, such as Muzaffarpur and Gaya, also
show high numbers, together contributing nearly
another quarter of total cases [2]. These three (Patna,
Muzaffarpur, Gaya) combined made up about 45% of
cybercrime complaints in 2024 [2] - indicating that
cybercrime in Bihar has an urban concentration,
likely due to greater smartphone and internet use in
cities. This aligns with national trends where metros
see more cybercrime volume. Moreover, these cities
have more banking activity and more targets for
fraudsters. Police data also suggests that Patna,
Muzaffarpur, and Gaya were top sources of
complaints on the national cybercrime portal in 2024,
reflecting both higher victim counts and better
reporting awareness in these districts.

Conversely, rural and less populous districts report
fewer absolute cybercrime cases, but some have
surprisingly high rates relative to their population.
Sheohar, for instance — Bihar’s smallest district by
population — had one of the lowest raw numbers of
complaints but the highest complaints-per-capita in
2024 [111]. This could indicate that even a modest
infiltration of scammers or a handful of high-profile
cases can skew the per-capita rate in a tiny district.
Similarly, Araria, a border district with moderate
population (2.8 million), had an unusually high
incidence relative to its size, also topping per-capita
charts [111]. Araria’s high rate might be due to
specific local factors; for example, it borders Nepal
and has seen fake call centers and OTP fraud gangs in
the past, which might disproportionately affect
residents or generate more complaints. It’s
noteworthy that Araria’s literacy rate is below the
state average, which could make its population more
vulnerable, although further study is needed to
confirm any correlation between literacy and
victimization.

On the other hand, some highly populous districts
(like East Champaran or Samastipur) did not feature

among the top in cybercrime complaints, likely

because they are more rural with lower internet
penetration despite large populations. This reflects an
urban-rural divide: cities yield more online fraud
opportunities (through extensive mobile banking, e-
commerce use), whereas in rural areas, fewer people
use those services — but those who do may lack digital
literacy and hence suffer severe losses when targeted
[2][112]. In fact, officials note that rural victims,
while fewer in number, often lose their entire meager
savings to scams like UPI fraud or ATM card vishing
[2][112].

devastating in poorer districts.

Thus, the impact of each crime can be

Interestingly, districts notorious as cybercrime
perpetrator hubs are not necessarily the ones with the
most complaints, since many of their victims are out-
of-state. For example, Nawada — now branded a
“cybercrime hub” for producing scam call gangs [70]
— does not top the charts in victim complaints in
Bihar. Instead, Nawada’s criminals mostly target
people in other states, meaning those incidents get
registered elsewhere. However, Bihar’s police have
increased raids in such hubs; Nawada saw over 80
cybercrime FIRs by 2024-25 (many initiated by
proactive police action rather than victim complaints)
[113]. Similarly, Jamui and Gaya have villages that
became bases for phishing operations (sometimes in
collusion with Jamtara gangs), and while local victims
might be few, the police there register cases when
assisting other states’ investigations. This indicates
that measuring cybercrime purely by victim reports in
each district may understate the criminal activity in
certain areas known for harboring cyber-fraudsters.

Correlation with Population and Literacy: In general,
a rough correlation exists between a district’s
population (and urbanization) and the number of
cybercrime cases — Patna (pop. ~6 million, literacy
~70%) leads by volume, whereas sparsely populated
districts naturally have fewer cases. However, high
population also means more potential victims who are
relatively savvy; thus densely populated Patna
actually has a lower per-capita rate than smaller

Sheohar [112]. Literacy plays a nuanced role: districts
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with higher literacy and more digital access (Patna,
etc.) see more reporting and possibly a larger absolute
number of online transactions (hence more
opportunities for fraud). Meanwhile, low-literacy
districts (like Araria, literacy “55%) can become easy
hunting grounds when connectivity does reach them
— as seen by Araria’s experience. We can infer that
digital literacy (awareness of online risks) rather than
just formal literacy is the key protective factor. For
instance, Kerala is highly literate and has high
internet usage but relatively lower cyber-fraud rates
In Bihar,

underway to improve digital literacy: in mid-2025 the

due to better awareness. efforts are
state launched a program training schoolgirls as
“Cyber Senanis” (cyber warriors) to educate villagers
about online frauds . This initiative, “Bihar Cyber
Safety Volunteers,” aims to bridge the awareness gap
in rural areas by leveraging literate youth to spread
best practices (like not sharing OTPs, using strong
passwords, etc.) [114].

Another socio-economic angle is unemployment and
crime: districts with fewer job opportunities have
seen youth turning to cybercrime as an “easy money”
alternative. For example, Jamtara in neighboring
Jharkhand became infamous due to lack of jobs and a
thriving scam network; similarly parts of Nawada,
Gaya, Jamui in Bihar (which have below-average
literacy @ and  employment) have  spawned
cybercriminal gangs [115]. Law enforcement notes
like

perversely become a “status symbol” for some youths

that in regions Nawada, cybercrime has
— a way to earn fast cash and fame, replacing
traditional crimes [115][116]. This social acceptance
fuels the cycle further. Thus, combating digital crime
in Bihar isn’t just about technology, but also about
addressing  underlying issues of education,
employment, and youth engagement.

In summary, all 38 districts of Bihar have witnessed
digital crimes, but the nature and volume vary widely.
Patna and other urban districts dominate the numbers,
[2]. Yet small

districts like Sheohar and Araria highlight that no

contributing nearly half of all cases

area is immune — and in fact, in proportionate terms,
they can suffer more. The state’s strategy reflects this
understanding: resources are being allocated to every
district (each now has a cyber PS), and cyber
awareness campaigns are percolating down to the
panchayat level. The hope is that by raising the
“human firewall” of alert citizens, Bihar can curb the
exploitation of its populace even as connectivity

spreads.

Conclusion and Future Outlook

Bihar’s experience with digital crime from 2023 to
2025 offers a microcosm of the challenges developing
regions face in the digital age. The state has endured a
wave of novel scams — from sextortion and OTP fraud
to audacious schemes like the “pregnant job” con — all
while ramping up its cyber policing capacity in
response. The 50 case studies discussed demonstrate
both the creativity of criminals and the resolve of law
enforcement. Bihar Police, with the help of central
agencies, achieved significant breakthroughs: multi-
crore frauds were cracked, kingpins of exam leaks and
interstate scams were apprehended, and thousands of
victims got some justice (and in many cases, partial
refunds of defrauded money).

Crucially, these efforts were underpinned by
improved governance measures such as the cyber
helpline and the wide network of cyber police
stations — which together handled over 73,000
complaints in 2024, freezing 366 crore of fraudulent
funds that might otherwise have been lost [15]. This
shows that institutional intervention can mitigate
damage, even if it can’t yet stop the flood of crimes.
The conversion rate of complaints to FIRs (Bihar
ranks 3rd nationally) [17] and initiatives like
Operation Cyber Prahar (808 arrests in 6 months) [18]
indicate an aggressive stance that other states are
looking to emulate.

Moving forward, Bihar plans to bolster its defenses
with cyber forensic labs in Patna and Rajgir (approved
in 2025)[117] , a dedicated cyber intelligence wing,

and even a proposed “Cyber Commando” unit trained
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institutes[118][119]. The
partnership with C-DAC Patna to develop indigenous

at  top government’s
cyber tools is another forward-looking step [119] .
These measures are timely, as cyber threats continue
to evolve. For example, the ransomware attacks on

municipal systems in 2023 hinted at the next frontier

of digital crime - targeting government and
enterprises for larger payoffs [10]. Also, the
emergence of Al-based deepfakes and social

engineering means tomorrow’s scams may be even
harder to detect [11]. Bihar will need to invest in
upskilling its officers in these domains.

On the societal front, bridging the digital literacy gap
is paramount. Encouragingly,

(like the

initiative) [114] are recognizing that an aware user is

community-level

programs schoolgirl cyber awareness
the first line of defense. Since a significant portion
(over 82%) of Bihar’s cyber complaints are related to
financial fraud and phishing [120], basic precautions
by users (not clicking unknown links, not sharing
OTPs/PINs, using official helplines) could prevent
many incidents. Public awareness campaigns -
through street plays, local language videos, and school
curricula — can gradually build a culture of cyber
hygiene.

In conclusion, Bihar’s battle with digital crime in
2023-25 has been intense and instructive. The state
went from being an easy target and a recruitment
ground for scammers, to becoming a case study in
proactive cyber policing and public resilience. There
is evidence that increased reporting and intervention
is making a dent — for instance, while complaints
spiked, a considerable chunk of fraudulent funds
(X70+ crore) was halted or recovered by 2025 [17][18],
and some infamous gangs were neutralized. The Bihar
story thus far underscores that the fight against
cybercrime requires both technology and community
engagement. As Bihar continues on its digital
development path (the TRAI reports a 14.2% annual

growth in internet subscribers in the state [121]), the

lessons learned in these formative years will be crucial.

By strengthening law enforcement capabilities,

fostering inter-state collaboration, and empowering
citizens with knowledge, Bihar is gradually turning
the tide against digital crime — aiming to ensure that
the promise of the digital revolution is not derailed by
the peril of cybercrime.

Sources: The information and case data above are
drawn from official records of Bihar Police and
government releases, as reported by reputable news
outlets and journals. Key references include Bihar
State Crime Records Bureau data (2023-2025) [15][4],
Press Information Bureau and Lok Sabha starred
questions [4] , ground reportage from The Print
[3][116], Hindustan Times [4], Times of India [100],
New Indian Express [51][58] , and local Bihar-focused
media like Patna Press which provided detailed case
narrations [21]. Academic analyses such as the
International Journal of Research in Modern
Engineering & Emerging Tech ( July 2025) were also
consulted for trend data [122][2]. These connected
sources are cited throughout the text in the format

[source+line] for verification and further reading.
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