
CSEIT1722322 | Received : 20 April 2017 | Accepted : 06 May 2017 | May-June-2017  [(2)3: 164-167] 

 

International Journal of Scientific Research in Computer Science, Engineering and Information Technology 

© 2017 IJSRCSEIT | Volume 2 | Issue 3 | ISSN : 2456-3307 

 

164 

Cloud Computing Using AES 
Birendra Kumar Sah, Dhirendra Yadav, C. K. Rain 

Department of Computer Science and Engineering, Adesh College of Engineering & Technology , Chandigarh, Kharar, Punjab, 

India 

 

 

ABSTRACT 
 

Cloud computing is printed as associate application and services that run on distributed webwork victimization 

virtualized and it's accessed through net protocols and networking. Cloud computing resources and virtual and 

limitless and information’s of the physical systems thereon code running unit abstracted from the user. Cloud 

Computing can be a style of computing inside that dynamically scalable and often virtualized resources unit 

provided as a service over the online. Users needn't have information of, expertise in, or management over the 

technology infrastructure inside the "cloud" that supports them. To satisfy the necessities of the users the conception 

is to incorporate technologies that have the common theme of reliance on the internet|the net} code and knowledge 

unit hold on on the servers whereas cloud computing services unit provided through applications on-line which 

could be accessed from net browsers. Lack of security and access management is that the most important 

disadvantage inside the cloud computing as a result of the users subsume sensitive info to public clouds.Multiple 

virtual machines in the cloud can access insecure information flows as a service provider; thus to implement the 

cloud it is necessary to form security. therefore the most aim of this paper is to produce cloud computing security 

through parallel cipher model. this text proposes parallel cipher model thus on implement cloud computing security 

thus info can access and hold on firmly. 

Keywords :  Cloud Computing, Security, Cryptography, AES 

 

I. INTRODUCTION 

 
History contains a funny method of continuance itself, 

around they are saying. However it should come back 

as some surprise to search out this recent cliché applies 

even as a lot of to the history of computers on wars, 

revolutions, and kings and queens. For the last 3 

decades, one trend in computing has been loud and 

clear: massive, centralized, mainframe systems are 

"out"; personalized, power-to-the-people, homemade 

PCs are "in." Before personal computers took off in the 

early Eighties, if your company required sales or 

payroll figures scheming in an exceedingly hurry, you'd 

possibly have bought in "data processing" services 

from another company, with its own high-ticket PC 

systems, that specialised in range crunching; of late, 

you'll do the task even as simply on your desktop with 

off-the-rack software system. Or will you? in an 

exceedingly putting throwback to the Nineteen 

Seventies, several corporations area unit finding, once 

again, that purchasing in PC services makes additional 

business sense than homemade. This new trend is 

named cloud computing and, not astonishingly, it's 

connected to the Internet's inexorable rise. what's cloud 

computing? however, will it work? Let's take a better 

look! 

 

II. METHODS AND MATERIAL 

 

1. Security 

 

Cloud security design is effective on condition that the 

proper defensive implementations art in situ. AN 

economical cloud security design ought to 

acknowledge the problems that may arise with security 

management.[8] the protection management addresses 

these problems with security controls. These controls ar 

place in situ to safeguard Any weaknesses within the 

system and cut back the impact of an attack. whereas 

there ar many sorts of controls behind a cloud security 
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design, they'll typically be found in one among the 

subsequent categories:[8] 

 

(a)Deterrent controls 

 

These controls ar supposed to scale back attacks on a 

cloud system. very similar to a wake-up call on a fence 

or a property, deterrent controls usually cut back the 

threat level by informing potential attackers that there'll 

be adverse consequences for them if they proceed. 

(Some contemplate them a set of preventive controls.) 

 

(b)Preventive controls 

 

Preventive controls strengthen the system against 

incidents, usually by reducing if not really eliminating 

vulnerabilities. sturdy authentication of cloud users, for 

example, makes it less possible that unauthorized users 

will access cloud systems and additional possible that 

cloud users ar completely was known. 

 

(c)Detective controls 

 

Detective controls are supposed to observe and react 

suitably to any incidents that occur. Within the event of 

AN attack, a detective management can signal the 

preventative or corrective controls to handle the 

difficulty. [8] System and network security 

observation, as well as intrusion detection and bar 

arrangements, are usually utilized to observe attacks on 

cloud systems and also the supporting communications 

infrastructure. 

 

2. Corrective Controls 

 

Corrective controls cut back the implications of an 

occasion, commonly by limiting the harm. They are 

available into impact throughout or once an occasion. 

Restoring system backups so as to reconstruct a 

compromised system is AN example of a corrective 

management. 

 

3. Cryptography 

 

Several trends are contributive to a growing need to 

``outsource'' computing from a (relatively) weak 

machine device to an additional powerful computation 

service. take into account cloud computing, wherever 

businesses purchase computing time from a service, 

instead of purchase, provision, and maintain their own 

computing resources. generally, the applications 

outsourced to the cloud art, therefore, crucial that it's 

imperative to rule out accidental errors throughout the 

computation, plus malicious behavior from the cloud 

service supplier.  

 

The proliferation of mobile devices, like sensible 

phones and netbooks, provides one more venue during 

which a computationally weak device would love to be 

ready to source a computation, e.g., a scientific 

discipline operation or a photograph manipulation, to a 

third-party and nevertheless get a powerful assurance 

that the result came is correct. 

 

In all of those situations, a key demand is that the 

number of labor performed by the consumer to come 

up with and verify work instances should be 

considerably cheaper than playing the computation on 

its own. it's additionally fascinating to stay the work 

performed by the employees as shut as attainable to the 

number of labor required to cipher the initial operate. 

Otherwise, the employee could also be unable to 

complete the task in a very cheap quantity of your time, 

or the value to the consumer might become 

preventative. 

 

Group members ar actively researching ways for 

economically verifiable computation, i.e. schemes that 

enable a consumer to with efficiency verify the results 

of associate outsourced computation, by finance 

abundant less work than needed by the computation 

itself. 

 

4. AES 

 

 Implementing AES algorithmic rule AES could be a 

block cipher with a block length of 128 bits. It permits 

3 totally different key lengths: 128, 192, or 256 bits. we 

have a tendency to propose AES with 128-bit key 

length. The encoding method consists of ten rounds of 

a process for 128-bit keys. apart from the last spherical 

in every case, all alternative rounds ar identical. sixteen 

computer memory unit encoding key, within the kind 

of 4-byte words, is expanded into a key schedule 

consisting of forty-four 4-byte words. The four x four 

matrix of bytes made of 128-bit input block is 

remarked because of the state array. Before any round-

based process for encoding will begin, input state is 

XORed with the primary four words of the schedule. 

For encoding, every spherical consist of the subsequent 
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four steps: Sub Bytes – a non-linear substitution step 

wherever every computer memory unit is replaced with 

another consistent with an operation table (S-

Shift Rows – a transposition step wherever every row 

of the state is shifted cyclically a definite variety of 

times  Mix Columns – a mixture operation that operates 

on the columns of the state, combining the four bytes in 

every column. AddRoundKey – every computer 

memory unit of the state is combined with the spherical 

key; every spherical key's derived from the cipher key 

employing a key schedule. 

 

 
For the ultimate spherical solely 3 steps square measure 

performed: SubBytes, ShiftRow, and AddRoundKey  

 

SubBytes the aim of this step is to provide ample 

resistance from differential and linear cryptanalytics 

attacks. this is often computer memory unit-by-byte 

substitution wherever every byte is substituted 

severally victimization Substitution table (S-box). 

every input computer memory unit is split into 24-bit 

patterns, representing associate number worth between 

zero and fifteen which might then be taken as hex 

values. At the intersection of row and column, worth 

given is substituted. There square measure sixteen 

distinct byte-by-byte substitutions. S-box is made by a 

mixture of GF (28) arithmetic and bit 

 
ShiftRows the aim of this step is to supply diffusion of 

the bits over multiple rounds. The row zero within the 

matrix isn't shifted, row one is circular left shifted by 

one computer memory unit, row two is circular left 

shifted by 2 bytes, and row three is circular left shifted 

by 3 bytes. 

 
 

MixColumns Like the previous step, the aim of this 

step is to produce diffusion of the bits over multiple 

rounds. this can be achieved by performing arts 

multiplication one column at a time. every price within 

the column is increased against each row price of a 

typical matrix. The results of that multiplication area 

unit XORed along. For the e.g. price of initial computer 

memory unit B1’’ is increased with 02, 03, 01 and 01 

and XORed to supply new B1’’’ of the ensuing matrix. 

The multiplication continues against one matrix row at 

a time against every price of a state column. 

 

 
 

AddRoundKey during this step, the matrix is XORed 

with the spherical key. the first key consists of 128 

bits/16 bytes that square measure diagrammatical as a 

4x4 matrix. This four words key wherever every word 

is of four bytes is reborn to a forty-three words key. the 

primary four words represent W[0], W[1], W[2], and 
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W[3] the remainder of enlarged key i.e. W[4] to W[43] 

is generated as follows:-  

 for (i=4; i&lt;44; i++)  

{ 

  T = W[i-1]; 

 if (i mod four = = 0)  

T = Substitute (Rotate (T)) XOR RConstant [i/4];  

  W[i] = W[i-4] XOR T;  

 } 

 Here  Rotate means that - perform a 1 computer 

memory unit left circular rotation on the 4-byte word. 

Substitute means that - perform a computer memory 

unit substitution for every computer memory unit of the 

word, exploitation S-box, additionally employed in the 

SubBytes step. RConstant means that – spherical 

Constant (size of four bytes) that is XORed with the 

bytes. The right 3 bytes of the spherical constant square 

measure zero. during this method, W [4]… W [43] of 

the key schedule square measure generated from the 

initial four words. Although, overall, the constant steps 

square measure employed in secret writing, as in 

cryptography, the order during which the steps square 

measure administrated is completely different. 
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