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ABSTRACT

We advise new ciphertext policy attribute-based encryption (cp-abe) schemes in which the get entry to coverage is

defined by using and-gate with wildcard. inside the first scheme, we present a brand new technique that uses only

one organization element to represent an characteristic, while the prevailing abe schemes of the equal type want to
use three one of a kind organization factors to represent an attribute for the three viable values (specifically, nice,

negative, and wildcard). our new approach ends in a brand new cp-abe scheme with steady ciphertext size, which,
however, cannot cover the get admission to policy used for encryption. the principle contribution of this paper is to

endorse a brand new cp-abe scheme with the property of hidden get right of entry to policy by extending the

approach we used inside the creation of our first scheme. specially, we display a way to bridge abe based totally on
and-gate with wildcard with inner product encryption and then use the latter to obtain the purpose of hidden get

admission to coverage. we show that our 2nd scheme is secure underneath the standard decisional linear and

decisional bilinear diffie-hellman assumptions.

Keywords: Attribute based encryption, hidden policy, inner product encryption, Viéte’s formula

I. INTRODUCTION

Access control (i.e., authentication and authorisation)
plays an critical function in many facts systems.
amongst all the prevailing cryptographic gear, attribute
based encryption (abe) has supplied an powerful way
for finegrained get entry to manage. abe, that's an
extension of identitybased encryption (ibe) [4], [23],
permits an access structure/coverage to be embedded
into the ciphertext (that is mentioned as ciphertext-
policy abe, or cp-abe) or consumer mystery key (this is
known as key-coverage abe, or kp-abe). in a cp-abe, the
consumer’s attributes used for key generation should
fulfill theget entry to coverage used for encryption on
the way to decrypt the ciphertext, even as in a kp-abe,
the person can only decrypt ciphertexts whose
attributes satisfy the policy embedded in the key. we
will see that get admission to control is an inherent
feature of abe, and via the usage of some expressive get
entry to systems, we can efficaciously gain fine-grained
get entry to control. seeing that its creation inside the
seminal paintings of sahai and waters [21], abe has
been significantly studied in recent years(e.g., [2], [3],
[7], [8], [11], [12], [17], [26]). there are exclusive

CSEIT172479 | Received : 18 July 2017 | Accepted : 29 July 2017 | July-August-2017 [(2)4: 257-262]

approaches to outline an get entry to structure/coverage
for abe the bushy ibe given by using sahai and waters
[21], which can be handled as the first kp-abe, used a
specific threshold ccess policy. later, the linear secret
sharing scheme (Isss) realizable (or monotone) get right
of entry to structure has been followed by many next
abe schemes [3], [11], [12], [26]. in [7], cheung and
newport proposed any other way to define get entry to
shape the use of and-gate with wildcard. to be greater
unique, for each attribute inside the universe, there are
two possible values: fantastic and terrible. a person’s
attributes are then defined through a series of
tremendous and poor symbols w.r.t. every
characteristic inside the universe (assuming that the
attributes are located so as within the universe). an
access structure is also described through a series of
effective and bad symbols, plus a special wildcard (i.e.,

“don’t care”) symbol.

Cheung and newport confirmed that by using the usage
of this easy get admission to shape, that is enough for
many applications, cp-abe schemes may be constructed
based on popular complexity assumptions. ultimately,
numerous abe schemes [6], [9], [20], [28] have been
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proposed following this specific get right of entry to
structure.

A. The Work

On this paintings, we discover new techniques for the
construction of cp-abe schemes based totally at the and-
gate with wildcard get right of entry to shape. the
prevailing schemes of this kind want to use 3 different
elements to symbolize the 3 viable values — wonderful,
bad, and wildcard — of an attribute within the get right
of entry to shape. on this paper, we recommend a new
construction which makes use of handiest one element
to represent one attribute. The most important concept
at the back of our creation is to apply the “positions” of
various symbols to carry out the matching among the
access coverage and consumer attributes. specially, we
positioned the indices of all of the wonderful, bad and
wildcard attributes described in an get admission to
shape into 3 units, and with the aid of the usage of
theapproach of viéte’s formulas [22], we allow the
decryptor to do away with all the wildcard positions,
and carry out the decryption effectively if and best if
the closing consumer attributes healthy the ones
defined in the get right of entry to structure. our new
method leads to a brand new cp-abe scheme with
consistent ciphertext length.even though a comfortable
abe can well defend the secrecy of the encrypted data
against unauthorised get entry to, it does no longer
protect the privacy of the receivers/decryptors by
default. this is, given the ciphertext, an unauthorised
person may also nevertheless be capable of achieve
some facts of the statistics recipients. as an instance, a
health organisation wants to send a message to all of
the patients that deliver positive illnesses. then the
attribute universe will incorporate all the diseases, and
an get right of entry to coverage will have the format
“++—xx+, . ” wherein “+” (“—) indicates high quality
(terrible) for a selected disorder. if a cp-abe cannot
cover the get admission to policy, then from the truth
whether a person can decrypt the message or not,
human beings can immediately study a few sensitive
information of the person. therefore, it's also very
import an to hide the get admission to coverage in such
applications. but, most of the prevailing abe schemes
based totally on and-gate with wildcard cannot achieve
this belongings. to cope with this trouble, we further
observe the trouble of hiding the get right of entry to
policy for cp-abe primarily based on and-gate with
wildcard. as the principle contribution of this work, we

make bigger the method we've got used in the first
production to bridge abe primarily based on and-gate
with wildcard with internal product encryption (ipe) [1],
[14], [24].

specially, we present a way to convert an get entry to
coverage containing wonderful, terrible, and wildcard
symbols into a vector x that's used for encryption, and
the person’s attributes containing effective and bad
symbols into every other vector y that is utilized in key
era, after which apply the approach of ipe to do the
encryption. again, we use the positions of unique
symbols and the viete’s formulation [22] to carry out
the conversion. the details are supplied in segment iv-a.
in table i, we supply a comparison amongst cp-abe
schemes that are primarily based on the and-gate get
admission to shape or have constantsize ciphertext. we
use p to denote the pairing operation, n the variety of
attributes in an access shape or attribute listing, m the
variety of all viable values for each characteristic, and
w the range of wildcard in an get right of entry to shape.
we are able to see that amongst all of the schemes
which can guide wildcard and offer hidden get
admission to coverage, our scheme 2 gives the
greatoverall performance for the reason that ciphertext
length and the decryption value rely most effective at
the variety of wildcard in an get admission to shape.

B. Paper Organization

We present the preliminaries and safety definitions in
section ii, that is followed by using our first scheme in
phase iii.we then gift the second one scheme with
security evidence in segment iv. the paper is concluded
in segment V.

II. PRELIMINARIES

Bilinear Map and Its Related Assumptions

Let G and GT be two multiplicative cyclic groups of
same prime order p. Let e : G x G — GT be a bilinear
map with the following properties:

. Biliigeariry: e(u”, Vb) = e(ub, v?®)=e(u,
v)". foranyu, ve Ganda, beZ,.
* Non-Degeneracy: e(g, g) = 1.

Definition 1 : The Decisional Bilinear Diffie-
Hellman
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(DBDH) problem in G is defined as follows: given a
tuple (g, g*, &’ g°, T') € G* x Gy, decide whether T =
e(g, g)™ or T = e(g, g where a, b, ¢, r are randomly
selected from Z , . An algorithm 4 has advantage in
solving the DBDH problem in G if

AdvPM k) =Pr{ A(1*, g g & ¢ Z)=1|Z=e(g,
abc
2]

1. Prld(1*, gg". ¢ g Z)=1Z=g"1<.

We say that the DBDH assumptions holds in G if is
negligible for any PPT algorithm 4.

Definition 2: The Decisional Linear (DLIN) problem in
G defined as follows: given a tuple (g, g°, g°, ¢* ¢*. Z)
€

G’ x Gy , decide whether 7' = gb( 4 or Z in random in
G. An algorithm 4 has advantage in solving the DLIN
problem in G if

AdvP™™N (%)

Pr{A(1*, g g, g g“ g". Z)=1Z=g"“" -
Pr{ A1, g ¢, & g ¢ Z)=1|Z=¢]<

where a, b, ¢, d, r Eg Z , . We say that the DLIN
assumptions holds in G if is negligible for any PPT
algorithm 4.

B. Access Structure

Let U = {Attl, Att2, ..., AttL } be the universe of the
attributes in the system. Each Atti is represented by a
unique Value Ai . When a user joins the system, the
user is tagged with an attribute list defined as S = {S1,
S2, ..., SL } where each symbol Si has two possible
values: ‘+’ and ‘—’. Let

W = {S1, S2, . . ., SL} denote an AND-gate with
wildcard access policy where each symbol S
1 has three possible values:

‘o [

b b

and ‘*’. The wildcard
care”(i.e., both positive and negative attributes are
accepted).We use he notation S | W to denote that the
attribute list S of a user

satisfies W.

means “don’t
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For example, suppose U = {Attl = CS, Att2 = EE,Att3
= Faculty, Att4 = Student}. Alice is a student in the CS
department; Bob is a faculty in the EE department;
Carol is a faculty holding a joint position in the EE and
CS departments. Their attribute lists are illustrated in
Table II. The access structure W1 can be satisfied by
all the CS students without being in the EE department,
while W2 can be satisfied by all CS students and
faculties excluding those in EE.

C. CP-ABE Definition

A ciphertext-policy attribute based encryption scheme
consists

of four algorithms: Setup, Encrypt, KeyGen, and
Decrypt.

Setup(A,U): The setup algorithm takes security
parameters and attribute universe description as
input. It outputs the public parameters PK and a
masterkey MSK.

*  Encrypt(PK, M, W): The encryption algorithm
takes as input the public parameters PK, a message
M, and access structure W over the universe of
attributes, and outputs aciphertext CT.

* Key Generation(MSK, L): The key generation
algorithm takes as input the master key MSK and a
set of attributesL € U, and outputs a private key
SK.

*  Decrypt(PK, CT , SK): The decryption algorithm
takes as input the public parameters PK, a
ciphertext CT, and a private key SK, and outputs a
message M or a specialsymbol ‘L’.

e E. Security Definition for CP-ABE With Hidden
Access PolicyWe define the Selective IND-CPA
security for CP-ABE withhidden access policy via
the following game.

* Init: The adversary commits to the challenge access
policies WO,W1.

*  Setup: The challenger runs the Setup algorithm and
gives PK to the adversary.

e Phase 1: The adversary submits the attribute list L
for a

*  KeyGequery If(LIWOAL|W1)or(L|IWOAL| W1), the
challenger gives the adversary the secret key SKL .
The adversary can repeat this polynomiallymany
times.

* Challenge: The adversary submits messages MO,
M1 to the challenger. If the adversary obtained the
SKL whose associated attribute list L satisfies both
WO and W1 in Phase 1, then it is required that MO
= MI1. The challenger flips a random coin § and
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passes the ciphertext Encrypt (PK, M ,Wp ) to the
adversary.

* Phase 2: Phase 1 is repeated. If MO = M1, the
adversary cannotsubmitLsuchthatL. WO AL [W1.

*  Guess: The adversary outputs a guess of .

We say a CP-ABE scheme with hidden access policy is
secure if for any probabilistic polynomial-time adversary A,
AdvIND—CPA

A (k) = [Pr[p = B] — 12| is negligible in the security parameter k.

Full Security : In the above selective security model,
the adversary is required to commit the challenge
policy before seeing the system parameters. In the full
security model, the adversary can choose the challenge
policy in the Challenge phase, which makes the model
stronger. However, similar to many other C P-ABE
schemes given in Table I, we cannot directly prove the
security of our schemes in the full security model. We
should note that there are transformations from the
selective security to full security [15], and we can apply
the same transformation to our schemes presented in
this paper. However, the transformed schemes will be
based on composite Order pairing groups, and
hencelessefficient.

III. OUR FIRST CONSTRUCTION

In this section, we present our first scheme based on
than AND -Gate with wildcard access policy. Below is
the main idea of our construction. We represent each
attribute in the universe by an element Ai .

Given an access structure W, we first define three sets
J,V, and Z where J contains the positions of all the
wildcard positions, and V and Z contain the positions
of all the positive and negative attributes, respectively.
We then represent eachpositive/negative attribute in an
access structure.

The set J is attached to the ciphertext and sent to
thedecryptor. In the decryption process, based on J , the
decryptor can reconstruct the coefficients Awj , and
generate

JEJ(Ai)ijiwj = (4i) wj €EJ(i~wj )

according to the Viete’s formulas, for each positive or
negative attribute A associated with the secret key. In
this way, all the wildcard positions will take no effect
during decryption. Below are the details of our
construction.
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IV. CP-ABE WITH HIDDEN ACCESS POLICY

Despite the fact that the cp-abe scheme supplied in the
previous segment can obtain consistent ciphertext size,
it can't hide the access coverage because the wildcard
positions need to be protected inside the ciphertext. on
this section, we enlarge the method utilized in our first
production to construct any other cpa-abe which can
hide the access coverage. one manner to attain the
attribute hiding property is to apply the internal product
encryption technique within the production of cp-abe.
such an method has been used in previous works on
coverage hiding cp-abe [5], [15], [16]. however, for the
reason that our cp-abe scheme is primarily based on the
viéte’s components, we cannot at once use the
preceding technique. in this paper, we propose a new
transformation approach that could cope with the
viete’s formula.

A. OUR CONCEPT

Our fundamental concept is to transform the access
policy and consumer attributes into vectors, after
which observe the technique of inner product
encryption to hide the get right of entry to coverage.
much like the primary scheme, we separate the
wonderful, negative, and wildcard symbols in an get
right of entry to shape into three sets: v, z, and j .
based totally on the set j , by using applying the viéte’s
formulation,

we can construct a polynomial api® with coefficients
k=0
(GO-: ala LS | G”).
Then we combine the set of positive positions V as:

=+ 3 T 6 -
ieVwjed
and the set of negative positions Z as:

1'[;5 = —Z H (l — w‘,-).

icZ wjel

B. Our Second Construction

Setup(lk ): Assume that we have L attributes in the
universe,and each attribute has two possible values:
positive and negative. In addition, we also consider
wildcard (meaning

“don’t care™) in access structures. Let N1, N2, N3 be
three upper bounds defined as:
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Nl <
access structure;

L: the maximum number of wildcard in an

N2 < L: the maximum number of positive attribute in
an attribute set S;

N3 < L: the maximum number of negative attribute in
an attribute set S.

C. Security Proof for Our Second Construction
Theorem 1: Assume the Decision Bilinear Diffie-
Hellman  assumption and Decisional Linear

Assumption hold in group G, then our CP-ABE scheme
is selective IND-CPA secure and policy hiding.

D. Indistinguishability Between Gameo and Gamel

Suppose that there exists an adversary A which can
distinguish the two games with a non-negligible
advantage, we construct another algorithm B which
uses A to solve the Decision Bilinear Diffie-Hellman
problem also with advantage. On input (g, A = ga, B =
gb,C=gc, 7)) € G4,

B simulates the game for A as follows.

* Setup: B selects random elements y1, y2, 61, 02,4,
{ul,i ni=1, {tl,i ini=1, {t2,i }ni=1, {wl,i }ni=l,
{z1,1 }ni=1,{z2,i }ni=1, in Zp.

E. Indistinguishability of Game2 and Game3

Suppose that there exists an adversary A4 which
candistinguishthese two games with a non-negligible
advantage ,we construct another algorithm B that uses
A to solvehe Decision Linear problem with advantage .
On input

(g, ga, gb, gac, gd , Z) € G6, B simulates the game for
A as follows.

* Setup: B selects random elements y1, y2, 61, 62,

A, Auli Yni=1, {e1,i tni=1, {2,i ni=1, {wl,i }ni=1,
{z1,i } ni=1,

{z2,i } ni=1, in Zp. Then it selects a random _ € Zp to
obtain {u2,i }ni=1, {w2,i }ni=1,w2, u2 under the
condition:

=ylu2,i —y2ul,i, =01w2,i—02wl,i.

The rest of the proof'is similar to the above proofs:

* the indistinguishability between Game3 and Game4
can

be proved in the same way as for Game2 and Game3;

* the indistinguishability between Game4 and Gamel
can

be proved in the same way as for Gamel and Game2;

* the indistinguishability of Game5 and Game6 can be
proved in the same way as for Game( and Gamel

V.CONCLUSION

In this paper, we provided two new buildings of
ciphertext coverage attribute primarily based
encryption for the and-gate with wildcard get entry to
coverage. our first scheme achieves regular ciphertext
length, but cannot conceal the access coverage.
alternatively, our 2d scheme can even disguise the
access coverage against the valid decryptors. we proved
that our 2d production is comfy under the decisional
diffie-hellman and the
assumptions.one shortcoming of our 2d production is
that its ciphertext length is no longer consistent, then

bilinear selection linear

proving this construction in absolutely comfy.we go
away the solution for this trouble as our future work.
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