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ABSTRACT 
 

Vehicular ad hoc networks (VANETs) are a quite prominent research area in the past a few years. One of the main 

problems of the Vehicular Ad Hoc Networks (VANETs) is achieving fast communication among the established 

total network. Therefore, achievements are not only reliable data delivery but also the fast authenticity and 

reliability. In the paper, we present how to obtain the fast communication in VANET system by using Transitive 

Trust Relationships concept and thus improving the performance of the authentication procedure of the whole 

network. Moreover, we implement TTRs in NS2 simulator. NAM is used for display the simulation results.  
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I. INTRODUCTION 

 
Vehicular Ad hoc Network (VANET) is a growing 

technology in which the vehicle nodes act as routers by 

using wireless medium to communicate with other 

nodes in their radio coverage. Vehicular ad hoc 

networks (VANETs) are a kind of mobile ad hoc 

network developed to enhance traffic safety and 

provide comfort applications to drivers. A vehicular ad-

hoc network (VANET) is neither restricted 

geographical area, nor it can be predictable due to its 

highly dynamic characteristics and requirements. 

VANET is a term used to describe the spontaneous ad 

hoc network formed over vehicles moving on the 

roadside. STDMA algorithm is already in commercial 

use in the system called automatic identification system. 

VANET is a network of vehicles and infrastructure 

points. Vehicles in VANET should incorporate the 

basic set of sensors such as front and rear radar that 

receive extra information from surroundings and  

positioning systems such as the Global Positioning 

System (GPS) are also found essential for drivers for 

getting assistance.  In modern era, a smart vehicle 

should be equipped with a communication system with 

potentially multiple interfaces, a central computing 

system, an Event Data Recorder (ERD) so that an 

intruder cannot obtain information and a Tamper Proof 

Device (TPD).  VANET uses a hardware known as 

TPD to provide security to nodes in communication 

process. The primary goal of VANET is to provide 

Road safety conditions to drivers as well as passengers 

in emergencies. 

 

 
 

Figure 1. Vehicle components in VANET 

 

The unique features of VANETs include fast moving 

vehicles that follow pre-determined paths i.e., roads 

and messages with different priority levels. VANET 

system domains categorized into, the vehicle domain, 

the mobile device domain and the infrastructure 

domain. The vehicle domain comprises all kinds of 

vehicles such as cars and buses. Using the on-board 



Volume 2 | Issue 5 | September-October-2017  | www.ijsrcseit.com | UGC Approved Journal [ Journal No : 64718 ]  350 

unit i.e. node, vehicles can communicate among 

themselves and with roadside units. The mobile device 

domain comprises all kinds of portable devices like 

personal navigation devices and smartphones. In 

addition, infrastructure domain contains all types of 

infrastructure used in VANET system. Within The 

roadside infrastructure domain, there are roadside unit 

entities like traffic lights. The central infrastructure 

domain contains infrastructure management centres 

such as traffic management centres (TMCs) and vehicle 

management centres. In VANET, system common 

ccommunication standards are IEEE 802.11p, 

IEEE1609. In VANET system, vehicles   divided as an 

LE, a MV and a TV. Communication types in VANET 

system divided as: V2I, and V2V. Internet Engineering 

Task force (IETF) defined MIPv4/v6 (Mobile Internet 

Protocol version4/6) and FMIPv6 (Fast) as mobility 

techniques. 

 

  
 

Figure 2. Communications in VANET 

 

If there is successful communication among vehicles 

then it is V2V communication otherwise, it is to be V2I 

communication. 

 

 
 

Figure 3.  Vehicles communication in VANET 

 

In order, to achieve fast communication in whole 

VANET, we use Transitive Relationship concept which 

is wonderful and prominent concept proposed by Ming-

Chin Chuang and J.-F. Lee [25]. Trust in computer 

science defined as a degree of subjectivity belief about 

the behaviour of a particular entity. 

 

A)  Trust characteristics  

 

Trust should be establish based on potential risks; it 

should be context depended; it should be depend on 

each party’s own interest. The relationship between 

trust, trustworthiness, and risk figured as:  

 
Figure 4. Communications in VANET 

 

Trust in MANET is dynamic, and subjective.  

 

B) Trust management approaches 

 

1) Policy based trust management  

2) Reputation based trust management 

3) Evidence based trust management 

4) Monitoring-based trust management 

5) Hierarchical vs. distributed  

In MANET Trust management obtained by  

1) Secure routing 

2) Authentication 

3) Access control 

4) Key management 

5) Transitive trust relationships and  

6) General level identification 

 
Figure 5. Transitive trust relationships 
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The remainder of this paper organized as follows: 

Section II contains a review of related work. Section III 

explains problem statement, section IV gives 

methodology. In Section V, we give the simulation 

results. In section VI, we give conclusion. In section 

VII, we give acknowledgment and at last, references 

given in Section VIII, which used for preparing this 

paper. 

 

II. RELATED WORK 
 

Existing vehicle-to-vehicle safety systems together 

with new cooperative systems using wireless data 

communication. Between vehicles, which can 

potentially decrease the number of accidents on the 

highway, road.It observed that one of the main 

problems of VANET is, getting slow communication 

among vehicles. It Means, achieving fast 

communication among nodes in VANET is must in 

order to overcome that problem. Therefore, in order to 

achieve fast and secure communication many schemes 

emerged by using many methodologies. Zhang [7] 

proposed a RSU-based message authentication scheme, 

which uses the symmetric key hash message 

authentication code, instead of a PKI-based message 

signature, in order to reduce the signature cost. 

Gowtham [17] achieved communication between nodes 

takes place in secured way by using security algorithms 

similar to ECDSA and TESLA. ECC [23] method by 

Menezes, S. Vnstone, and D. Hankerson achieves best 

security but low communication latency. So,  Ming-

Chin Chuang and J.-F. Lee [25]  proposed  Trust 

Extended Authentication Mechanism by using XOR 

operation and TTRs concept .  

 

III. PROBLEM STATEMENT 
 

It is necessary to bring the smart technologies in the ad 

hoc network environment for achieving efficient and 

reliable methods for fast data communication, Trust 

concept well studied in social networks. Golbeck 

observes social networks as platforms to build mutual 

trust between entities. However, trust concept in a 

social network and among infrastructure are different 

issues. Until the TTR concept introducing, not much 

work done for obtaining the fast communication for 

VANET. Therefore, to overcome slow communication 

problem in VANET system among vehicular nodes, we 

use Transitive Relationship concept. An enhancement 

of FMIPv6, a handover management technique used for 

simulation in a VANET scenario. 

 

IV.  METHODOLOGY 

 
Generally, In VANET system all vehicles before 

communication should be authenticate by a LE. Then 

only it can able to give authentication to nearby vehicle. 

This process establishes VANET environment quickly 

and gives short communication time among vehicular 

nodes in VANET thus results in increasing the 

communication capability. 

 

A) Transitive Trust Relationships 

 
 In Vehicle-Vehicle communication networks, 

communication possible among vehicular nodes. A LE 

authenticate nearby mistrustful vehicle into a trustful 

vehicle. As the number of LEs are finite, an LE is not 

always near to the OBU. Even if the user is well 

meaning, the Vehicle must still wait for the nearest LE 

and then perform the authentication procedure. Hence, 

there is an urgent need for an efficient and a reliable 

communication mechanism. To overcome this process, 

we follows transitive trust relationships. Let us 

consider that initially, there are three vehicles in a 

VANET system. A trustful vehicle (LE) and two other 

MVs carrying OBUs.  

Step 1) the state of the first mistrustful OBU becomes 

trustful and obtains the sufficient authorized 

authenticated parameter to authenticate the other 

mistrustful OBUs when it authenticated successfully 

with a LE. Then, it plays the temporary LE role and 

able to give the capacity of authentication to nearby 

mistrustful node.  

Step 2) then this OBU gives authentication to nearby 

vehicle and makes it into trustful vehicle i.e. temporary 

LE.  

Step 3) then that turning OBU can make change the 

mistrustful vehicle into trustful.  

This mechanism continues to establish big size 

VANET. This mechanism  shown in the following 

figure. 
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Figure 6. Transitive trust relationships 

 

Thus, the other mistrustful OBU can be authenticated 

by any trustful OBU without necessarily finding an LE, 

and all vehicles in a VANET can complete the 

authentication procedure quickly, In order to forming 

fast communicated VANET system.  

 

 
 

Figure 7. Flow chart of VANET TTRs operations 

 

V. METHODOLOGY 
 

NS2 is the simulating tool for analysing performance of 

network environment i.e. a network simulator predicts 

the behaviour of a computer network environment and 

it gives accurate understanding of system behaviour. It 

designed specifically for research in computer 

communication networks. Moreover, the network 

simulator is the bank of different network and protocol 

objects. NS2 is one of the most popular simulators used 

in network research. It is open source and freely 

available software and developed at the University of 

Berkeley. It is available for platforms FreeBSD, Linux, 

SunOS/Solaris, MAC OSX and all windows versions. 

In ns2 simulator, network protocol stack is written in 

C++ language for fast to run, OTCL for fast to data 

write in order to differentiate control and data path 

implementations. TCL scripting language writes for 

specifying scenarios, traffic patterns and events.  

Simulations of VANET often involve large and 

heterogeneous scenarios. 

 

A. Software Implementation 

 

 In implementing Transitive Trust Relationships, we 

used notepad++ for editing code, which is in Tool 

Command Language script, Network simulator version 

2, windows 7 operating system and XWin Server 

instead of bash shell. NAM [21] abbreviated for 

Network AniMator and it is used as a visualization tool 

for packet level animation. Nam is a TCL/TK 

animation tool for viewing network simulation traces 

and real world packet traces. Nam began at LBL.  

 

B. TTRs Screenshots 

 

Transitive Trust Relationships can be achieve in 

different ways by using different algorithms.  

 

  
 

Figure 8. Opening source file of VANET TTRs  

 

 
 

Figure 9. An LE and MVs before communication starts 
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Figure  10.  An LE communicating with a  MV 
 

 
 

 

Figure 11. After successful authentication that 

mistrustful vehicle turns into trustful vehicle 
 

 
 

Figure 12. Turned TV giving authentication to another 

MV 
 

 

 
 

Figure 13. At last, that MV turned into TV  
 
 

Thus, whole network will be change into trustful 

environment from mistrustful environment. Here, 

notice that we can achieve TTRs by using different 

algorithms. 
 

VI. CONCLUSION 

 
It concluded that for obtaining fast communication in 

VANETS, we use the TTR concept and thus we 

achieve fast communication mechanism in VANET 

system. In this paper, we studied the TTR concept for 

giving fast communication requirements to the VANET 

system based on the concept of transitive trust 

relationships to improve the performance of the 

authentication procedure. Confidentiality is not 

required in the VANET because generally packets on 

the network do not contain any confidential data.  
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