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ABSTRACT

We gift Script worker (SITAR), a technique to automatically repair unusable low-level check scripts. instrument
uses reverse engineering techniques to create Associate in Nursing abstract check for each script, maps it to
Associate in Nursing annotated event-flow graph (EFG), uses repairing transformations and human input to repair
the check, and synthesizes a replacement “repaired” check script. throughout this technique, instrument together
repairs the relation to the user interface objects utilised within the checkpoints yielding a final check script which
will be dead automatically to validate the revised computer code package. instrument amortizes the worth of human
intervention across multiple scripts by accumulating the human info as annotations on the EFG. to increase
computer code package responsibility and security. New cost-effective tools for computer code package quality
assurance unit of measurement needed thus this, paper presents associate degree automatic check generation
technique, referred to as Model-based Integration and System check Automation (MISTA), for integrated sensible
and security testing of computer code package systems. Given a Model-Implementation Description (MID)
specification, MISTA generates check code which will be dead instantly with the implementation beneath check. the
center specification uses a high-level Petri internet to capture every control- and data-related wants for sensible
testing, access management testing, or penetration testing with threat models. once generating check cases from the
check model in line with a given criterion, MISTA converts the check cases into practicable check code by mapping
model- level elements into implementation-level constructs. MISTA has enforced check generators for diverse
check coverage criteria of check models, code generators for diverse programming and scripting languages, and
check execution environments like Java, C, C++, C#, HTML-Selenium IDE, and golem Framework. MISTA has
been applied to the sensible and security testing of various real-world computer code package systems.

Keyword: Functional Testing, Model-Based Testing, Petri Nets, Security Testing, Computer Code Assurance.

I. INTRODUCTION execution. Automation permits further check cycles
due to repeatable checks and extra frequent check runs.
It in addition facilitates quick, economical verification
of demand changes and bug fixes, and minimizes

The widespread application of net and mobile
computing has significantly increased our dependence

on software- enabled systems. This dependence raises
very important problems regarding coding system
reliability and security as a results of a coding system
failure can end in fatal consequences. However, coding
system testing could also be a labor-intensive activity,
that often accounts for 5 hundredth or further of the pc
code development costs. to reinforce testing
productivity and reduce costs, it's extraordinarily
fascinating to automatize check generation and
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human errors. In this, we've got a bent to gift a tool-
supported technique mentioned as Model-based
Integration and System check Automation (MISTA),1
for integrated testing of system functions, access
management policies, and security threats. It uses
Predicate-Transition (PrT) nets as academic degree
expansive formalism for building helpful and security
check models. PrT nets unit of measurement high-level
Petri nets, a well-studied formal methodology for
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modeling and verification of coding system systems
[3]-[7].- previous work has in addition incontestable that
PrT nets unit of measurement capable of specifying
access management policies and security threats [8]-
[10]. as a results of check models such by PrT nets can
capture every data and management flows of check
wants, MISTA can generate complete model-based
check cases, yet as specific check inputs and check
oracles (expected results). Note that model-based check
cases do not appear to be nonetheless possible with the
SUT as a results of check models unit of measurement
abstract descriptions of SUT's behaviors. MISTA
provides academic degree expansive technique for
describing the relations between the model-level
elements soland so} the implementation-level
constructs at intervals the target language or check
surroundings thus on automatically work on the model-
level tests into possible code.

II. RELATED WORK

An excellent treatment of the realities shut test-suite
evolution and maintenence [28], they discuss varied
realistic use cases at intervals that take a glance at cases
unit of measurement extra, removed, and refactored in
follow. They to boot means, wholly completely
different from previous cases, take a glance at repair
may be a heap of advanced and hard-to-automate and
existing test-repair techniques that concentrate on
assertions is additionally unsuitable in follow. This
motivates North yank nation to repair real take a glance
at scripts that involves differing types of changes and
wishes domain knowledge to repair. we tend to tend to
reinforce the wide used EFG model by storing human
actions as new nodes/edges/labels at intervals the
model to accelerate the semi-automatic repair
methodology.

III. MODEL-IMPLEMENTATION

A. PrT Nets for Test Modeling

Multiple initial markings (states) area unit typically
associated with identical net structure. Suppose is AN
initial marking, and MkO(p) is that the set of tokens
residing in place P. A token in p is also a tuple of
ground terms&lt; X1,.....,.Xn&gt;. we have a tendency
to tend to together denote it as p(Xl1,.....,.Xn). . For a
zero-argument token &lIt; &gt;in p , we have a tendency
to tend to simply denote it as p. The tokens in AN
initial marking represent take a glance at info or system

settings (e.g., decisions and preferences) or every. in
AN extremely go-cart system, as AN example, token
product (VGN-Z17) and token quantity (3) represent
the merchandise VGN-Z17 and thus the number 3. A
transition might even be associated with a list of
variables as formal parameters. These variables
sometimes appear inside the connected arc labels. Fig.
one shows an easy PrT net, where holding, clear, on,
and handempty unit places (circles); and stack(x, y) is
also a transition (a rectangle). The guard condition of
stack(x, y) is x!=y (it is encircled in brackets in Fig. 1).
AN arrow (e.g., from holding to stack) represents a
regular arc; a line part with atiny low circle (e.g., from
handempty to stack) represents AN matter arc.

handempty on

clear

holdi
OKERg stack(x,y)

[x!=y]
Figure 1. A simple PrT net.

B. Model-Implementation Mapping

A MIM specification could also be a 7-tuple , where

the weather area unit as follows.
1) ID is that the identity of the SUT take a glance
ated against the take a look at model.
2)f0:OM Ol Ol is that the article operate that maps
the objects at intervals the take a glance at model to
the objects at intervals the SUT. Given Associate in
Nursing object x at intervals the take a glance at
model fO(x), is Associate in Nursing object at
intervals the SUT.
3) fc:T CODEI is that the part (or method) mapping
operate that maps transitions (component calls) at
intervals the PrT internet to code blocks (test
operations) at intervals the SUT.
4) fa:P CODEI is that the accessor operate that maps
the places at intervals the PrT internet to code blocks
(called accessor) at intervals the SUT. Associate in
Nursing accessor is sometimes a sequence of
assertions that scan and check system states.
5) fm:P CODEI is that the mutator operate that maps
the places at intervals the PrT internet to code blocks
(called mutators) at intervals the SUT. A mutator
could also be a chunk of code which is able to
modification system states.
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6) could also be an inventory of places at intervals
the PrT internet that area unit implemented as system
settings at intervals the SUT. These places area unit
stated as setting predicates.

7) h is that the helper code operate that defines user-
provided code to be clathrate at intervals the take a
glance at code.

IV. GENERATING MODEL-BASED TESTS

my = {clear(3), clear(6), ontable(3), ontable(6), handempty}
my = {clear(6), ontable(6), holding(3}

m; = {clear(3), ontable(3), holding(6)}

m; = {clear(3), on(3, 6), handempty, ontable(6)}

m; = {clear(6), on(6, 3), handempty, ontable(3)}

Figure 2. A reachability graph.

Algorithm 1 Generate tests for
coverage with robustness tests.

reachability

Input: PrT net

Output: transition tree with strength tests

Declare: root, newNode, currentNode area unit nodes
gueue could also be a gueue of
nodescleanSubstitutionsandrobustnessSubsequences
area unit lists of substitutions newMarking could also
be a marking

1. begin

2. initialization: queue @ ; root root manufacture a latest
node

3. for each initial marking mkoe mo , do

4. manufacture the initial state node as a baby of the
premise

5. add the node into queue

6.end for

7. whereas queue # @ do

8. currentNode initial node in queue

9. for each transition t €T, do

10. cleanSubstitutions all substitutions that make t
firable beneath currentNode.marking

11. for every © € cleanSubstitutions, do

12. newMarking the marking of firing t with © under
currentNode.marking

13. newNode.parent currentNode

14. newNode.marking newMarking

15. newNode.transitiont

16. newNode.substitution ©

17. newNode.isRobustness false

18. add newNode to currentNode.children

19. if newMarking has not occurred within the tree
20. add newNode to queue

21.end if

22. end for

23. robustnessSubstitututions substitutions that disablet
beneath currentNode.marking

24. for every O ¢ robustnessSubstitututions, do

25. newNode.parent currentNode

26. newNode.marking currentNode.marking

27. newNode.transitiont

28. newNode.substitution ©

29. newNode.isRobustness true

30. add newNode to currentNode.children

31. end for

32. end for

33. end while

34. come root

35. end

After data formatting, formula one initial creates a node
for each initial marking, and adds the node to the queue
for growth (lines 3-6). Then it takes a node from the
gueue for growth (line 8). for each transition, it finds
all substitutions that modify the transition below the
marking of this node (called clean substitutions, line
10), creating a successor node through the transition
firing for each substitution (lines 12-18), and shot the
new node into the queue for any growth if the state has
not appeared before (line 19-21). Substitutions area
unit computed through unification and backtracking
techniques supported the definition of transition
enabledness. A clean substitution for a transition is
obtained by unifying the arc label of each input or
substance place with the tokens throughout this place,
and evaluating the guard condition (an substance arc
indicates negation, though). once a substitution is
obtained, backtracking is applied to the unification
methodology until all clean substitutions area unit
found. The generation of strength tests (lines 23-31)
area unit attending to be mentioned below. although
formula one follows the ultimate structure of tree
generation and traversal, the computation of unpolluted
and strength substitutions distinguishes MISTA from
this work on testing with state machines. Computing
clean and strength substitutions could also be a
technique of finding actual parameters of variables to
dynamically verify state transitions so as that complete
take a glance at sequences could also be generated.
formula one returns the premise of the transition tree so
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as that the tree could also be traversed for take a glance
at code generation (line 34). in associate extremely
transition tree, each leaf node indicates a take a glance
at sequence, starting from its corresponding initial state
node to the leaf node. All the sequences generated from
identical initial state represent a take a glance at suite.
Therefore, a transition tree contains one or plenty of
take a glance at suites. MISTA provides a GUI to look
at transition trees.

V. GENERATING TEST CODE

Algorithm two below briefly describes but a check
class for the whole transition tree is generated for
associate object-oriented language (e.g., Java, C#, C++,
and VB). First, it creates the header (e.g., package and
import statements in Java) and conjointly the signature
of the check class (lines 2-3). once the SUT is also a
class or a cluster of classes, it to boot creates the
declaration of associate instance variable whose kind is
ID (lines 4-6). Then, for each initial state, it generates a
setup technique to line the SUT to the given state by
pattern the mutator operate (lines 7-17) (when there
aren't any user-provided setup methods). Given a token
p (al,.,ak) in associate initial state, the formula
transforms model-level objects ai to implementation-
level objects fOa(i) , then calls the mutator operate fm
(line 14). This approach is analogous for managing
system settings under control sequences (line 25). for
each check sequence retrieved from the tree, the
formula generates a check technique (lines 20-37). The
body of the check technique first invokes the
corresponding setup technique (line 22), then for each
call at intervals the sequence it configures the system
settings for the choice (lines 24-26), issues the choice
(line 27), and verifies oracle values of the choice (lines
28-33, see the definitions of oracle values). For part
call ti©i objects to implementation-level objects fOb(i) ,
then calls the part operate fc (line 27). The mapping of
objects conjointly applies to the generation of
assertions for oracles before the accessor operate
syllable is utilized (lines twenty 9 and 32). The check
technique to boot calls the teardown code if made
public (line 35). finally check ways square measure
completed, the check suite technique for each initial
state is made to execute the alpha code if made public,
invoke every take a look at technique, and perform the
omega code if outlined (lines 38-40). Finally, the
algorithmic program imports the user-defined code
(line 41), and creates the most technique (line 42).

Algorithm 2 Generate test code in an object-
oriented language (Java, C#, C++ or VB).
Input: transition tree
root, MIM=&lIt;ID,f0,fc,fa,fm,fs,h&gt;

Output: check code

Declare: initialStates could be a set of initial markings
initState is associate degree initial marking leafNodes
could be a set of leaf nodes

testSequences could be a set of check sequences
testSequence refers to 1 check sequence

1. begin

2. produce header consistent with h (e.g., package and
import statement in Java)

3. produce the signature of check category consistent
with ID and coverage criterion

4. if SUT could be a category or a cluster of categories
5. declare associate degree instance variable whose sort
is ID (ID is that the entry class)

6. end if

7. initialStates notice all initial markings from the kid
nodes of root

8. for every initState € initialStates, do

9. if SUT could be a category or a cluster of categories
10. produce an announcement for the declared instance
variable to reference a brand new object of ID

11.end if

12. produce the signature of a brand new setup
technique definition

13. for every p € P and every token &lt;al,..,ak&gt;in
place p in initState, do

14. produce fm(p(fO(al),...,f0(ak)))
technique body

15. end for

16. produce the closing a part of the setup technique

17. end for

18. leafNodes all leaf nodes by traversing the tree from
root

19. checkSequences all test sequences consistent with
leafNodes

20. for every
testSequenceMOK[t101&gt;M1k,...,[tnOn&gt;MOK €
testSequences, do

21. produce the signature of the check technique

22. decision the setup technique equivalent to the initial
state

23. for (i=1to n) do

24. for every input place p of ti such P ¢ Is and
&lt;al,...ak&gt;e Mki(p), do

within  the
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25. produce system setting code
fm(p(f0(al),...,f0(ak))) for p(al,..,ak)

26. end for

27. produce part decision code, fc(c(fO(bl),...,f0(bk))) ,
for ti©i=c(b1,..,bk)

28. for every p(al,..,ak) such &lt;al,..,ak&gt;e MKi(p),
do

29. produce
p(al,..,ak)
30. end for
31. for every p(al,..,ak) such &lt;al,..,ak&gt;e Mki-
1(p), but &It;al,..,ak&gt; Mki(p) , do

32. produce assertion ! fa(p(fO(al),...,f0(ak))) For
p(al,..,ak)

33. end for

34. end for

35. produce a decision to h(teardown) if outlined

36. produce the closing a part of the check technique
37. end for

38. for every initState € initialStates, do

39. produce a check suite execution technique together
with a decision to h(alpha) if outlined, a decision to
every check technique generated for initState, and a
decision to h(omega) if outlined

40. end for

41. import helper code h (teardown, local, etc.)

42. produce the most technique to incorporate a
decision to the check suite execution technique for
every initial state

43. end

produce

assertion fa(p(fO(al),...,f0(ak))) For

VI. CONCLUSION

We have given a way for automated generation of
practicable purposeful or security checks from a take a
look at model in conjunction with the mapping from
the modeling elements to the implementation
constructs. Complete model-level checks additionally
belis also} computed as a results of the check model
specifies every the management and also the data
dependencies of take a look at targets. The mapping
makes it attainable to rework the model-level tests into
the practicable sort. varied case studies have
incontestable that MISTA is economical and effective.

The main contribution of this paper could also be a
completely unique technique for integrated model-
based testing of system functions, access management
policies, and security threats. The technique can
generate practicable checks with relevancy a
ramification of coverage criteria of take a look at
models, delineate by PrT nets. It in addition supports

type of programming languages (e.g., Java, C#,C++,
VB), and check execution frameworks (e.g., JUnit,
number thirty four IDE, and automaton Framework).
thanks to the technique's protractile style, it's easy to
introduce a innovative check generator, target language,
or check execution atmosphere.
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