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ABSTRACT 

 

In the arena of digitized era, everyone needs internet connectivity for seeking and sharing of information. 

Starting from sharing information to social networking, each task requires internet. Some of the malware take 

advantage of this, and use user activities to activate. Hence the vector will be SDN (Software Defined Network) 

and SNS (Social Networking Sites). In both the cases, the user cannot be pretended to be a malware specialist or 

a computer professional who can detect the malicious activity easily. Although a lot of anti-malware tools are 

available, but it is good if the user can predict the malware. This paper focuses to analyze a malware easily and 

effectively, which a normal user can capture. 
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I. INTRODUCTION 

 

Malware infection is trending in SNS and SDN with 

the growth of new technologies. The recent topics in 

malware infection include Ransomware, ad fraud 

malware, android malware, botnets, banking Trojans 

and adware. This paper focuses on the static analysis 

of malware; including analysis of three malwares as 

examples. This research activity is based on simple 

concepts which a normal user can understand. The 

complete research is to detect (or can predict) 

malware existence in user computer. This paper 

considers the user is not a computer professional so 

we do not consider the malware family rather we 

focus on the files or process collected from user 

computer. Here three examples are given to make a 

general understanding about the malwares. 

 

Malware is a computer program which directly or 

indirectly affects another computer program [9]. To 

be a malware a computer program must satisfy either 

of the malware criteria as, follows. 

1. It must replicate itself and/or  

2. Copy, remove or modify other files or 

programs. 

 

In most of the cases, the computer malware is a PE 

(Portable Executable) file. The portable executable 

file has several sections. Out of the several sections, 

PE header is the most common one. The user can 

open any suspected file in an editor (like notepad). If 

the first two letters are found to be ‘MZ’, then the 

user may confirm that, the file is a PE file. One 

example is presented in Figure 3 and Figure 4. The 

file which is placed in the ‘startup’ will be initialized 

first when the computer system starts. So the most 

common classic place of malware is ‘startup’. The 

user can search the location before searching any 

other location in the system.  

 

The existing malware analysis is based on some tools 

and techniques. The most common tools used for 

malware analysis are x32dbg/x64dbg, API monitor, 

PE explorer etc. and virtual machine is the most 

common environment for malware analysis. Some 

malware uses anti-VME (anti virtual machine 

environment) technique [8]. This implies the 
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malware cannot be executed successfully in a virtual 

machine for analysis. There are two methods 

available for malware analysis, such as static malware 

analysis and dynamic malware analysis.  

 

In static malware analysis [10], the malware is 

analyzed before it runs in the device. It includes, 

disassembling the source program which is not 

possible for each case. In dynamic analysis, the 

malware is executed and monitored the behavior. 

Dynamic analysis can monitor the instructions by 

executing the malware in a virtual environment such 

that, it won’t affect the host operating system. The 

malware is then passed through behavioral study. In 

both the cases some merits and demerits are there but 

still static analysis beats dynamic analysis in speed 

[11,12]. 

II. RELATED WORK 

 

According to Andrew & Srinivas[1], signature based 

detection was good. So they focused on modifying 

the existing signature detection technique. They 

analyzed the malware and collected the API call 

sequence. Each windows API is mapped into 32 bit 

integer id number. The obtained signature is used for 

similarity measurement with the existing signature 

database. For similarity measurement Euclidian 

distance, sequence alignment and similarity function 

methods is used. The analysis is based on static 

scanning means no sandboxing, proxy testing or code 

de-obfuscation. This technique holds good for 

polymorphic and metamorphic malware. 

 

Madhu et al.[2], presented a methodology for 

composing signature of malware codes from Portable 

Executable is presented. They presented two methods 

for malware detection such as Static Analyzer for 

Vicious Executables (SAVE) and Malware Examiner 

using Disassembled Code (MEDiC). MEDiC uses 

assembly calls for analysis and SAVE uses API calls 

(Static API call sequence and Static API call set) for 

analysis. According to them, Assembly can be 

superior to API calls in that it allows a more detailed 

comparison of executable. API calls, on the other 

hand, can be superior to Assembly for its speed and 

its smaller signature. 

 

Karishma et al.[3] collect some data set from benign 

files and spyware files and then they used java 

programming for Hexadecimal dumps for byte 

sequence Generation. Then they generated n-gram, 

for that they used  hexadecimal dumps to converted 

into 'n' of fixed size and stored  in HashMap, for later 

updation in the database. These are used for feature 

extraction by using Frequency-based Feature 

Extraction (FBFE) approach. The features with high 

frequency are being considered for training the 

classifier. The features with low frequency are 

ignored after this step the classifier is trained for 

model training they used Naïve Bayes Algorithm for 

classifying.   The limitation of their approach is, 

regular explicitly searches for a process. 

 

Ankur[4] discusses about basic outline of malicious 

codes and especially spywares and their detection 

using different techniques and also they told that the 

installation of spyware normally involves Internet 

Explorer. The main reason is the popularity of 

internet explorer that has made it target of spywares. 

Its deep integration with the Windows environment 

makes it prone to attack into the Windows operating-

system. Internet Explorer also serves easy 

environment for spyware in the form of Browser 

Helper Objects, which modify the browser's behavior 

to add toolbars or to redirect traffic. 

 

Gerardo et.al.[5] introduces a detection technique 

that assume that a side effect of the most common 

metamorphic engines it is the dissemination of a high 

number of repeated instruction in the body part of 

virus. Also they evaluate their technique. That 

method is more effective for static analysis rather 

than dynamic analysis. They used frequency analysis 
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of instruction presetting disassemble code to detect 

the malware. 

Case study 

This paper considers three cases, where the malwares 

considered are, “New folder.exe”, “tongji.js” and 

“suchost..exe”. These malwares were in one of the 

infected device which was left infected purposefully. 

The files which are collected from the device are 

analyzed and discussed below as the case studies. 

 

Case-1: suchost..exe (svchost..exe) 

The ‘suchost..exe’ file is a PE (Portable Executable) 

file. This file runs another process called 

‘svchost..exe’ which sounds similar to svchost.exe. 

The svchost.exe is a system file which is well visible 

in the task manager of any computer system. To 

confirm this file as a malware, this file if processed in 

virustotal assuming that, all the anti-malware engines 

used in virustotal is updated. The below Figure 1. 

(showing suchost..exe is a malware, virustotal output) 

shows that out of 65, 60 malware engines confirms 

this file to be a malware.  

 

 
Figure 1. (showing suchost..exe is a malware, virustotal output) 

 

Whenever suchost..exe runs,  

1. It copies itself to two positions as (collected 

from source file) 

a. A p p D a t a \ R o a m i n g \ M i c r o s o f t \ 

W i n d o w s \ S t a r t   M e n u \ P r o g r a m 

s \ S t a r t u p  \ s v c h o s t . . e x e  

b. S y s t e m D r i v e  \ D o c u m e n t s   a n d   

S e t t i n g s   

\ U s e r s  \ D o c u m e n t s \ s u c h o s t . . e 

x e 

2. It creates two processes as suchost..exe and 

svchost..exe, which can be clearly visible in 

task manager. It may not run in win-xp 

environment and it requires .NET framework 

to run in post win-7 environment. 

3. Creates two registry keys  

a. (System drive 

:\...)\AppData\Roaming\Microsoft\Windows\S

tart Menu\Programs\Startup\svchost..exe 

b. (System drive :\...)\Documents\suchost..exe 

4. The two registry keys given above are placed in 

four registry locations such as, 

a. HKEY_CLASSES_ROOT/Local 

Settings/Software/Microsoft/windows/ 

shell/MuiCache 
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b. HKEY_CURRENT_USER/Software/Classes/L

ocal Settings/Software/ 

Microsoft/windows/shell/MuiCache 

c. HKEY_USERS/s-1-5-21-2528868183-

3685655094-3686021654-1000/ 

Software/Classes/Local 

Settings/Software/Microsoft/windows/shell/ 

MuiCache 

d. HKEY_USERS/s-1-5-21-2528868183-

3685655094-3686021654-1000_Classes/ 

Local Settings/Software/Microsoft/windows/ 

shell/MuiCache 

5. The Checksum information collected from 

win-xp sp2, 32 bit environment is as shown in 

Figure 2 . (Showing Checksum information of 

suchost..exe): 

 

 

 

 

 
 

Figure 2 . (Showing Checksum information of suchost..exe) 

 

To be clear about this file, the user may open this file 

in a notepad or the user may use some external 

software for analysis. Some portions of ‘suchost..exe’ 

is presented in the figures. From the Figure 3: (Shows 

‘MZ’ are the first two letters) and Figure 4: (Shows PE 

header of suchost..exe) it is clear that the file starts 

with letter ‘MZ’ and the file is a PE (Portable 

Executable) file.  

 

 
Figure 3. (Shows ‘MZ’ are the first two letters) Figure 4.  (Shows PE header of suchost..exe) 

 

In 32 bit environment the file shows a message dialog 

box, whose message body is “drive not ready” and 

this is an infinite loop hence the user will be unable 

to close the dialogue box. The message box is shown 

in Figure 5. (Drive not ready message by suchost..exe) 

below. 
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Figure 5. (Drive not ready message by suchost..exe) 

Case-2: tongji.js 

 

<script type="text/javascript" src="http://web.nba1001.net:8888/tj/tongji.js"> 

</script> 

Figure 6. (Embeded malicious source in an HTML file) 

 

The code statement is collected from one of the infected device. This is a malware which appends its execution 

code statement to an HTML file. This statement calls the original javascript program using the URL and 

executes it whenever the html program is connected to the network. The architecture of this malware is shown 

in Figure 7. (Architecture of ‘tongji’ malware). 

 

HTML Document 

Malware Code (Append) 

Figure 7. (Architecture of ‘tongji’ malware) 

 

This URL is being analyzed with virustotal and the result is shown in Figure 8. (showing tongji link given 

above is malicious, virustotal output). 

 
Figure 8. (showing tongji link given above is malicious, virustotal output) 
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Case-3: NewFolder.exe 

This is another malware whose labeled sample Figure 9. (Sample of ‘NewFolder.exe’ malware) is as follows. 

 
Figure 9. (Sample of ‘NewFolder.exe’ malware) 

 

Another virus like NewFolder.exe places its original file somewhere else and the host file which calls the 

original file to be executed is placed in the memory like pen drive or any other location in the system. This 

virus gets executed in the background in hidden mode. Hence it is difficult to be traced. The system will slow 

down, if this virus is executed. Virustotal depicts out of 51malware engines, 41 malware engines shows the 

‘NewFolder.exe’ is a malware which is shown in Figure 10. (showing NewFolder.exe is malicious, virustotal 

output). 

 
Figure 10. (showing NewFolder.exe is malicious, virustotal output) 

 

III. CONCLUSION 

 

This paper is based on non-debugging and non-

disassembling technique, which is quite easy for a 

normal user. With a little knowledge about the text 

strings observed in the editor (when a file is opened), 

a malware can be detected. If there is a little 

knowledge of API is there, then it is very much easy 

for a normal user. Different authors used static 

methodology but, they mean to discuss the malware 

DOS Header 

PE section starts 

.text header 
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before execution. Here the files are analyzed before 

execution. If at all the file is executed, then the user 

can analyze the malware. Here www.virustotal.com 

is used for malware confirmation. For the analysis, 

the user can use the common strings which are quite 

helpful for most of the cases. The examples given are 

real-time examples and based on the view of a 

normal user. 
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