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ABSTRACT 
 

Cloud computing is emerging as a promising paradigm for computing and is drawing the attention from both 

academia and industry. The cloud-computing model shifts the computing infrastructure to third-party service 

providers that manage the hardware and software resources with significant cost reductions. It is emerging as a 

new computing paradigm in the medical sector besides other business domains. Large numbers of health 

organizations have started shifting the electronic health information to the cloud environment. Introducing the 

cloud services in the health sector not only facilitates the exchange of electronic medical records among the 

hospitals and clinics, but also enables the cloud to act as a medical record storage center. Moreover, shifting to 

the cloud environment relieves the healthcare organizations of the tedious tasks of infrastructure management 

and also minimizes development and maintenance costs. Storing the medical data in cloud makes the treatment 

efficient by retrieving patient’s medical history from the database before going for the treatment and get to 

know about the health issues of the patient. 
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I. INTRODUCTION 

 
A system which handles the medical history of each 

individual of the country and provides access to all 

registered hospitals to read or update the data. The 

hospital which accesses the database must be 

registered and must have got a license. The license 

number is used as a unique code to access the 

database. The details of the patients will be stored 

and an identification number will be generated when 

their data are stored into the database for the first 

time after the implementation of the system. 

 

There is no such system which manages the medical 

data of each individual in the country. Existing 

systems store the data of only a particular 

organization or group of organizations but not all. 

 

 

A.Objective of the work 

 

a) Store vast amount of medical data 

b) Efficient treatment through the data reference 

c) Reduce the difficulties to keep the data safe 

d) Easy Retrival of Patients details at any time. 

 

B.Existing System 

 

Cloud based health system’s main focus is the 

patient’s data collection, storage, access, analysis, and 

presentation etc. 

 

II. RELATED WORK 
 

Sawand, S. Djahel, Z. Zhang, and F. Naït-Abdesselam 

[1], The patient-centric health monitoring plays a 

vital role in e-healthcare service, involving a set of 

important operations ranging from medical data 
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collection and aggregation, data transmission and 

segregation, to data  

 

The current patient data collection techniques are 

time consuming, inefficient, laborious. It is also 

obvious that currents technique is violating the real 

time data access for monitoring the patients. 

 

In m-health care social networks, the personal health 

information is always shared among the patients 

located in respective social communities suffering 

from the same disease for mutual support, and across 

distributed health care providers equipped with their 

own cloud servers for medical consultant. However, 

it also brings about a series of challenges, especially 

how to ensure the security and privacy of the 

patient’s personal health information from various 

attacks in the wireless communication channel such 

as eavesdropping and tampering. 

 

C. Proposed System 

 

Cloud based health system solution is based on the 

concept of “Cloud Computing” a distributed 

computing system where a pool of virtualized, 

dynamically-salable, managed computing power, 

storage, platforms, and services are delivered. This 

system provides an environment where patient’s 

records are stored and it will be referenced by the 

doctors to improve the efficiency of the treatment. 

 

This handles the medical history of each individual 

of the country and provides access to all registered 

hospitals to read or update the data. The hospital 

which accesses the database must be registered and 

must have got a license. The license number is used 

as a unique code to access the database. The details of 

the patients will be stored and an identification 

number will be generated when their data are stored 

into the database for the first time after the 

implementation of the system. 

 

Whenever they go for a treatment, their medical data 

will be stored into the database using their 

identification number. For security reasons, any 

person who wants to view their data will be allowed 

only to read the data. They will not be given access 

to update the database. For hospitals to update the 

database they require the license number along with 

the identification number of the person whose 

record has to be store. 

 

analytics. This survey paper firstly presents an 

architectural framework to describe the entire 

monitoring life cycle and highlight the essential 

service components. More detailed discussions are 

then devoted to at patient side, which we argue that 

it serves as fundamental basis in achieving robust, 

efficient, and secure health monitoring. 

 

M. S. Shin, H. S. Jeon, Y. W. Ju, B. J. Lee, and S. P. 

Jeong [2], In today’s era of aging society, people want 

to handle personal health care by themselves in 

everyday life. In particular, the evolution of medical 

and IT convergence technology and mobile smart 

devices has made it possible for people to gather 

information on their health status anytime and 

anywhere easily using biometric information 

acquisition devices. Healthcare information systems 

can contribute to the improvement of the nation’s 

healthcare quality and the reduction of related cost. 

However, there are no perfect security models or 

mechanisms for healthcare service applications, and 

privacy information can therefore be leaked. In this 

paper, we examine security requirements related to 

privacy protection in u-healthcare service and 

propose an extended RBAC based security model. 

We propose and design u-healthcare service 

integration platform (u-HCSIP) applying RBAC 

security model. The proposed u-HCSIP performs four 

main functions: storing and exchanging personal 

health records (PHR), recommending meals and 

exercise, buying/selling private health information or 

experience, and managing personal health data using 

smart devices. 

 

M. Rushanan, A. D. Rubin, D. F. Kune, and C. M. 

Swanson [4]. Balancing security, privacy, safety, and 
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utility is a necessity in the health care domain, in 

which implantable medical devices (IMDs) and body 

area networks (BANs) have made it possible to 

continuously and automatically manage and treat a 

number of health conditions. In this work, we survey 

publications aimed at improving security and privacy 

in IMDs and health-related BANs, providing clear 

definitions and a comprehensive overview of the 

problem space. We analyze common themes, 

categorize relevant results, and identify trends and 

directions for future research. We present a visual 

illustration of this analysis that shows the 

progression of IMD/BAN research and highlights 

emerging threats. We identify three broad research 

categories aimed at ensuring the security and privacy 

of the telemetry interface, software, and sensor 

interface layers and discuss challenges researchers 

face with respect to ensuring reproducibility of 

results. We find that while the security of the 

telemetry interface has received much attention in 

academia, the threat of software exploitation and the 

sensor interface layer deserve further attention. In 

addition, we observe that while the use of 

physiological values as a source of entropy for 

cryptographic keys holds some promise, a more 

rigorous assessment of the security and practicality of 

these schemes is required. 

 

C. Bekara and M. Laurent-Maknavicius[7], The low-

cost, unattended nature and the capability of self-

organizing of sensors, yield the use of wireless sensor 

networks (WSN) very popular today. Unfortunately, 

the unshielded nature of sensors, their deployment in 

remote open (hostile) areas, and the use of wireless 

transmission medium, make them subject to several 

kinds of threats and attacks, like eavesdropping, 

intrusion, deny of services (DoS) attacks and nodes 

compromising. While most of threats and attacks can 

be prevented using cryptographic materials (i.e. 

shared pair- wise secret keys, certificates, etc.) 

provided by key management protocols, some other 

threats, like nodes replication attacks, can still go 

undetectable. Nodes replication attacks are harmful 

attacks, where an attacker compromising a node, uses 

its secret cryptographic key materials to successfully 

populate the network with several clones of it, in-

order to gain the control over the network or disturb 

the normal operation of the network. Several nodes 

replication detection protocols were proposed in the 

literature, but unfortunately, they require either a 

high computation, transmission and energy 

overheads, or that nodes know their exact locations 

coordinates, which limits their usability in most 

WSN scenarios. In this paper, we present a new 

protocol for securing and preventing against nodes 

replication attacks in static WSN, which requires no 

knowledge of nodes deployment locations, and 

introduces no significant overhead on the resource-

constrained sensors. 

 

III. PROPOSED SYSTEM ANALYSIS AND 

MODULES 

 

Cloud based health system solution is based on the 

concept of “Cloud Computing” a distributed 

computing system where a pool of virtualized, 

dynamically-salable, managed computing power, 

storage, platforms, and services are delivered. This 

system provides an environment where patient’s 

records are stored and it will be referenced by the 

doctors to improve the efficiency of the 

treatment.The Modules are 

 

a) Admin Modules 

b) Unique Id and Key verification 

c) Reports Upload 

d) Doctor Counseling 

e) User Entry Checking 

f) Database Report Search 

 

A. Admin Module. 

 

In this module, a User must Authorised in our 

application and there is a provider side must add the 

doctors and hospitals for the further counselling for 

Patients or Users. Even Doctor Profile, Doctors only 

able to known the Password for their view of 

Counselling Information. 
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b.Unique Id and Key verification. 

 

In this module, when every provider must have a 

unique hospital details and doctor list. When a User 

comes under in an application and accepts the 

Provider for further Proceeding Comes under in the 

booked Provider alone. 

 

c.Reports Upload. 

 

In this module, when a User booked his Provider 

along with Hospitality Functions and Doctor 

Specialist in an application. Once a User come back 

for further Process They made counselling to 

Particular Doctor. 

 

d.Doctor Counselling.  
 

We consider the server to be semi-trusted, that 

means the server will try to find out as much secret 

information in the stored PHR files as possible, but 

they will honestly follow the protocol in general. On 

the other hand, some users will also try to access the 

files beyond their privileges. For example, a 

pharmacy may want to obtain the prescriptions of 

patients for marketing and boosting its profits. 
 
e. User Entry Checking. 

 

In this Module, we had implemented main goal of 

the Project it denotes security for viewing our 

personal information to all roles in an application. To 

prevent that we had proposed to use Attribute Based 

Encryption Algorithm for the access to encrypt the 

Selected Details to Restrict to view by others. 
 
f. Database Report Search. 

 

In this module, admin can able to view overall users 

report, Users personal Records and User Counselling 

Records. In Such Case user had made encrypted their 

information it will visualization in cipher text format. 
 

IV. FUNCTIONING AND IMPLEMENTATION 
 
Implementation is the stage of the project when the 

theoretical design is turned out into a working 

system. Thus it can be considered to be the most 

critical stage in achieving a successful new system 

and in giving the user, confidence that the new 

system will work and be effective. The 

implementation stage involves careful planning, 

investigation of the existing system and its 

constraints on implementation, designing of methods 

to achieve changeover and evaluation of changeover 

methods. Data elements and data structures to be 

stored have been identified at analysis stage and are 

structured and put together to design the data storage 

and retrieval system. 

 

a.Block Diagram: 

 
b.Existing System Architecture: 

 

 
In m-health care social networks, the personal health 

information is always shared among the patients 

located in respective social communities suffering 

from the same disease for mutual support, and across 
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distributed health care providers equipped with their 

own cloud servers for medical consultant. However, 

it also brings about a series of challenges, especially 

how to ensure the security and privacy of the 

patient’s personal health information from various 

attacks in the wireless communication channel such 

as eavesdropping and tampering. 

 

Disadvantage: 

a) less security 

b) Not straightforward 

c) Various Attacks such as online and off attacks. 

d) Inefficient 

e) Time consuming 

f) Laborious for the staffs 

 

c.Proposed System Architecture 

 

This system provides an environment where patient’s 

records are stored and it will be referenced by the 

doctors to improve the efficiency of the treatment. 

This handles the medical history of each individual 

of the country and provides access to all registered 

hospitals to read or update the data. The hospital 

which accesses the database must be registered and 

must have got a license. The license number is used 

as a unique code to access the database. The details of 

the patients will be stored and an identification 

number will be generated when their data are stored 

into the database for the first time after the 

implementation of the system. Whenever they go for 

a treatment, their medical data will be stored into the 

database using their identification number. For 

security reasons, any person who wants to view their 

data will be allowed only to read the data. They will 

not be given access to update the database. 

 

Advantage: 

 

a) Achieving data confidentiality and identity 

privacy with high efficiency. 

b) Efficiently realizing access control of patient’s 

personal health information. 

 

c) Resist various kinds of malicious attacks and far 

outperforms previous schemes in terms of 

storage, computational and communication 

overhead. 

 

 
V. DATABASE DESIGN 

 

A database is a collection of interrelated data stored 

with minimum redundancy to serve many users 

quickly and efficiently. The general Objectives of the 

database design are to make the data access easy, 

inexpensive and flexible to the design. 

 

Data elements and data structures to be stored have 

been identified at analysis stage and are structured 

and put together to design the data storage and 

retrieval system user. 

 

The data in the system has to be stored and retrieved 

from database. Designing the database is the part of 

system. The input of a system can be defined as the 

information that is provided to the system. This is 

used for future processing by the system to obtain 

meaningful information, which helps in decision-

making. Input design is the process of converting 

user-oriented inputs to a computer-based format. 

Input is a part of overall system design, which 
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requires special attention. Inaccurate input data are 

the most common cause of errors in error processing. 

Input design can control errors entered by users. 

Entered data have to be checked for their accuracy 

and direction of errors. Appropriate error message 

have to be displayed. When an invalid data is entered, 

the user should not be allowed to type that data. 

 

VI. CONCLUSION 

 

In this work, proposed a system which monitors the 

health care details of each individual of the country. 

It comprises of modules like generating the unique 

ID and store and retrieve data of a person. The cloud 

computing is an emerging computing mode. It 

promises to increase the velocity with which 

applications are deployed, increase innovation, and 

lower costs, all while increasing business agility. The 

nature of cloud computing is useful for constructing 

the data center. To the new generation of cloud 

based health system, cloud computing is better 

approach in the future. 

 

VII. FUTURE WORK 

 

The need of an online certificate authority (CA) and 

one unique key encryption for each symmetric key k 

for data encryption at the portal of authorized 

physicians made the overhead of the construction 

grow linearly with size of the group. Furthermore, 

the anonymity level depends on the size of the 

anonymity set making the anonymous 

authentication impractical in specific surroundings 

where the patients are sparsely distributed. 
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