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ABSTRACT 
In both symmetric and asymmetric cryptosystems key plays a vital role in performing both encryption and 

decryption. Symmetric-key encryption is very fast but key management is a major issue. Asymmetric or public-

key encryption is slow in nature but key management is not a major issue because one key is derived from 

another. In both encryption algorithms the security of cryptographic algorithms depends on the size of the key. 

Normally, the key is shared in symmetric-key algorithm or derived in public-key algorithm, then encryption is 

performed using any one of the cryptographic algorithms. But, in this paper, a novel method is used  in 

generating the key in terms of 1-1 function  for encryption and the inverse of 1-1 function is used for 

decryption. For generating the key a multivariate polynomial, magic rectangle and Vandermonde Matrix are 

used. Based on 1-1 and inverse of 1-1 function encryption and decryptions are performed  respectively without 

using any existing cryptographic algorithm  

Keywords: Multivariate Polynomial, Magic Rectangle, Vandermonde Matrix, 1-1 function,  Inverse function 

and Key 

I. INTRODUCTION 

 
A cryptographic system [1] consists of a plaintext 

message space M, a ciphertext message space C, an 

encryption key space K, and the decryption key 

space K′, an efficient key generation algorithm G:N

KK′, an efficient encryption algorithm E:MK

C and an efficient decryption algorithm D:CK-1

M. For kK and mM, we denote by C=
ekE (m) and 

m=
dkD (C). There are two major classes of 

cryptosystems viz., private-key and public-key. In a 

private-key cryptosystem, encryption and decryption 

use the same key, i.e., ke= kd. But, in a public-key 

cryptosystem, encryption and decryption use 

different keys,  i.e., for every keK, ∃ kdK′ and 

ke≠kd.  

 

In symmetric-key cryptosystem, both sender and 

receiver must agree upon a key before any message is 

transmitted and key management is a major issue. In 

public key cryptosystem two keys are involved viz., 

private-key and public-key. Further, one key is 

derived from another key and key management is 

not a issue. Most public-key cryptosystems are based 

on integer factorization or discrete logarithms [2]. 

They suffered from major drawback, i.e., to maintain 

security. For that they must use very large key size 

which results in decreasing efficiency and large 

enough quantum computers can be built. To 

overcome this drawback, Multivariate Public Key 

Cryptosystem (MKPC) is normally used. MKPC uses 

multivariate polynomial system over finite field(Fp) 

which is an NP-complete problem. Several authors 

have proposed MKPC in which public map P or 

trapdoor one-way function is given as a set of m 

polynomial of a small degree d over n variables in a 

finite field Fp. If d=2, then it is called Multivariate 

Quadratic Public-key Cryptosystem (MQPC)[3]. An 

alternative to MKPC, a multivariate polynomial of 
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degree n is proposed to generate the key in this work 

which uses Vandermonde Matrix (VM) and Magic 

Rectangle (MR). Once the multivariate polynomial of 

degree n generated it is converted into single variate 

polynomial which is used for encryption. The inverse 

of single variate polynomial is  found which is then 

used for decryption.  

The rest of the paper is organized as follows. Section 

2 describes the related work. Mathematical 

background required for the proposed work is 

discussed in Section 3. Section 4 describes the 

proposed methodology used in this paper. An 

example of proposed methodology is discussed in 

Section 5. Finally, Section 6 ends with conclusion. 

 

II. RELATED WORK 

 

In [4], Lih-Chung Wang et al., have proposed a new 

encryption scheme namely A Medium Field 

Multivariate Public-key encryption Scheme (MFE) 

belonging to MQ and provided a performance and 

security review. They presented the classical 

trapdoors central to PKCs like RSA and ElGamal 

were relatively slow due to modular exponentiation 

and discrete logarithm respectively and argued that 

MQ-Schemes based PKC were usually faster and no 

known assisted attack on them. In [5], Ding et al. 

proposed a high order linerarization equation attack 

and resisted HOLE attack on MFE multivariate PKC. 

Xin Wang[6] et al. have proposed some improved 

scheme for public-key polynomials of degree four 

and operated on smaller fields. The security analysis 

obtained from the proposed scheme proved that it 

was more security. Yun-Ju Huang [7] studied a new 

multivariate MQ assumption that could be used to 

construct public-key encryption schemes. For that 

they gave two directions viz., asymptotic formulation 

of MQ problems and provided empirical evidence to 

confirm the hardness. They proved that the proposed 

public-key encryption was efficient because only 

ciphertext length L+poly(K) was needed to encrypt a 

message M. In [8], Farshid et al. proposed a 

multivariate key pre-distribution scheme (MKPS), 

which was based on the category of threshold 

schemes for WSNs to improve the security in the 

MKPS. In that, they assigned d tuples of nonnegative 

integers to the sensor nodes as their IDs that were 

used to distribute the shares of multivariate 

polynomials. Once the network deployment has been 

done, nodes with d-1 common keys were used to 

shares of polynomials stored in their memories. 

Rajesh[9] et al. proposed an efficient MKPC based on 

permutation p-polynomials over finite fields. They 

proved that decryption was much faster than other 

multivariate public-key cryptosystems and found 

that complexity encryption in the proposed MPKC 

was O(n3) and for decryption it was O(n2). 

 

III. MATHEMATICAL BACKGROUND 

 

The following mathematical preliminaries are 

required in performing encryption and decryption 

used in this paper 

 

3.1 Definition (1-1 function) 

A 1-1 function is said to be 1-1 in which no two 

elements of the domain A have the same image. In 

other words, a function  f  is said to be 1-1 (injective), 

iff whenever f(x)=f(y),  then x=y . For example, f(x) = 

3x – 5, f(x)=18x3+x2+31x+9 etc., are 1-1 function. 

 

3.2 Definition (Inverse function) Let f be a 1-1 

function with domain A and range B. Then its 

inverse function, denoted as f −1, has domain B and 

range A and is defined by f −1(y) = x  iff  f(x)=y for any 

y in B, i.e., the inverse of f, denoted by f −1, is the 

unique function with domain equal to the range of f 

that satisfies f (f −1(x)) =x,  for all x in the range of 

f[10]. 

For example, (i) if y=f(x) = 3x – 5, then x=f-

1(y)=(y+5)/3 

(ii) if y=f(x) =18x3+x2+31x+9, then  
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3.3 Definition (Vander monde matrix) 

A Vandermonde matrix[11] is sometimes also called 

an alternant matrix. It is a type of matrix that arises 

in the polynomial least squares fitting.   A 

Vandermonde matrix[12] of order                                                   

is of the form 

 

 

 
Figure 1. Vandermonde Matrix Figure  2. Vandermonde Matrix 

 

It is noted that in Vandermonde matrix shown in 

Figure 1 and Figure 2 are the same. The 

Vandermonde method can be generalized to 

interpolate multivariate real-valued function. But, 

this paper focuses on bivariate polynomials and again 

converted into univariate polynomial by replacing y 

as x. 

 

3.4 Definition (Bivariate Polynomial) 

A polynomial in two variables with constant 

coefficients called bivariate polynomial is given by 

p(x,y)=cnmxnym+…+c22x2y2+c21x2y+c12xy2+c11xy+c10x+c0

1y+c00                       (1) 

 

It is noted that if p(x,y) has degree d, then the 

number of terms which have exactly degree d is  d+1. 

It is possible to find one polynomial which has a 

degree (d-1) passes through d points. Assuming the 

(xi,yi) where i=1,2,…,n pairs of values are unique. 

The number of interpolating polynomial must have n 

terms because there are n points and the form of 

interpolating polynomial may be varying. For 

example, if there are six points, then the 

interpolating polynomial is 

p(x,y)=c21x2y+c12xy2+c11xy+c10x+c01y+c00 [13]. For the 

sake of convenient, let p(x,y)= 

p(x,y)=c5x2y+c4xy2+c3xy+c2x+c1y+c0. Thus, p(x,y) has 

the maximum degree 3 and it covers all maximum 3, 

2, 1 and constant term 2,1,2,1 respectively.  Table 1 

shows the degree of p(x,y) and the maximum number 

of terms for the corresponding degree. Suppose, the  

total number of terms in p(x,y)=7 is needed, then 

from table 1, it is identified that d(p(x,y))=4 because 

the total number of terms lie between 6≤ctti≤9, and 

the  upper value of ctti is taken. The number of term 

missing in p(x, y) is 9-7=2. Thus, p(x,y) in this case is  

p(x,y)= c13xy3+c21x2y+c12xy2+c11xy+c10x+c01y+c00     (2) 

 

Table 1. Total number of terms upto degree n. 

d(p(x,y)) 

     (di) 

nterm= 

nti=di-

1 

tnterm 

tti=nti+3 

ctnterm 

ctti 

2 1 4 4 

3 2 5 6 

4 3 6 9 

5 4 7 13 

… … … … 

n n-1 n+1 

∑        )  

   

   

    

n+1 n n+2 

∑      

 

   

  )      

d-degree of p(x, y); nterm-number of terms in p(x, y) 

upto d tnterm- total nterm; ctnterm-cumulative 

tnterm 

 

IV. PROPOSED METHODOLOGY  

 

The proposed methodology consists of 3 steps viz., 

formation of bivariate p(x,y) using Vandermonde 

matrix [10] and magic rectangle, performing 

encryption and decryption.  
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4.1 Formation of Bivariate p(x,y) 

In order to perform encryption, first either magic 

square of order m denoted as MSm  or  magic 

rectangle of order m×n denoted as MRm×n  is 

generated based on magic sum of order m and 

starting number denoted as MSSm and MRS 

respectively  as proposed in [14]. Once MR is 

generated, it is converted into square matrix of order 

m denoted as SMm for the entire matrix of MS or MR 

by taking modulus p where the value of p is 

determined on the basis of type of encoding used in 

the work.  After obtaining SM, select a submatrix of 

order k×(k-1) denoted as SSMk×(k-1) starting from 

SM(1,1) to SM(k,k-1).  

 

Table 2. Rules for Making the SSM’kxk+1 to 

SSMkxk+1 

Rule Description 

1 
Check the SSM(1,1) in SSMkxk-1 is odd 

or even 

2 

If SM(1,1) is odd, then make SSM(i, 

i),i=2,4,…(k-2) as even and  SSM(i, i), 

i=3,5,…,(k-1) as odd. Also SSM(k, k)=1 

3 

Suppose SSM(i, i) is even then make 

SSM(i+1, i-1) and SSM(i-1, i+1) as odd, 

on the other hand if SSM(i, i) is an odd 

them make SSM(i+1,i-1) and SSM( i-

1,i+1) as even 

 

Form a dummy Vandermonde matrix by inserting 1 

in kth column of  SSMk×(k-1) and now it becomes VM′k×k.  

Check  VM′k×k  is invertible and gcd(det(VM′k,p)) is 

odd. It is noted that in some cases, even if  VM′k is 

invertible, but det(VM′k) may be an even number. In 

that case, modular inverse for VM is not possible. To 

make it possible, use the rules proposed in Table 2. 

Once det(VM′k) becomes an odd number, the 

resultant is called correct VM and it is now used for 

generating the bivariate polynomial p(x,y). It is noted 

that the main difference between the existing 

Vandermonde interpolation and the proposed SM 

based VM is that in the existing method first a set of 

points x=(x1,x2,x3,…,xn) and y=(y1,y2,…,yn) are 

accepted as input. Based on them, a bivariate 

polynomial p(x,y) is formed, the number of terms say 

n  in p(x,y) depends on (n-1) number of points taken 

in x and y and the last term of p(x,y) is always a 

constant term. Once p(x,y) is formed, the coefficients 

of p(x,y) are determined on the basis of systems of 

linear equations where the RHS of linear equations 

are obtained by substituting x and y values in p(x,y) 

in the existing method. But in the proposed 

methodology, instead of taking the set of values x 

and y, the values are taken from SM, i.e., RHS of 

system of equations are again taken from SM.  

 

The advantage of the proposed scheme is that based 

on the order of VM matrix, p(x,y) is determined and 

the sender and receiver need not remember the set of 

x and y values. After forming the systems of 

equations, its matrix representation is VM×C=O 

where C is a coefficient matrix, VM is Vandermonde 

matrix  and O is a output or RHS matrix with order 

n×n, n×1 and n×1 respectively,  C is found as C=VM-

1×O using matrix inversion method. Once 

C=[c1,c2,c3,…,cn-1,cn]T is found, it is substituted in 

p(x,y) and now the p(x,y) contains two variables x 

and y. Replace y by x in p(x,y) and now p(x,y)=f(x) 

and check f(x) is either 1-1 or not. Suppose, if f(x) is 

not a 1-1 function, take an another SSMk×(k-1) from SM 

and repeat the above process until f(x) is 1-1. 

 

4.2 Perform Encryption 

For each xi ∈ M, find yi∈C, yi=p(xi) where xi and yi 

are plaintext and ciphertext respectively. 

4.3 Perform Decryption 

As c=y=p(x) is 1-1, definitely inverse exist. Find 

m=x=p-1(y). 

 

V. PROPOSED METHODOLOGY - AN 

EXAMPLE 

 

To show the relevance of the work, let m=16, 

MSSm=5000 and MRS=4. Based on methodology 

proposed in [14], MR16x18 is generated and it is shown 

in Figure  3. 
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Figure 3.  MR16×18 with MRcsum=5000 and MRrsum=5625 

Suppose alphabetical encoding is used, then p=26. After taking modulus, i.e., p=26 for each element of Figure 

3 and omitting last two columns, the resultant modulus form of Figure 3  is shown in Figure 4.  

[
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
                              

                               

                            

                             

                               

                                 

                            

                         

                          

                         

                               

                                

                              

                           

                             

                              ]
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 4. SM16x16  after taking  modulus p=26 of MR16×18 
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Let a  submatrix  of order 6×5 denoted as SSM6x5  shown in Figure 5 is taken from MR16x16 starting from 

MR(1,1). Fill 1 in sixth column, then the VM′ matrix corresponding to SSM6x5 is VM′6x6 which is shown in 

Figure 6. 

 

19 4 15 16 3 19  19 4 15 16 3 1  19 4 15 17 3 1  

13 18 17 6 20 13  13 18 17 6 20 1  13 18 18 6 19 1  

12 11 8 23 5 12  12 11 8 23 5 1  11 11 7 24 5 1  

10 21 14 9 0 10  10 21 14 9 0 1  10 20 13 10 1 1  

25 10 21 24 9 25  25 10 21 24 9 1  25 10 21 24 9 1  

19 0 23 12 14 19  19 0 23 12 14 1  19 0 23 12 14 1  

Figure 5. VM′6x5  Figure 6. VM′6x6  Figure 7. VM6x6  

 

Now, det(VM′6x6)=-364416 mod 26 =0 and hence inverse is not possible. After applying the proposed rule 

shown in table 2, VM′6x6 becomes VM6x6 which is shown Figure 7.                                

Since the order of VM matrix is 6, and its corresponding bivariate polynomial is    

p(x,y)=c21x2y+c12xy2+c11xy+c10x+c01y+c00. For simplicity, let p(x,y)= c5x2y+c4xy2+c3xy+c2x+c1y+c0. Let the output 

of VM matrix is also taken from 6th column of SM16x16.  Now C=VM-1×O where V is VM Matrix and O is its 

output matrix.  

 

9 4 15 17 3 1  c0 

= 

24  c0 

= 

19 4 15 17 3 1 -1 24  

13 18 18 6 19 1  c1 7  c1 13 18 18 6 19 1  7  

11 11 7 24 5 1  c2 22  c2 11 11 7 24 5 1  22  

10 20 13 10 1 1  c3 1  c3 10 20 13 10 1 1  1  

25 10 21 24 9 1  c4 18  c4 25 10 21 24 9 1  18  

19 0 23 12 14 1  c5 13  c5 19 0 23 12 14 1  13  

V M× C = O  C = VM-1 × O  

 

 

Now, det(V-1)= -278217 mod 26=9. Thus modular inverse is possible because gcd(9,26)=1.   To find, VM-1 mod 

26, we have 
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To find ci, i=0,2,…,5 

 
 

This gives result, c5=13,c4=5,c3=7,c2=3,c1=24,c0=23 and therefore interpolating polynomial is p(x,y)= 

13x2y+5xy2+7xy+3x+24y+23. To perform encryption, replace y by x in p(x,y), then f(x)=18x3+7x2+27x+23. 

Let the message to be encrypted is M=’KANNANBABA’. When alphabet encoding (A=1, B=2, C=3,…,Z=26) is 

used then x={11,1,14,14,1,14,2,1,2,1}. Table 2 shows the encrypted form of M. 

 

Table 3. Encryption of “KANNANBABA”, using f(x)= 18x3+7x2+27x+23 

i 1 2 3 4 5 6 7 8 9 10 

mi ∈ M K A N N A N B A B A 

xi 11 1 14 14 1 14 2 1 2 1 

yi=f(xi) 25125 75 51165 51165 75 51165 249 75 249 75 

yi mod 26 9 23 23 23 23 23 15 23 15 23 

ci ∈ C I W W W W W O W O W 

 

Thus the message M=”KANNANBABA” is converted into C= “IWWWWWOWOW” 

To perform decryption, since p(x) is 1-1, inverse exists and y=p-1(x) is  

 

f-1(y)= 

 

The decryption process is shown in Table 4.  

 

Table 4. Decryption of “IWWWWWOWOW”, using x= f-1(y) 

 

i 1 2 3 4 5 6 7 8 9 10 

ci ∈ C I W W W W W O W O W 

yi 25125 75 51165 51165 75 51165 249 75 249 75 

xi=f-1(yi) 11 1 14 14 1 14 2 1 2 1 

mi ∈ M K A N N A N B A B A 
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VI. CONCLUSION 

 

An alternative to MKPC has been proposed without 

using existing standard PKC available in the existing 

literature. The proposed method uses MR and VM 

matrix to generate a multivariate polynomial which 

was then converted into univariate polynomial. This 

univariate polynomial is used to perform encryption 

and its inverse was used for decryption. The 

proposed schemes may provide more security 

because the degree of multivariate polynomial is only 

known to sender and receiver. Further, MR is used to 

generate the Vandermonte matrix but the numbers 

in the MR are generated only based on order of 

matrix, magic sum and seed number where these 

three values are only known to sender and receiver. 

As the entire key generation is based on multivariate 

polynomial which is based on VM matrix and its 

output is again taken from MR, the eavesdropper 

cannot easily be cracked the original message which 

results in enhancing the security. The idea used in 

this paper is unique and innovative. 
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