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ABSTRACT
In both symmetric and asymmetric cryptosystems key plays a vital role in performing both encryption and
decryption. Symmetric-key encryption is very fast but key management is a major issue. Asymmetric or public-
key encryption is slow in nature but key management is not a major issue because one key is derived from
another. In both encryption algorithms the security of cryptographic algorithms depends on the size of the key.
Normally, the key is shared in symmetric-key algorithm or derived in public-key algorithm, then encryption is
performed using any one of the cryptographic algorithms. But, in this paper, a novel method is used in
generating the key in terms of 1-1 function for encryption and the inverse of 1-1 function is used for
decryption. For generating the key a multivariate polynomial, magic rectangle and Vandermonde Matrix are
used. Based on 1-1 and inverse of 1-1 function encryption and decryptions are performed respectively without
using any existing cryptographic algorithm
Keywords: Multivariate Polynomial, Magic Rectangle, Vandermonde Matrix, 1-1 function, Inverse function
and Key

I. INTRODUCTION transmitted and key management is a major issue. In

public key cryptosystem two keys are involved viz.,

A cryptographic system [1] consists of a plaintext
message space M, a ciphertext message space C, an
encryption key space K, and the decryption key
space K', an efficient key generation algorithm G:N
> KxK', an efficient encryption algorithm E:MxKi—
C and an efficient decryption algorithm D:CxK'+>
M. For keK and meM, we denote by C=Ey_(m) and

m= Dy, (C). There are two major classes of

cryptosystems viz., private-key and public-key. In a
private-key cryptosystem, encryption and decryption
use the same key, i.e., ke= ka. But, in a public-key
cryptosystem, encryption and decryption use
different keys,

ke?’:kd

ie., for every keeK, 3 kaeK' and

In symmetric-key cryptosystem, both sender and

receiver must agree upon a key before any message is
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private-key and public-key. Further, one key is
derived from another key and key management is
not a issue. Most public-key cryptosystems are based
on integer factorization or discrete logarithms [2].
They suffered from major drawback, i.e., to maintain
security. For that they must use very large key size
which results in decreasing efficiency and large
enough quantum computers can be built. To
overcome this drawback, Multivariate Public Key
Cryptosystem (MKPC) is normally used. MKPC uses
multivariate polynomial system over finite field(#)
which is an NP-complete problem. Several authors
have proposed MKPC in which public map P or
trapdoor one-way function is given as a set of m
polynomial of a small degree d over n variables in a
finite field Z. If d=2 then it is called Multivariate
Quadratic Public-key Cryptosystem (MQPC)[3]. An
alternative to MKPC, a multivariate polynomial of
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degree n is proposed to generate the key in this work
which uses Vandermonde Matrix (VM) and Magic
Rectangle (MR). Once the multivariate polynomial of
degree n generated it is converted into single variate
polynomial which is used for encryption. The inverse
of single variate polynomial is found which is then
used for decryption.

The rest of the paper is organized as follows. Section
the

background required for the proposed work is

2 describes related work. Mathematical
discussed in Section 3. Section 4 describes the
proposed methodology used in this paper. An
example of proposed methodology is discussed in

Section 5. Finally, Section 6 ends with conclusion.

II. RELATED WORK

In [4], Lih-Chung Wang et al., have proposed a new
A Medium Field
Multivariate Public-key encryption Scheme (MFE)

encryption scheme namely
belonging to MQ and provided a performance and
security the
trapdoors central to PKCs like RSA and ElGamal

were relatively slow due to modular exponentiation

review. They presented classical

and discrete logarithm respectively and argued that
MQ-Schemes based PKC were usually faster and no
known assisted attack on them. In [5], Ding et al.
proposed a high order linerarization equation attack
and resisted HOLE attack on MFE multivariate PKC.
Xin Wang([6] et al. have proposed some improved
scheme for public-key polynomials of degree four
and operated on smaller fields. The security analysis
obtained from the proposed scheme proved that it
was more security. Yun-Ju Huang [7] studied a new
multivariate MQ_ assumption that could be used to
construct public-key encryption schemes. For that
they gave two directions viz., asymptotic formulation
of MQ problems and provided empirical evidence to
confirm the hardness. They proved that the proposed
public-key encryption was efficient because only
ciphertext length L+poly(K) was needed to encrypt a
message M. In [8], Farshid et al. proposed a
multivariate key pre-distribution scheme (MKPS),
which was based on the category of threshold
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schemes for WSNs to improve the security in the
MKPS. In that, they assigned d tuples of nonnegative
integers to the sensor nodes as their IDs that were
the

polynomials. Once the network deployment has been

used to distribute shares of multivariate
done, nodes with d-/ common keys were used to
shares of polynomials stored in their memories.
Rajesh[9] et al. proposed an efficient MKPC based on
permutation p-polynomials over finite fields. They
proved that decryption was much faster than other
multivariate public-key cryptosystems and found
that complexity encryption in the proposed MPKC

was O(n?) and for decryption it was O(n?).

III. MATHEMATICAL BACKGROUND

The

required in performing encryption and decryption

following mathematical preliminaries are

used in this paper

3.1 Definition (1-1 function)

A 1-1 function is said to be 1-1 in which no two
elements of the domain A have the same image. In
other words, a function £ is said to be 1-1 (injective),
iff whenever f{x)=f{y), then x=y. For example, f(x) =
3x — 5, f(x)=18x3+x2+31x+9 etc., are 1-1 function.

3.2 Definition (Inverse function) Let f be a 1-1
function with domain A and range B Then its
inverse function, denoted as £ -/, has domain B and
range A and is defined by /(y) =x iff f{x)=y for any
y in B, i.e., the inverse of £ denoted by -/, is the
unique function with domain equal to the range of £
that satisfies £ (f /(x)) =x, for all x in the range of
f{10].

For example, (i) if y=f(x) = 3x — 5, then x=f
{(y)=(y+5)/3

(ii) if y=f(x) =18x*+x>+31x+9, then

1. = -
- {273 V874827 - 147424+ 2762219 -4374+ 36856 +
_flna | 54
Tea1=E) 1673 !

|' 54
54 i:: 273 874827 - 147424+ 2762 219 - 4374+ 36856

1710



3.3 Definition (Vander monde matrix)
A Vandermonde matrix[11] is sometimes also called

an alternant matrix. It is a type of matrix that arises

in the polynomial least squares fitting. A
[ . 2 n—1 g0
1 To xg ddv e : Tg
. v Ji—= R
l £ J 1 cs e Jd 1 J 1
. o2 n—1 R
1 In—-1 I, l"_} Ln-1
. . n— n
| 1 2z, - PRIO ® J or

Vandermonde matrix[12] of order
is of the form
n—1 2 : i
o o ;= Lo zo 1
- 2
2T ) w0 ry 1
n n—1 W :
Ln-1 I n—} Ln-1 ITn-1
an Ji—- 2 ’
| &, I, ces ry Iy J

Figure 1. Vandermonde Matrix Figure 2. Vandermonde Matrix

It is noted that in Vandermonde matrix shown in
the The

generalized to

Figure 1 and Figure 2 are same.

Vandermonde method can be
interpolate multivariate real-valued function. But,
this paper focuses on bivariate polynomials and again
converted into univariate polynomial by replacing y

as X.

3.4 Definition (Bivariate Polynomial)

A polynomial in two variables with constant
coefficients called bivariate polynomial is given by
P(%,Y)=CamX"y™+. . .+C22X2y?+C21X2y +C12Xy +C 11Xy +C10X+C0

1y+Coo 1)

It is noted that if p(x,y) has degree d, then the
number of terms which have exactly degree dis d+1.
It is possible to find one polynomial which has a
degree (d-1) passes through d points. Assuming the
(xi,yi) where i=1,2,...,n pairs of values are unique.
The number of interpolating polynomial must have n
terms because there are n points and the form of
interpolating polynomial may be varying. For
the

polynomial is

example, if there are six points, then
interpolating
p(x,y)=caix?y+ci2xy?+cuxy-+ciox+cory+coo [13]. For the
p(x.y)=

p(x,y)=csx2y+caxy?+caxy+cax+ciy+co. Thus, p(x,y) has

sake of convenient, let
the maximum degree 3 and it covers all maximum 3,
2, 1 and constant term 2,1,2,1 respectively. Table 1
shows the degree of p(x,y) and the maximum number

of terms for the corresponding degree. Suppose, the
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total number of terms in p(x,y)=7 is needed, then
from table 1, it is identified that d(p(x;y;))=4 because
the total number of terms lie between 6=ctti<9, and
the upper value of cztiis taken. The number of term
missing in p(x, y) is 9-7=2. Thus, p(x,y) in this case is

P(x,y)= c3xy3+cax?y+c12xy?+C1xy+clox+cory+coo  (2)

Table 1. Total number of terms upto degree n.

d(p(x,y)) | nterm= | tnterm ctnterm
(d) nt=d;- | tt;=nti+3 ctt;
1
3 2 5
4 3 6
5 4 7 13
n n-1 n+l n-1
Z(ctt(i —1) +nti
i=3
n+1 n n+2 n
Z(ctt(i — 1) + nti
i=3

d-degree of p(x, y); nterm-number of terms in p(x, y)
upto d tnterm- total nterm; ctnterm-cumulative
tnterm

IV. PROPOSED METHODOLOGY

The proposed methodology consists of 3 steps viz.,
formation of bivariate p(x,y) using Vandermonde
[10]
encryption and decryption.

matrix and magic rectangle, performing
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4.1 Formation of Bivariate p(x,y)

In order to perform encryption, first either magic
square of order m denoted as MSm or magic
rectangle of order mxn denoted as MRmw is
generated based on magic sum of order m and
MSSm and MRS

as proposed in [14]. Once MR is

starting number denoted as
respectively
generated, it is converted into square matrix of order
m denoted as SMn for the entire matrix of MS or MR
by taking modulus p where the value of p is
determined on the basis of type of encoding used in
the work. After obtaining SM, select a submatrix of
order kx(k-1) denoted as SSMkxx1) starting from

SM(1,1) to SM(k,k-1).

Table 2. Rules for Making the SSM’ k41 tO

SSMuxk+1
Rule Description
1 Check the SSM(1,1) in SSMkx-1 is odd

or even
If SM(1,1) is odd, then make SSM(i,

2 1),i=2,4,...(k-2) as even and SSM(i, i),
i=3,5,...,(k-1) as odd. Also SSM(k, k)=1
Suppose SSM(], i) is even then make
SSM(i+1, i-1) and SSM(i-1, i+1) as odd,
3 on the other hand if SSM(i, i) is an odd
them make SSM(i+1,i-1) and SSM( i-
1,i+1) as even

Form a dummy Vandermonde matrix by inserting 1

in k® column of SSMixk-1)and now it becomes VM k.

Check VM'w« is invertible and ged(det(VM's,p)) is
odd. It is noted that in some cases, even if VMY is
invertible, but det(VM'c) may be an even number. In
that case, modular inverse for VM is not possible. To
make it possible, use the rules proposed in Table 2.
Once det(VM'x) the

resultant is called correct VM and it is now used for

becomes an odd number,

generating the bivariate polynomial p(x,y). It is noted
that the main difference between the existing
Vandermonde interpolation and the proposed SM
based VM is that in the existing method first a set of

and y=(yny2,...,yn) are
accepted as input. Based on them, a bivariate

points  x=(X1,X2,X3,...,Xn)

polynomial p(x,y) is formed, the number of terms say
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n in p(x,y) depends on (72-7) number of points taken
in x and y and the last term of p(x,y) is always a
constant term. Once p(x,y) is formed, the coefficients
of p(x,y) are determined on the basis of systems of
linear equations where the RHS of linear equations
are obtained by substituting x and y values in p(x,y)
in the existing method. But in the proposed
methodology, instead of taking the set of values x
and y, the values are taken from SM, i.e., RHS of

system of equations are again taken from SM.

The advantage of the proposed scheme is that based
on the order of VM matrix, p(x,y) is determined and
the sender and receiver need not remember the set of
x and y values. After forming the systems of
equations, its matrix representation is VMxC=0O
where C is a coefficient matrix, VM is Vandermonde
matrix and O is a output or RHS matrix with order
nxn, nx1 and nx1 respectively, C is found as C=VM-
1xO

C=[c1,c2,c3,...,cn1,en]T is found, it is substituted in

using matrix inversion method. Once
p(x,y) and now the p(x,y) contains two variables x
and y. Replace y by x in p(x,y) and now p(x,y)=f(x)
and check f(x) is either 1-1 or not. Suppose, if f(x) is
not a 1-1 function, take an another SSMiwx-1) from SM

and repeat the above process until f(x) is 1-1.

4.2 Perform Encryption

For each xi € M, find yi€C, yi=p(xi) where xi and vyi
are plaintext and ciphertext respectively.

4.3 Perform Decryption

As c=y=p(x) is 1-1, definitely inverse exist. Find
m=x=p(y).

V. PROPOSED METHODOLOGY - AN
EXAMPLE

To show the relevance of the work, let m=16,
MSS»n=5000 and MRS=4. Based on methodology
proposed in [14], MRisxs is generated and it is shown

in Figure 3.
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rei7 4+ 613 16 601 24 28 593 589 40 577 48 565 52 569 64 553 727

611 138 615 <] 20 605 42 587 591 30 44 581 567 66 563 54 63 557

iz 609 3 621 603 22 585 36 32 597 579 46 56 561 60 573 555 70

i0 619 14 607 26 599 595 34 38 583 50 575 62 571 58 559 74 551

545 838 541 76 529 96 521 100 505 112 517 120 497 124 493 144 136 481

539 78 543 90 92 533 515 114 116 102 519 509 491 138 495 485 126 140

84 549 80 537 531 94 108 513 507 525 104 118 132 489 128 142 501 4383

82 535 86 547 98 527 106 523 122 511 110 503 130 499 134 479 487 146

469 148 473 160 457 168 449 184 445 172 433 192 425 196 409 208 421 216

471 162 467 150 164 461 443 174 447 186 188 437 419 210 212 198 423 413

152 465 156 477 459 166 180 453 176 441 435 190 204 417 411 429 200 214

158 475 154 463 170 455 178 439 182 451 194 431 202 427 218 415 206 407

401 220 397 240 385 232 244 377 373 256 361 264 353 349 268 280 337 288

395 234 399 389 236 222 258 371 375 246 260 365 347 351 282 270 284 341

228 393 224 238 387 405 369 252 248 381 363 262 276 272 345 357 339 286

L226 403 230 383 242 391 379 250 254 367 266 359 274 278 355 343 290 3354

Figure 3. MRisx1s with MRcsum=5000 and MRrsum=5625
Suppose alphabetical encoding is used, then p=26. After taking modulus, i.e., p=26 for each element of Figure

3 and omitting last two columns, the resultant modulus form of Figure 3 is shown in Figure 4.
19 4 15 16 3 24 2 21 17 14 5 22 19 0 23 12 7 207

13 18 17 6 20 7 16 15 19 4 18 9 21 14 17 2 16 11
12 11 8 23 5 22 13 10 6 25 7 20 4 15 8 1 9 18
10 21 14 9 0 1 23 8 12 11 24 3 10 25 6 13 22 5
25 10 21 24 9 18 1 22 11 8 23 16 3 20 25 14 6 13
19 0 23 12 14 13 21 10 12 24 25 15 23 8 1 17 22 10
6 3 2 17 11 16 4 19 13 5 0 14 2 21 24 12 7 15
4 15 8 1 20 7 2 3 18 17 6 9 0 5 4 11 19 16
1 18 5 4 15 12 7 2 3 16 17 10 9 14 19 0 5 8
3 6 25 20 8 19 1 18 5 4 6 21 3 2 4 16 7 23
22 23 0 9 17 10 24 11 20 25 19 8 22 1 21 13 18 6
2 7 24 21 14 13 22 23 0 9 12 15 20 11 10 25 24 17
11 12 7 6 21 24 10 13 9 22 23 4 15 11 8 20 25 2
5 0 9 25 2 14 24 7 11 12 0 1 9 13 22 10 24 3

20 3 16 23 4 15 5 18 14 17 25 2 16 12 7 19 1 O

118 13 22 19 8 1 15 16 20 3 6 21 14 18 17 5 4 23
Figure 4. SMiexs after taking modulus p=26 of MRies.s
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Let a submatrix of order 6x5 denoted as SSMexs shown in Figure 5 is taken from MRuiexis starting from

MR(1,1). Fill 1 in sixth column, then the VM' matrix corresponding to SSMexs is VM 'sxs which is shown in

Figure 6.
ﬁ415163h/19415163\ﬁ415173ﬁ
13 18 17 6 20 13 13 18 17 6 20 1 13 18 18 6 19 1
12 11 8 23 5 12 12 1 8 23 5 1 11 11 7 24 5 1
10 21 14 9 0 10 10 21 14 9 0 1 10 20 13 10 1 1
25 10 21 24 9 25 25 10 21 24 9 1 25 10 21 24 9 1
19 0 23 12 14 19 19 0 23 12 14 1 19 0 23 12 14 1

K Figure 5. VM'sxs / K Figure 6. VM '6xs / K Figure 7. VMexs j

Now, det(VM'sxs)=-364416 mod 26 =0 and hence inverse is not possible. After applying the proposed rule
shown in table 2, VM'sxs becomes VMexs which is shown Figure 7.

Since the order of VM matrix is 6, and its corresponding bivariate polynomial is
p(x,y)=cu1x?y+cr2xy?+cuxy+ciox+cory+coo. For simplicity, let p(x,y)= csx?y+caxy?+csxy+c2x+ciy+co. Let the output
of VM matrix is also taken from 6" column of SMisxis. Now C=VMxO where V is VM Matrix and O is its

output matrix.

ﬂ 4 15 17 3 N (0] [24] (] ﬁ 4 15 17 3 \-1(24\
13 18 18 6 19 1 ci 7 ci 13 18 18 6 19 1 7
11 11 7 24 5 1 o 2 o 11 11 7 24 5 1 22
10 20 13 10 1 e | |1 | |10 20 13 10 1 1 1
25 10 21 24 9 1 c 18 c 25 10 21 24 9 1 18
19 0 23 12 14 1 o 13 o 19 0 23 12 14 1 13

VMxC=0 C=VM1xO
\_ 2 N N O AN D

Now, det(V1)=-278217 mod 26=9. Thus modular inverse is possible because gcd(9,26)=1. To find, VM mod

26, we have

6-6'078/278217 8464/92739 -2302/30913 -25567/278217 633/30913 -40972/278217
-7136/278217 1946/92739 -427/30913 6766/27827 1207/30913 -12488/278217
-56102/278217 -9913/92739 -160/36913 31204/278217 1683/30913 40930/278217 | mod 26
-10717/92739 -1730/30913 1806/30913 1610/92739 1483/30913 4430/92739
-1700/278217 5558/92739 782/30913 -18038/278217 -111/30913 -2975/278217
@1492/92739 17217/30913 14798/30913 -12449/92739 -67168/30913 -845/9273y
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To find ¢, i=0,2,...,5

~ ~ ~ =~ - ~ s =
Co 12 4 14 1 7 14 24 933 23
Cy 10 10 11 8 15 24 7 1142 24
C 8 11 4 14 7 8 22 601 3

mod 26 =

Ca 19 14 14 18 25 14 1 = 1541 7
Cy 4 2 24 8 7 7 18 863 5
Cs \6 21 22 7 10 —Iy 13 1131 13

L. vy L. vy . iy “ >

This gives result, cs=13,c4=5,c3=7,c2=3,c1=24,c0=23 and therefore interpolating polynomial is p(x,y)=
13x2y+5xy?+7xy+3x+24y+23. To perform encryption, replace y by x in p(x,y), then f(x)=18x3+7x2+27x+23.

Let the message to be encrypted is M="KANNANBABA’. When alphabet encoding (A=1, B=2, C=3,...,Z2=26) is
used then x={11,1,14,14,1,14,2,1,2,1}. Table 2 shows the encrypted form of M.

Table 3. Encryption of “KANNANBABA”, using f(x)= 18x3+7x*+27x+23

i 1 2 3 4 5 6 7 8 9 10
mi€ M K A N N A N B A B A
Xi 11 1 14 14 1 14 2 1 2 1
yi=f(xi) 25125 75 51165 | 51165 75 51165 | 249 75 249 | 75
yimod 26 9 23 23 23 23 23 15 23 15 23
¢€C I w w w w w O w O w
Thus the message M="KANNANBABA” is converted into C= “TWWWWWOWOW”
To perform decryption, since p(x) is 1-1, inverse exists and y=p!(x) is
1o
"4 -3.;|' 27+ 3 V8748 y° — 342544 y + 4632275 — 4374 y + 85636 +
£1(y)= 1409 7
[ . 54
54 \Bll' 27 %3 8748 y* — 342544 y + 4632 275 — 4374 y + 85636
The decryption process is shown in Table 4.
Table 4. Decryption of “TWWWWWOWOW?”, using x= f'(y)
i 1 2 3 4 5 6 7 8 9 10
ca€C I w w w w w O w O w
yi 25125 | 75 51165 | 51165 75 51165 | 249 75 249 | 75
xi=f"1(y1) 11 1 14 14 1 14 2 1 2 1
mi€ M K A N N A N B A B A
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VI. CONCLUSION

An alternative to MKPC has been proposed without
using existing standard PKC available in the existing
literature. The proposed method uses MR and VM
matrix to generate a multivariate polynomial which
was then converted into univariate polynomial. This
univariate polynomial is used to perform encryption
and its inverse was used for decryption. The
proposed schemes may provide more security
because the degree of multivariate polynomial is only
known to sender and receiver. Further, MR is used to
generate the Vandermonte matrix but the numbers
in the MR are generated only based on order of
matrix, magic sum and seed number where these
three values are only known to sender and receiver.
As the entire key generation is based on multivariate
polynomial which is based on VM matrix and its
output is again taken from MR, the eavesdropper
cannot easily be cracked the original message which
results in enhancing the security. The idea used in

this paper is unique and innovative.
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