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ABSTRACT

In recent times, security of multimedia data is an important issue. With the advancement and easier availability

of internet at low cost, as lead to increased use of multimedia data. Till date large number of image encryption

methodologies have been proposed to protect image data from unauthorized use. In this paper we review

different image encryption techniques using hill cipher & compare the results obtained from different

techniques.

Keywords : Image Encryption, Hill Cipher, Symmetric Key Cryptography, Asymmetric Key Cryptography

I. INTRODUCTION

With the

technologies,

rapid advancement in network
security of confidential data has
become a major problem. Image encryption is
commonly used for hiding secret information from
unauthorized access. Encryption is a process used to
encode original message commonly referred to as
plain text into non-understandable message referred
to as cipher text. Decryption process restores plain
text from cipher text. The many schemes used for

encryption constitute the area of study known as

cryptography.

Two types of cryptosystem are commonly used —
symmetric and asymmetric cryptosystem. Symmetric
cryptosystem make use of same key for encryption
and decryption process. Asymmetric cryptosystem
make use of different keys (public-private key pair)
for encryption and decryption process. Symmetric
cryptosystem make use of substitution and/or
transposition techniques. In substitution technique
letters of plaintext are replaced by other letters or by
numbers or symbols.

Monoalphabetic cipher,
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polyalphabetic cipher, playfair and hillcipher are
some of substitution technique. Monoalphabetic
cipher uses fixed substitution for the entire message
where as polyalphabetic cipher uses different types
of substitution over different parts of message. Hill
cipher is a type of monoalphabetic polygraphic
substitution cipher. In transposition technique some

type of permutation is applied on plaintext.

Hill Cipher is multi letter cipher and was developed
by mathematician Lester Hill. The core of Hill cipher
is matrix manipulations. For encryption, algorithm
takes m successive plaintext letters and instead of
that substitutes m cipher letters. In Hill cipher, each
character is assigned a numerical value like 2=0, b=
1, ..., z=25. The substitution of ciphertext letters in
the place of plaintext letters leads to m linear
equation. For m = 3 , the system can be described as

follows:

Cy =(KnA +KnP, +Ky;P;) mod 26
C, =(KqB +K3; Py + K33 Py) mod 26
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This case can be expressed in terms of column

vectors and matrices:

&} Kn Ko E;|B)
G |=1Ky Ky Ky | A
G K Ky K| A

or simply we can write as C'= KP, where C'and Pare
column vectors of length 3, representing the
plaintext and ciphertext respectively, and Kis a 3x 3
matrix, which is the encryption key. Decryption
requires using the inverse of the matrix K . The
inverse matrix K ! of a matrix K is defined by the
equation KK ' = K 'K = I, where /is the Identity
matrix. But the inverse of the matrix does not always
exist. In general term we can write as follows:

For encryption:

C=FEk(P) = KP

For decryption:

P=Dy(C)=K'C=K'KP=P

II. LITERATURE REVIEW

Bibhudendra Acharya et al. (2009) [2] proposed an
advanced hill cipher algorithm for image encryption
using involutry matrix. They explain generation of
involutry matrix of size m. The image is divided into
m x m block size. Level of security is added by taking
the i" pixel from each block to form a temporary
block which is encrypted using hill cipher , block is
then transposed and again encrypted using hill
cipher. Advance hill cipher is more secure and faster
since randomly generated involutry matrix is used
which overcome the problem associated with hill
cipher and computational complexity is reduced.
Experimental result shows that algorithm works well
for images consisting of large area of same color or

gray level images.

Sheetal Khobrekar & Nayana Shenvi (2016) [4]
proposed an image encryption algorithm which

applies k modulus transformation to each pixel for

image compression. The image is divided into blocks.

Each block is encrypted using hill cipher after
applying DCT & quantization. Experimental results
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shows that image compression is highly increased by
used of k modulus along with DCT. Also peak signal
to noise ratio (PSNR) is around 32.53 db for Lena
image.

K Mani & M Viswambari (2017)

generation of key matrix for hill cipher using magic

[5] explains

rectangle. Hill cipher can’t encrypt the image
properly if the image is gray or if image consist of
large area of same color. This drawback of hill cipher
can be removed by using a proper key matrix. They
proposed a deterministic method for generation of
key matrix of higher order k from magic rectangle.
Any number of sub matrices of any order k can be
generated from the magic rectangle and can be used
as key matrix for hill cipher. Security of method is
enhanced because of large number of possible keys.
Also for large block sizes can be encrypted using

higher value of k.
Panduranga H T & Naveen Kumar S K (2012) [6]

describes a partial image encryption algorithm using
two stage hill cipher. Each stage used slightly
different keys for generating self-invertible matrix.
By controlling the dependency of second stage self-
invertible matrix on the first stage self-invertible

matrix amount of partial encryption is controlled.

M G Vara Prasad and P Sundarayya (2016) [7]
explained generation of self-invertible reflection
matrix key for hill cipher and affine hill cipher under
modulation of prime number. Homogenous linear
equation and a prime number are used for generation
of self-invertible key matrix which reduces
computational complexity at the time of decryption.
Experimental result shows that algorithm is well

suited for grey and color images.

Rakesh Ranjan, R. K. Sharma and M. Hanmandlu
(2016) [8] explained color image encryption and
decryption using two stage Hill Cipher method with
Arnold Transformation. The RGB image is first
divided into blocks of size m x m. Keys for Hill
Cipher are generated from SLi(Fq) domain where n
divides m. SLa(Fq) is the set of all n x n matrix that

contain elements of GLa(Fq) whose determinant is
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one over the domain Fq where Fqis a finite field
containing q elements and q is a large prime number.
Since determinant of key matrix is one, inverse of
key matrix equals to adjoint of key matrix. Also
different keys are used for encoding of RGB
components. The encoding process first applies Hill
Cipher on m x m block, performs Arnold Transform
and then again applies the Hill Cipher on the block.
Six keys are used for Hill Cipher and two keys are
used for Arnold Transform. Since large number of
keys are possible and number of ways in which they
can be used is still larger, the attacker will not be

able to recover the original image.

M. D. Randeri et.al. (2017) [9] proposed an image
encryption using key matrix generation from
biometric mixed fingerprint image for two level
security. In this method, fingerprint of all users is
saved in a secured server database called enrollment
phase. Whenever a sender wants to transmit image,
the system takes the fingerprint of the sender and
the the

authentication of the If matching is

matches with stored database for

sender.
successful, a key matrix for hill cipher is generated
by mixing the minutiae points from fingerprint
image of the sender and region points from
fingerprint image of the receiver and this key is used

for encryption of image using hill cipher.

Andysah putera utama Siahaan (2017) [10] proposed
a genetic algorithm for generating key matrix for Hill
Cipher encryption. The method generates a random
matrix of size 20 x 9, where each element is in the
range of 0 to 255. Each row of the matrix is treated as
hill cipher chromosome. Random matrix with 20
rows indicate that the population size is 20. For every
chromosome i.e. for every row, fitness (determinant),
probability and cumulative probability is calculated.
The process of selection, crossover and mutation is
carried over the random matrix to generate next
generation population structure. The process is
repeated for thirty times to generate next generation
population structure. The matrix obtained from the
last round is used for key formation for hill cipher.

More than one key are formed from the last stage
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Encrypted

population matrix which enhances the level of

security.

Mohammad Hadi Valizadeh [12] proposed modified
hill cipher algorithm vulnerable to zero plaintext
attack. In this method a random number ao is
selected and use to calculate ai, a2...an where ai =
H(ai1). H( ) is one way hash function. Random
number ao is securely transmitted to receiver. A row
vector Vi = (v1, v, ...vn) for t changing from 1 to n is
computed as ji = (vit mod n) + 1 and vi = (ki ji +V &
1wvo)(mod p) where vector vi-1 depends on value of vi1

and vo = a:(mod p). Matrix

Vo is formed from these row vectors. Plaintext X is
encrypted as Ynm-Xoa* K'+ V' where K' = ACM(K,
a) and V'= ACM(V, a). A is average of a1, a...an,
ACM is Arnold transform and K is the key matrix.

Rakesh Kumar Jangid et. al. (2014) [11] explained
hybrid approach of image encryption using DNA
cryptography and TF hill cipher. In this method, first
they converted the RGB image into gray image and
then converted each pixel value into binary and
rotated the binary value by a count of four. DNA
code is then calculated for this binary value and
converted into amino acids. This matrix is then

encrypted using TFine hill cipher.

III. EXPERIMENTAL RESULTS
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CONCLUSION

In today’s digital world, secure transmission of
images over open network is a must. In this paper,
we surveyed different papers on image encryption
using hill cipher technology. All methodologies are
suitable for real-time application and provide high
security against different types of crypto attacks. All
methodologies have certain qualities —some are fast,
more secure, less computational cost. Depending
upon the application, a well suited methodology can
be selected.
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