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ABSTRACT 

 

Firewalls are wide deployed on the internet for securing personal networks. A firewall checks every incoming 

or outgoing packet to make a decision whether or not to accept or discard the packet supported its policy. 

Optimizing firewall policies is crucial for rising network performance. previous work on firewall improvement 

focuses on either intrafirewall or interfirewall improvement inside one body domain wherever the privacy of 

firewall policies isn't a priority. In existing, formally specifies the resource sharing mechanism between 2 

totally different tenants within the presence of our projected cloud resource mediation service. The correctness 

of permission activation and delegation mechanism among totally different tenants using four distinct 

algorithms (Activation, Delegation,Forward Revocation and Backward Revocation) is additionally incontestable  

exploitation formal verification. we propose the primary cross-domain privacy-preserving cooperative firewall 

policy improvement protocol. Specifically, for any 2 adjacent firewalls happiness to 2 totally different body 

domains, our protocol will determine in every firewall the foundations which will be removed because of the 

opposite firewall. The optimization method involves cooperative computation between the 2 firewalls with 

none party revealing its policy to the opposite. we enforced our protocol and conducted in depth experiments. 

The results on real firewall policies show that our protocol will take away as several as forty ninth of the 

foundations in a very firewall, whereas the typical is nineteen.4%. The communication value is a smaller 

amount than many hundred kilobytes. Our protocol incurs no further on-line packet process overhead, and the 

offline interval is a smaller amount than many hundred seconds. 

Keywords:Optimizing firewall, cross-domain privacy-preserving 

 

I. INTRODUCTION 

 

Background and Motivation  

Firewalls are critical in securing private networks of 

businesses, institutions, and home networks. A 

firewall is often placed at the entrance between a 

private network and the external network so that it 

can check each incoming or outgoing packet and 

decide whether to accept or discard the packet based 

on its policy. A firewall policy is usually specified as 

a sequence of rules, called Access Control List (ACL), 

and each rule has a predicate over multiple packet 

header fields (i.e., source IP, destination IP, source 

port, destination port, and protocol type) and a 

decision (i.e., accept and discard) for the packets that 

match the predicate. The rules in a firewall policy 

typically follow the first-match semantics, where the 

decision for a packet is the decision of the first rule 

that the packet matches in the policy. Each physical 

interface of a router/firewall is configured with two 

ACLs: one for filtering outgoing packets and the 

other one for filtering incoming packets. In this 

paper, we use firewalls, firewall policies, and ACLs, 

interchangeably. The number of rules in a firewall 

significantly affects its throughput. 
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II. ALGORITHM 

 

CROSS DOMAIN INTER-FIREWALL 

OPTIMIZATION 

Firewall works on both inter-firewall and Intra 

firewall domains. Prior work focuses on both these 

domains but only within single network. It is 

necessary to provide security as the firewall policy 

contains private and confidential information. 

Let us consider two firewall policies F1 and F2 which 

belong to different administrative domains D1 and 

D2 and we need to detect inter-firewall redundant 

rules for these two domains. A firewall policy 

consists of a collection of rules in which each rule 

has a predicate and a decision for the packets that are 

equivalent to the predicate. Based on defined rule r, 

firewall checks each incoming and outgoing packets 

among these domains. The protocol contains source 

IP, destination IP, source and destination ports and 

protocol type. The protocol type defines the 

acceptance or denial of the packet. First convert each 

firewall F1, F2 into non overlapping rules. Validate 

the equivalent set of non-overlapping rules (nr) with 

resolving set i.e. M (nr) = R (nr). Here verify if the 

non-overlapping rule nr in F2 fulfills the non-

overlapping discarding rule in F1 and also check for 

the multiple non overlapping discarding rules. It is 

also needed to check Privacy-Preserving Range 

Comparison.  

 

OPTIMIZE THE PROTOCOL USED TO MINIMIZE 

THE FIREWALL POLICIES 

Our system will overcome the drawback of existing 

system. It has advent features which are easily 

accessing, managing, detecting, rearranging and 

resolving the firewall rules in the rule engine. It is a 

beneficial for Administrator and service providers. 

The existing approach eliminates the redundant rules 

but at the cost of increased processing and 

communication time. We thus propose to optimize 

the protocol using following approach:  

1. Encrypt the data sent from home network N1 

to other business network N2.  

2. Compress the data received from N1 using 

Huffman data compression algorithm.  

3. FW1 will send this data to FW2  

4. Data will be decompressed and further 

decrypted at N2  

5. Duplicate rules will be removed in between the 

two networks.  

Encryption and decryption will be done using 

Pohlig-Hellman algorithm as follows:  

Enc (M, K) = MK mod P  

 

Where M is the message, K is the key and P is a large 

prime modulus.  

 

While compression and decompression will be done 

through Huffman encoding and decoding mechanism 

as follows:-  

 

A. Input  

1. Packet data in byte format B ={b1,b2,b3,…bn} 

Set P = { p1, p2, ...,pn } which is set of probability of 

Occurrence of data in a firewall rule i.e. Pi = P (Bi), 

1<= i<= n where n is the max no of packets 
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Fligure 1.Data flow chart of two administrative 

domains 

B. Output  

Code C (B, P) = { c1,c2 , ...,cn } is binary keyword set 

of code words where ci is the code word for ai,1 

<=i<= n  

C. Goal Let L(C) =  length (Ci) be the 

weighted path length of code C with condition L(C) 

<= L(T) for any code T(B,P) In order to achieve 

security and increased response and processing time. 

These data packets in network can either be sent 

from FW1 to FW2 and vice versa. 

 

III. CONCLUSION 

 

In this paper, we known a crucial downside, cross 

domain privacy preserving interfirewall redundancy 

detection. we propose a completely unique privacy 

preserving protocol for detective work such 

redundancy. we enforced our protocol in Java and 

conducted in depth analysis. The results on real 

firewall policies show that our protocol will take 

away as several as forty ninth of the principles during 

a firewall whereas the common is 19.4%. 
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