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ABSTRACT

In Today’s IT Industry, Cloud Computing has emerged as a popular paradigm to host customer, enterprise
data and many other distributed applications. Cloud Service Providers (CSPs) store huge amounts of data and
numerous distributed applications with different cost. For example, Amazon provides storage services at a
fraction of TB/month and each CSP having different Service Level Agreements with different storage offers.
Customers are interested in reliable SLAs and it increases the cost since the number of replicas are more. The
CSPs are attracting the users for initial storage/put operations and get operations from the cloud becomes
hurdle and subsequently increases the cost. CSPs provides these services by maintaining multiple datacenters
at multiple locations throughout the world. These datacenters provide distinctive get/put latencies and unit
costs for resource reservation and utilization. The way of choosing distinctive CSPs data centers, becomes
tricky for cloud users those who are using the distributed application globally i.e. online social networks. In
has mainly two challenges. Firstly, allocating the data to different datacenters to satisfy the SLO including the
latency. Secondly, how one can reserve the remote resource i.e. memory with less cost. In this paper, we have
derived a new model to minimize the cost by satisfying the SLOs with integer programming. Additionally, we
proposed an algorithm to store the data in a data center by minimizing the cost among different data centers
and the computation of cost for put/get latencies. Our simulation works shows that the cost is minimized for
resource reservation and utilization among different datacenters.

Keywords: Cloud Computing, CSPs, Optimal Selection, Service Level Objectives.

I. INTRODUCTION application via internet browser (i.e. Gmail). Cloud

computing has been differentiated into major three

In the cloud computing system, each user can access ... gories such as public cloud, private cloud and

their data from remote server by making use of the hybrid cloud. Public cloud also called as external

internet instead of using their personal computer cloud, which is available over the internet and

storage. Cloud computing is differentiated into three provided by third parties such as google, amazon etc.

ifferen i h Infr. re-as-a- . . .
different categories such as astructure-as-a- - 5 private cloud environment, as we can refer it as

Service (laa$), Platform-as-a-Service (PaaS), and corporate or internal organization cloud. A private

Software- as-a-Service (SaaS). In laaS model, it 5u4 environment always provides services within

always allows the user to use their server and storage 3., private network. In the current IT industry,

as per their requirement. In PaaS model, it always achieving the data confidentiality will prefer private

allows the user to develop their application over the ;o [ hybrid cloud environment, multiple

service provider framework (ie. Google Apps).In organization can share their data internally [1].

SaaS model; it always allows the user to use an
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Cloud service providers (CSP) are organizations that
offers the services such as IaaS, PaaS, and SaaS to
numerous business applications. The services or data
is stored in a datacenter and can be accessed by the
organizations through a net connection. The main
advantage of using CSPs are instead of purchasing
own infrastructure for temporary purpose it is better
to use to support their applications using the CSPs
by considering the economies of scale and those
organizations provides the services on a shared basis.
The divisions, however, are not always clear-cut; as
many providers may offer multiple flavors of cloud
services, include traditional web
or application hosting providers [2, 3]. For example,
you might go to a cloud provider, such as Rackspace,
who started as a web hosting company and buy
either PAAS or IAAS services. Many cloud providers
are focusing on specific verticals, such as hosting
IAAS

Several large cloud initiatives

healthcare applications in a secure
[12].

helped draw attention to the CSP in the mid-to-late

environment

2000s. Amazon helped popularize the idea of cloud
services with Amazon Web Services (AWS), which
provides its IAAS service for web hosting and

applications to millions of customer.

The focus of the customers in view of cloud services
is the ease of use and outsourced management of
such an approach is appealing. An IT manager, for
example, can give employees instant access to
business applications they may need in the cloud,
simply by signing them up. The economies of scale
have also decreased the cost of services such as email
(in many cases free) or Web hosting. Because the
CSP also hosts data storage and applications,
customers must be assure that their data will be
secure and that the data center where the
applications or services are hosted meet certain
requirements. Some of the certifications for data
centers include SSAE16 and ISO certification, which
minimum levels of security, availability, safety, and
reliability [4]. As CSPs have grown rapidly and

required new levels of scalability and management,
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they have had a large effect on computing, storage,
and networking technology. The CSP boom to a
large extend has driven demand for virtualization, in
which different customers using software techniques
can segment hardware for access. The growth of the
CSPs over the last ten years has also driven some of
the fastest growth in technology segments ranging
from servers to switches and business applications
[5].
II. RELATED WORK

In this section, we just described few fundamentals
related to the Cloud and datacenters along with

security and the cost in the current IT Industry.

Cloud vs. Datacenter

Initially, there are two interchangeable terms cloud"
and "data center" refers to the same infrastructure,
but the two computing systems have less in common
than the fact that they both store data. Cloud is an
off-premise form of computing which stores the data
in the internet, whereas a data center refers to on
which the
organizations LAN [6]. Another difference is that

premise hardware, stores data in

cloud services are provided by third party where as
the hosted by

department. The common goal of cloud and data

datacenters are in-house IT
center is to store the data as a physical entity and in
datacenter; the servers and other related equipment’s
are used. For organizations the typical question
arises is that whether to proceed with cloud or build
their own data center in house. The decision will be
based on three factors such as business needs, data

security and the cost to store the data.

Cloud security vs. data center security

Cloud is an external form of computing; hence, it
may be a less secure than a data center. In data
centers, it is possible to provide your own security
and third party cannot be involved in this. If your
cloud resides on several data centers in different
locations, each location will also need the proper

security measures. A data center is also physically
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connected to a local network, which makes it easier
to ensure that only those with company-approved
credentials and equipment can access stored apps and
information [13]. The cloud, however, is accessible
by anyone with the proper credentials anywhere
that there is an Internet connection. This opens a
wide array of entry and exit points, all of which need
to be protected to make sure that data transmitted to

and from these points are secure.

Cloud vs. data center costs

For most small businesses, the cloud is a more cost-
effective option than a data center. Because you will
be building an infrastructure from the ground up and
will be responsible for your own maintenance and
administration, a data center takes much longer to
get started and can cost businesses around $30
million per year. Unlike a data center, cloud
computing does not require time or capital to get up
and running. Instead, most cloud providers offer a
range of affordable subscription plans to meet your
budget and scale the service to your performance
needs. Whereas data centers take time to build,
depending on your provider, cloud services are
available for almost after

use immediately

registration [7].

Single vs Multi Computing Model

The use of cloud computing have increased in several
organizations. It provides many benefits in terms of
cost and availability. The Cloud computing is also
known as pay per use model. One of the prominent
service offer by cloud computing is cloud data
storage, in which customers do not want to store
their data on their own server, instead of that there
data stored in CSP. This service don’t provide only
flexibility and scalability for data storage but it also
provide the customer with the benefit of only for the
amount of data they need to store for the particular
period of time. In addition to these benefits customer
can access their data from anywhere as long as they
are connected to internet. Since the cloud service

provider is the different market entities, data
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integrity and privacy are the most common issues
that need to be address in cloud computing [4]. Even
though the cloud service provider have standard
regulation and power infrastructure to ensure the
customer data privacy and provide a better
availability. The challenging issue in this mechanism

is the availability of the data.

CSP

Cloud

CSP

Figure 1. Single Computing Model

In this scheme, we can observe that single trusted
service provider for his out sourcing data is not very
promising and the availability of the data cannot be
guaranteed. For example, the CSP goes down due to
any technical reason, then no one will access the
data from worldwide this means high availability
violated and is shown in Figure 1. Later the new
concept is introduced to address this issue called
multiple service provider where we can store the
customer data into multiple service provider so that
if any service provider get down even then
customers are able to access the data from other

server as shown in Figure 2.

Figure 2. Multi Computing Model
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Features of various CSPs

The study on Cloud Spectator has done a study on
the largest European Cloud Service Providers (CSPs)
to measure price-performance value in the industry.
These studies was done by considering various
factors. We have listed few of the CSPs in Figure 3
and the features of AWS and Microsoft Azure is
illustrated briefly [6, 7, 8].

AL/

“#% BV Cloud

amazon i
=

Figure 3: Popular Cloud Service Providers

1. Amazon Web Services (AWS)

Amazon Web Services are highly scalable,
complete cloud platform services, which are
made for cost-effective cloud tools for business

operations. It includes the following features.

Computing

Elastic Cloud Computing (EC2) : Amazon EC2
presents a virtual computing environment,
Permitting clients to wutilize web service

interfaces to launch instances with a variety of
load

application environment, manage network access

operating systems, them with custom

permissions, and run images using as many or as

few systems as needed.

Elastic Beanstalk : AWS Elastic Beanstalk is a

service for deploying and scaling web

applications and services
Java, .NET, PHP, Node.js, Python, Ruby, Go, and

Docker on servers such as Apache, Nginx,

developed with

Passenger, and IIS. Users can simply upload code
and Elastic Beanstalk automatically handles the
details of capacity provisioning, load balancing,

scaling, and application health monitoring [14].
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Storage

Amazon Simple Storage Service (Amazon
S3): Amazon S3 is a storage for the Internet. You
can use Amazon S3 to store and retrieve any
amount of data at any time, from anywhere on
the web. You can accomplish these tasks using
the simple and intuitive web interface of the
AWS Management Console.

Amazon Glacier: Amazon Glacier is an extremely
low-cost storage service that provides durable
storage with security features for data archiving
and backup. With Amazon Glacier, customers
can store their data cost effectively for months,
years, or even decades. Amazon Glacier enables
customers to offload the administrative burdens
of operating and scaling storage to AWS, so they
do not have to worry about capacity planning,
hardware  provisioning, data  replication,
hardware failure detection and recovery, or

time-consuming hardware migrations.

Networking
Amazon Virtual Private Cloud (VPC): Amazon
VPC enables you to launch AWS resources into a
virtual network that you have defined. This
virtual network closely resembles a traditional
network that you would operate in your own
data center, with the benefits of using the
scalable infrastructure of AWS.

AWS Direct Connect: AWS Direct

offers users a way to create dedicated network

Connect

connection from premises to AWS. Using AWS

Direct Connect, users can establish private
connectivity between AWS and datacenter,
office, or colocation environment, which in
some cases may reduce network costs, increase
bandwidth throughput, and provide a more
consistent network experience than Internet-

based connections.

Management
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Amazon Cloud Watch: Amazon Cloud Watch is
a monitoring service for AWS cloud resources
and the applications that run on AWS. Users can
use Amazon Cloud Watch to collect and track
metrics, collect and monitor log files, set alarms,
and automatically react to changes in your AWS
resources. Amazon Cloud Watch can monitor
AWS resources such as Amazon EC2 instances,
Amazon Dynamo DB tables, and Amazon RDS
DB instances, as well as custom metrics
generated by applications and services, and any
log files applications generate.

AWS Cloud Formation: AWS Cloud Formation
simplifies provisioning and management on
AWS. You can create templates for the service or
application architectures you want and have
AWS Cloud Formation use those templates for
quick and reliable provisioning of the services or
applications (called “stacks”). You can also easily

update or replicate the stacks as needed.

2. Microsoft Azure

Microsoft Azure is a laaS and PaaS computing
for development, deployment, and management
which is made for enterprise clients familiar
with Microsoft products, robust development
and deployment [15].

Computing

Virtual Machines: Azure Virtual Machines lets

users deploy a wide range of computing solutions.

Users can deploy a virtual machine nearly
instantly, and pay by the minute. With support
for Microsoft Windows, Linux, Microsoft SQL
Server, Oracle, IBM, SAP, and Azure BizTalk
Services, users can deploy any workload and any
language on nearly any operating system.

Cloud Services: Develop, package, and deploy
powerful applications and services to the cloud
with Azure Cloud Services and the click of a
button. It allows users to Scale from 1 to 1000 in
minutes. Once your application is deployed
azure automatically handles provisioning, load-

balancing and monitoring. Your application is
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backed by an industry-leading 99.95% monthly
SLA.

Storage
Azure Storage: Azure Storage provides users
with the ability to scalable, durable, and highly
available storage for their data. Azure storage
provides Blob storage, Table storage, Queue
storage, and File storage Services. Blob Storage
stores unstructured object data. Table Storage
structured datasets. Queue

stores Storage

provides reliable messaging for workflow

processing and for communication between
components of cloud services. File Storage offers
shared storage for legacy applications using the
standard SMB protocol.

Azure Backup: Azure Backup can protect your
critical applications, SharePoint,
Exchange and SQL Server; files and folders;
Windows

infrastructure-as-a-service

including

clients; and Azure
(IaaS)

machines. Azure Backup provides a compelling

servers and

virtual

alternative to tape with significant cost savings,
shorter recovery times and up to 99 years of
retention. The backup data is stored in geo-
replicated storage, which maintains 6 copies of

your data across two Azure datacenters.

Networking

Virtual Network: Azure  Virtual Network
provides an isolated and secure environment to
run virtual machines and applications. You can
fully control the IP address blocks, DNS settings,
security policies, and route tables within this
network. Additionally, you can connect the
virtual network to your on-premises network

using one of the connectivity options available

in Azure.
ExpressRoute: Azure ExpressRoute lets you
create private connections between Azure

datacenters and infrastructure on your premises
or in a colocation environment. ExpressRoute

connections do not go over the public Internet.
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ExpressRoute offer more reliability, faster speeds,
lower latencies, and higher security than typical

Internet connections.

Management

Operational Insights: Operational Insights, part
of Microsoft Operations Management Suite, is a
software-as-a-service (SaaS) solution tailored for
IT operations teams. Microsoft Operations
Management Suite (OMS) is Microsoft’s cloud-
based IT management solution that helps you
manage and protect your on-premises and cloud
infrastructure. Operational Insights uses Azure
to collect, store, analyse log data from any
datacenter or cloud, and turn it into real-time
operational intelligence.

Scheduler : Azure Scheduler lets you create jobs
in the cloud that reliably invoke services inside
and outside of Azure — such as calling HTTP/S
endpoints or posting messages to Azure Storage
queues, Azure Service Bus queues, or Azure
Service Bus topics. You can choose to run jobs
right away, on a recurring schedule, or at some
point in the future.

Selection Criteria

Once you have decided to store and process data
using cloud computing, the next step is to select the

CSP.

It is vital to assess the reliability and capability of a
service provider that you plan to entrust with your
organization’s applications and data. The things to

health

Administration support, Technical capabilities and

consider are Business and processes,

processes and Security practices [9, 10].
Business health and processes: Financial health,

Organization, governance, planning and risk

management, Trust, Business

knowledge,

Compliance audit.
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Ak

Figure 4. Business health and Processes

Administration support includes Service Level

(SLAs),

Resource monitoring and configuration management,

Agreements Performance  reporting,

Billing and accounting.

“.‘N-
1l

Figure 5. Administrative Support
Technical capabilities and processes such as Ease of
deployment, management and upgrade, Standard

interfaces, Event management, Change management,

Hybrid capability.

L1

Figure 6. Technical capabilities and processes
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Security practices includes Security infrastructure,
Security policies, Identity management, Data backup

and retention, physical security etc.

Figure 7. Security Practices
III. PROPOSED WORK

In this paper, we present a resource allocation
mechanism for service provisioning in distributed
clouds where computation resources are made
available much closer to users, possibly within
routers themselves. Will be a need for cloud resource
allocation algorithms that operate on resource-
constrained computational units that serve localized
subsets of customers. To handle the above-stated two
challenges, we propose a geo-distributed cloud
storage system for Data storage; request Allocation
and resource Reservation across multiple CSPs
(DAR). It transparently helps customers to minimize
their payment cost while guaranteeing their SLOs.
Building a geo-distributed cloud storage across
multiple CSPs can avoid the vendor lock-in problem
since a customer will not be constrained to an
obsolete provider and can always choose the optimal
CSPs for the cloud storage service. We summarize

our contributions below:

].njut
Cloud .
Dominant-
storege X o) cost based
Y
) Data
~ 9//% Allocation
Front-end . Gy 1
N %’? Optimal
h . Resource
Customer Statistical result > . Reservation
data center < ~ \EI\
(Agent) Output

Request ratio Master
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Figure 8: Overview of DAR’s Structure

First, we have modelled the cost minimization
problem under multiple constraints using the integer
programming and Second, we introduce a heuristic

solution including:

(1) A dominant-cost based data allocation algorithm,
which finds the dominant cost (Storage, Get or Put)
of each data item and allocates it to the datacenter
with the minimum unit price of this dominant cost
to reduce cost in the pay-as-you-go manner. (2) An
optimal resource reservation algorithm, which
maximizes the saved payment cost by reservation
from the pay-as-you-go payment while avoiding
over reservation. The system architecture is shown
in Figure 8, the get/put requests are shown in Figure

9 and the process of our work is shown in Figure 10.

GET : T PUT

Cloud Storage Broker

T

Data chunks Optimization engine Metadata

/

J
P EED

Figure 9. Get/Put requests

Client

The main advantage of our work is that we foresee a
move from traditional word-based approaches,
towards semantically rich concept-centric aspect-

level sentiment analysis.
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Getting the customer
requirements &
uploading data

User

Estimate the
dominant cost of
unit data.

Data Allocation and

Resource

Reservation (DAR)

have a minimum cost

minimum cost Store data i that Display
cloud data center data center which Result

Figure 10. Process flow

IV. RESULTS & DISCUSSION

In this paper, we proposed a work to select the
optimal data center from the multiple data centers
located at heterogeneous places. At one end, the
organization can establish new data centers at
different places. Other end, the customers can select
the optimal data center. There are various factors
comes in to the account to get the data center with
less cost. For example based on the reservation time
and the size of the data that is to be stored in the

cloud etc.

We have added few screens of our results in this
paper. Our simulated work is done using Java
Programming Language and Java Server Pages used
for designing web pages and the data is stored in
Sequel Server. Adding data centers with the
required fields and the list of data centers available

are shown in Figure 11 and Figure 12.
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ADD DATA CENTER HERE

i Cloud Data

Figure 11. Adding Data Centers

Figure 12. List of available Data centers

V. CONCLUSION
In the cloud computing system, each user can access
their data from remote server by making use of the
internet instead of using their personal computer
storage. Cloud computing is differentiated into three
different categories such as Infrastructure-as-a-
Service, Platform-as-a-Service, and Software- as-a-
Service. In IaaS model, it always allows the user to
use their server and storage as per their requirement.
(CSPs)

with datacenters

Many cloud service carriers provide

information garage services
disbursed international. These datacenters provide
different get/placed latencies and unit expenses for
resource usage and reservation. In this paper we
implemented the algorithm with minimum cost
requirement for selecting the optimal data centers. In
addition to this, we also considered the latency.
These works are extended based on the methods

derived from coefficient-based totally statistics
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reallocation, multicast-primarily based information
moving and request redirection-based congestion

manipulate.
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