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ABSTRACT

With the rapid development of communication technologies, different multimedia applications have become
increasingly popular. The availability of internet at low cost and development of ubiquitous networks has led to
increased sharing of information in the form of videos and video streaming. For secure transmission of videos,
the videos must be protected from unauthorized use. Uncompressed digital video takes up large amount of
storage or bandwidth. Video compression makes it possible to send or store digital video in a smaller,
compressed form. Since a video consist of large number of images, encrypting the entire video increases the
computational cost and is time consuming. For fast and real time video encryption, selective video encryption
techniques are used. Selective encryption can be based on type of frame — I frame, P-frame, B-frame or based
on motion detection or combination of both. This paper proposes a video encryption based on fast motion
detection. The I, P and B frames are encrypted only when a motion is detected between the frames. Since I-
frame contains more information and serves as reference point for both P and B frame, it is encrypted with
more secure encryption method as compared to P and B frame. But encryption method used for P and B frame
is must faster as compared to the method used for I — frame, which makes the encryption process faster.
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I. INTRODUCTION

streams over communication channels with limited

bandwidth. Consider a HD video at resolution

Large amount of digital visual data are stored on
different media and is exchanged over different types
of networks. Often, these visual data contain private
or confidential information and is associated with
financial interest. As a consequence, techniques are
required to provide security functionalities like
privacy, integrity, or authentication especially suited
for these data types. Different applications of
multimedia like digital video broadcasting, internet
and mobile video streaming, video calling, DVD
video storage make use of video compression and

encryption.

Uncompressed digital video requires large amount of
space or bandwidth for storage or transmission.

Video compression is required to transmit video
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1920x1080 pixels at 60 frames per second. The three
colors (red, green and blue) are quantized at 8 bits
per pixel. The size of one second of video is equal to
1920x1080x60x3x8 bits or roughly 2.8 Gigabits per
second. Transmission of such a large file is time

consuming. So videos are compressed before

transmission.

A CODEC has two parts: COder and DECoder. The
COder is used to compress or code large data into
fewer bits, using a reversible conversion. The inverse
process is called decompression (DECoding). Since it
takes less data to describe an image in frequency
domain than in spatial domain, the first step in video
compression is to convert the images into frequency

domain. The two most commonly used techniques to
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compress video in frequency domain are
DCT/(discrete cosine transform) and DWT (discrete

wavelet transform).

The discrete cosine transform (DCT) represents an
image as a sum of cosine of varying magnitudes and
frequencies. DCT is a lossy compression method
where most of the information is stored in very low
frequency component of the signal called AC co-
efficient and rest of information is stored at other
frequency components called DC co-efficient that
can stored using less number of bits. So higher-
frequency image components play a relatively small
role in the determining picture quality, while the
majority of image definition comes from lower-
frequency image components. Applying DCT on an
entire image or frame is a memory intensive task.
Most schemes apply DCT on small blocks of size 8x8
pixels or 16x16 pixels, called macroblocks. The DCT
coded,
transmitted. The two-dimensional DCT of an M-by-

coefficients are then quantized, and

N matrix A is defined as follows.

M—1N-1

: ] (: ) D=p=M-—1
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The inverse DCT equation for M-by-N matrix A can

be written as

(7 \ (2 ) 0=p=M-1
a(2m+ | ;:C(}Nar.._n-i-l q =pP=

a0, COS M N To< q< N—1

Discrete Wavlet Transform (DWT) is a loss less
compression technique, that is the original signal
can be completely recovered on performing inverse
DWT. The DWT decomposes a signal into a set of
mutually orthogonal wavelet basis functions. These
functions differ from sinusoidal basis functions in
that they are also spatially localized. Wavelet
functions are dilated, translated and scaled versions
of a common function ¢, known as the mother
wavelet. DWT is not just a single transform, but
rather a set of transforms, each with a different set of

wavelet basis functions. Two of the most common
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are the Haar wavelets and the Daubechies set of
wavelets.
The DWT in

transformation of a data vector whose length is an

one dimension is a linear
integer power of two, into a numerically different
vector of the same length. DWT is computed as
shown in figure 1, where H and L denotes high and

low pass filter and |2 denotes subsampling.
¢ I e I o,

Figure 1 DWT Tree

For two dimensional image, one dimensional DWT is
first applied along the rows of the image and then to
the columns of the image. The result of these two
sets of operations is a transformed image with four
distinct bands: (1) LL, (2) LH, (3) HL and (4) HH

LL Band HL Band

LH Band HH Band

(a)One dimension DWT

L3 | 13
LL | HL
ERSE L2 HL
1H | HE
Levell HL
L2 LH L2 HH

Levell LH Levell HH

(b) Two dimension DWT

Figure 2

Video is grouped into sets of pictures called a Group-
Of-Pictures (GOP) [18]. Three types of pictures (or
frames) are used in video compression - I, P, and B
frames. The first frame in each GOP is intra-coded
frame, called I-frame. I-frame contains complete
picture, where all pixel values are coded without
prediction and does not depend on the frames that
proceed or follow the I-frame. More the number of I-
frame, better the quality of the video since I-frame
are used as reference frame for decoding other
pictures. Some frames are labeled as P frames and
they are predictively coded. P-frames are compressed

using inter frame encoding technique. They contain

1690


Volume%203,%20Issue%203%20|%20March-April-2018%20
http://www.ijsrcseit.com/

Manju Sharma et al. Int J S Res CSE & IT. 2018 Mar-Apr;3(3) : 1689-1695

only those data that have changed from proceeding
I-frame or P-frame. P-frame requires fewer bits for
encoding than I-frame. Some frames are labeled as B
frames and they are bi-directionally coded. B-frames
are predicted using the previous I-frames and
subsequent P-frames, and they contain only the
image differences between them. This implies that
each B frame is coded based on 1 previous and 1 next
P or I frame. B-frame requires fewer bits for

encoding than I or P frame.

II. MOTION ESTIMATION

Detection of movement is difficult due to camera
noise, lightning condition and object orientation.
Motion detection is done by preprocessing the frames
to remove noise and removing the background by
subtracting the frame from the reference frame.
Motion detection is completely scene dependent and
many algorithms are available for motion vector
computation ranging from full search to selective
search. Block matching is most commonly used
technique for motion estimation, where the frame is
divided into 8x8 or 16 x16 macroblocks. A large
number of block matching algorithms have been
proposed till date. Major algorithms [14] are three
step search algorithm (TSS), 2D-Logarithmic search
(2D-Log), Cross search, window search, new three
step search algorithm, orthogonal search algorithm,
diamond search, gradient based search and zone
based search. Each of the algorithm differ in the
position and number of neighboring blocks with
which the motion vector of the block (z)) is
compared and when and how the step value is

reduced.

Given an n x n block, a matching criteria, M(p,q),
measures the dissimilarity between the block in the
current frame, Ic and the block in the reference
frame, Ir, shifted by (p,q). Four commonly used

matching criteria are
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SAD — Sum of the absolute values of difference in the
two blocks

n n

M(p,q) => > |L(i.j) = L(i +p,j +q)|
i=1 =1
MAD — The mean of the values of the differences in
the two blocks

i

1A , ,
M(p,q) = 52> Heli, ) = Ln(i+p,j +4)
1j=1

MSD — The mean of the square of the differences in
the two blocks

1 & & :
Mp,q) = — 33 (ki) = (i +p.j + )
i=1j=1
MPC — The sum of non-matching pixels in the two

blocks, tmrcis the minimum threshold value.

n n

M(p.q) =33 D(L(i,5), L(i + p,j +q))

i=1j=1

D(a,b) — 0 lf\a - b| f tM'pg
1 otherwise

III. PROPOSED METHODOLOGY

Our focus here is on developing a new symmetric

key  encryption algorithms combined with
compression algorithms for energy constrained
multimedia devices. Based on the analysis a selective
encryption algorithm has been proposed which
adapts and encrypts code words based on movement
detection in video sequences using advance hill
cipher instead of commonly used AES, RC5 or Grain
algorithms having low computational cost and

suitable for energy constrained multimedia device.

The scene changes between frames can occur
anywhere within a GOP. The first I-frame is
completely encrypted while other I-frames are
selectively encrypted where motion is detected. In
case of abrupt scene transitions, the first frame of the
new scene is encoded as an I-frame in order to

improve coding efficiency.

To detect any suspected scene change in P frames,
the scene transition parameter MR, is calculated and
compared with the threshold TH. Similarly, to detect
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a scene transition in B frame, the scene transition
parameter MR, is calculated and compared with the
threshold TH. Threshold for B frame is slightly lesser
than the threshold for P frame because B frames have
two reference frames (I and P), whereas P frames
have only one reference frame, and further, B frames
are easier to intercode. If the scene change
parameter is higher than the threshold, movement is

detected.

I-frame are encrypted using more secure method
comprising of permutation, rotation of pixel values
and then applying hill cipher using involutory matrix
[17] whereas B and P frame are encrypted using
much faster encryption method comprising of only
permutation and rotation of pixel values, which
decreases the computational cost and makes the
process much faster since B and P frame totally

comprises more than 90% of total frames.

PROPOSED ALGORITHM

1) INPUT: Video Stream, involutory matrix.
2) Convert the video stream into frames and store
into buffer
3) IF Current frame is an I frame
a) Calculate MRi
b)IF residual coefficient Ri < TH (Threshold)
THEN Encrypt frame using method1
4) IF Current frame is an P frame
a) Calculate MR,
b)IF residual coefficient Rp < TH (Threshold)
THEN Encrypt frame using method2
ELSE Encrypt sign bit of MVD
5) IF Current frame is an B frame
a) Calculate MRo
b)IF residual coefficient Rb < TH (Threshold)
THEN Encrypt frame using method2
ELSE Encrypt sign bit of MVD
6) IF End of frame
THEN END
ELSE Go to step 3.

7) Convert frames back to Video Stream

IV EXPERIMENTAL RESULTS
Video xylophone.mpg available in MATLAB is used.

(B Figure 1 o[
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a) First I- Frame and its encryption
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b) First P- Frame and its encryption
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c) First B- Frame and its encryption
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d) Some frames where motion was detected and their encryption

IV. CONCLUSION

This paper suggests an efficient and fast method for
video encryption. Depending on the motion
detection selective frames are encrypted. Security
level of the method is increased by performing
permutation, rotation and encryption using hill
cipher on I-frames. Part of the involutory matrix is
randomly selected, so number of possible key matrix
of size n is very large. P and B frames are encrypted
using only permutation and rotation of pixel values.
Since more than 90% of frames are P and B frames,
using faster encryption method reduces the

computational cost and increases the speed.
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