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ABSTRACT
Cybercrime is becoming ever more serious. Findings from the 2002 Computer Crime and Security Survey show
an upward trend that demonstrates a need for a timely review of existing approaches to fighting this new
phenomenon in the information age. In this paper, we define different types of cybercrime and review previous
research and current status of fighting cybercrime in different countries that rely on legal, organizational, and
technological approaches. We focus on a case study of fighting cybercrime in India and discuss problems faced.
Finally, we propose several recommendations to advance the work of fighting cybercrime. Cybercrime falls into
three categories: (1) a computer is the target of criminal activity; (2) the computer is the tool used or is integral
to the commission of the crime; and (3) the computer is only an incidental aspect of the crime. Cybercrime is a
relatively new phenomenon. Services such as telecommunications, banking and finance, transportation,
electrical energy, water supply, emergency services, and government operations rely completely on computers
for control, management, and interaction among themselves. Cybercrime would be impossible without the
Internet. Most American businesses maintain WWW sites and over half of them conduct electronic commerce
on the Internet. The rise in popularity of the Internet for both private persons and businesses has resulted in a
corresponding rise in the number of Internet-related crimes.
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I. INTRODUCTION users to fake websites (that appear to be legitimate),

where they are asked to enter personal information.

Cybercrime is criminal activity done using computers
and the Internet. This includes anything from
downloading illegal music files to stealing millions of
dollars from online bank accounts. Cybercrime also
includes non-monetary offenses, such as creating and
distributing viruses on other computers or posting

confidential business information on the Internet.

Perhaps the most prominent form of cybercrime is
identity theft, in which criminals use the Internet to
steal personal information from other users. Two of
the most common ways this is done is through

phishing and phrasing. Both of these methods lure
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This includes login information, such as usernames
and passwords, phone numbers, addresses, credit card
bank

information criminals can use to

numbers, account numbers, and other

"steal" another
person's identity. For this reason, it is smart to always
check the URL or Web address of a site to make sure
it is legitimate before entering your personal
information. Because cybercrime covers such a broad
scope of criminal activity, the examples above are
only a few of the thousands of crimes that are
considered cybercrimes. While computers and the
Internet have made our lives easier in many ways, it

is unfortunate that people also use these technologies
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to take advantage of others. Therefore, it is smart to
protect yourself by using antivirus and spyware
blocking software and being careful where you enter

your personal information.
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Figure 1: Cyber Crime

II. METHODS AND DISCUSSION

Hacking

In simple words, hacking is an act committed by an
intruder by accessing your computer system without
your permission. Hackers (the people doing the
‘hacking’) are basically computer programmers, who
have an advanced understanding of computers and
commonly misuse this knowledge for devious
reasons. They’re usually technology buffs who have
expert-level skills in one particular software program
or language. As for motives, there could be several,
but the most common are pretty simple and can be
explained by a human tendency such as greed, fame,
power, etc. Some people do it purely to show-off
their expertise — ranging from relatively harmless
activities such as modifying software (and even
hardware) to carry out tasks that are outside the
creator’s intent, others just want to cause destruction.
Greed and sometimes voyeuristic tendencies may
cause a hacker to break into systems to steal personal
banking information, a corporation’s financial data,
etc. They also try and modify systems so that they
can execute tasks at their whims. Hackers displaying
such destructive conduct are also called “Crackers” at

times. They are also called “Black Hat” hackers On
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the other hand; there are those who develop an
interest in computer hacking just out of intellectual
curiosity. Some companies hire these computer
enthusiasts to find flaws in their security systems and
help fix them. Referred to as “White Hat” hackers,
these guys are against the abuse of computer systems.
They attempt to break into network systems purely
to alert the owners of flaws. It’s not always altruistic,
though, because many do this for fame as well, in
order to land jobs with top companies, or just to be
termed as security experts. “Grey Hat” is another
term used to refer to hacking activities that are a
cross between black and white hacking. Some of the
most famous computer geniuses were once hackers
who went on to use their skills for constructive
technological development. Dennis Ritchie and Ken
Thompson, the creators of the UNIX operating
system (Linux’s predecessor), were two of them.
Shawn Fanning, the developer of Napster, Mark
Zuckerberg of Facebook fame, and many more are
also examples. The first step towards preventing
hackers from gaining access to your systems is to
learn how hacking is done. Of course it is beyond the
scope of this Fast Track to go into great details, but
we will cover the various techniques used by hackers

to get to you via the internet.
Denial-of-Service Attack

A Denial-of-Service (DoS) attack is an explicit
attempt by attackers to deny service to intended users
of that service. It involves flooding a computer
resource with more requests than it can handle
consuming its available bandwidth which results in
server overload. This causes the resource (e.g. a web
server) to crash or slow down significantly so that no
one can access it. Using this technique, the attacker
can render a web site inoperable by sending massive
amounts of traffic to the targeted site. A site may
temporarily malfunction or crash completely, in any
case resulting in

inability of the system to

communicate adequately. DoS attacks violate the

JEVVIy m—



Volume%203,%20Issue%208,%20November-December-2018%20
http://www.ijsrcseit.com/

Nisarg C Joshi et al. Int J S Res CSE & IT. 2018 November-December-2018; 3(8) : 143-146

acceptable use policies of virtually all internet service
providers. Another variation to a denial-of-service
attack is known as a “Distributed Denial of Service”
(DDoS) attack wherein a number of geographically
widespread perpetrators flood the network traffic.
Denial-of-Service attacks typically target high profile
web site servers belonging to banks and credit card

payment gateways. Websites of companies such as

Amazon, CNN, Yahoo, Twitter and eBay! are not

Figure 2. Virus Dissmination
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long as the secondary storage array is working. This
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enables storage replication either implemented by
disk array controllers, by server software, or by
specialized SAN devices. Since IP WAN’s are often
the least costly method of long-distance transport,
the Fiber Channel over IP (FCIP) and ISCSI protocols
have been developed to allow SAN extension over IP

networks.

Financial Cybercrime

This crime is when you utilize your skills or third
party access for the main purpose to get financial
profit. Like accessing an e-bank portal in an
unauthorized way and make transactions, make e-
commerce take without

payments and goods

permission.

III. CONCLUSION

The risks of cybercrime are very real and too
ominous to be ignored. Every franchisor and licensor,
indeed every business owner, has to face up to their
vulnerability and do something about it. At the very
least, every company must conduct a professional
analysis of their cyber security and cyber risk; engage
in a prophylactic plan to minimize the liability;
insure against losses to the greatest extent possible;
and implement and promote a well-thought-out
cyber policy, including crisis management in the

event of a worst case scenario.
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