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ABSTRACT 

 

Cloud computing is a very fast growing technology that offer novel service to the Information Technology 

domain. With the help of cloud computing will reduce the infrastructure maintenance cost. The probability of 

having numerous types of vulnerabilities beginning attacks is high. In this paper we study and analysis 

dissimilar approach of an intrusion detection system that has been utilize to counter malicious attacks in Cloud 

computing environment. In this paper we implementation of hybrid approach for intrusion detection in cloud 

computing environment. The proposed approach based on ANN with fuzzy logic based Hybrid IDS, to which is 

additional proficient than the traditional IDS (Intrusion Detection System). 
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I. INTRODUCTION 

 

Today, numerous organizations are moving their 

computing services just before the Cloud. However, 

they can access in an accessible method to a lot of 

online services deprived of having to achieve the 

essential infrastructure that is frequently complex. 

Cloud computing has also three service models 

specifically Platform as a Service (PaaS), 

Infrastructure as a Service (IaaS) and Software as a 

Service (SaaS) models. IaaS model delivers services to 

customers by preserving huge infrastructures like 

hosting servers, running networks and other 

resources for clients.  Essentially, the IDS have been 

implemented in groups to accumulate and analyse 

numerous types of attacks within a host system or a 

network. In addition, to classify and detect probable 

threats violations, which include both intrusions, 

which are the attacks after outside the organizations 

and misuses that are recognised as the attacks within 

the organizations. In this research work, to propose 

the hybrid which includes a mixture of the two 

systems Intrusion Detection. Different IDS approach 

are used to counter malicious attacks in traditional 

networks. For Cloud computing, huge network access 

rate, renouncing the control of data & applications to 

service supplier and distributed attacks vulnerability, 

an effective, reliable and information transparent IDS 

is essential. Through fuzzy clustering technique, the 

various training set is divided to numerous 

homogenous subsets. Thus  

 

Complexity of every sub training set is compact and 

subsequently the detection performance is incusing 

dataset deliver efficiency of our novel hybrid 

technique for low frequent attack In this research, 

how to conclude the suitable number of clustering 

remains an open problem. Furthermore, other data 

mining approach, such as support vector machine, 

evolutionary computing, outlier detection, may be 

presented into IDS. Evaluation of numerous data 

mining approach will provide clues for constructing 

additional effective hybrid approach for detection 

intrusions in cloud network. 
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The existing IDS deployed in traditional Internet lack 

the features of autonomic self-adaptation and 

scalability. In adding, they are not deterministic 

which variety them inappropriate for cloud based 

environments. This urges the essential of a novel 

cloud based IDS which can transfer out its security 

requirements.  

 

In this paper we implementation of hybrid approach 

for intrusion detection in cloud computing 

environment. The proposed approach based on ANN 

with fuzzy logic based Hybrid IDS, to which is 

additional proficient than the traditional IDS 

(Intrusion Detection System). The rest of this paper is 

structured as follows: In section II, we designate 

concisely numerous probable intrusions in Cloud. 

Section III presents detection approach used by IDS. 

In Section IV, we describe different types of IDS in 

Cloud. Presents detailed analysis of numerous 

existing IDS techniques for cloud. Section VI 

achieves our work with the references at the end. 

 

II. RELATED WORK 

 

Numerous efforts have been taken in the extent of 

Cloud computing and IDS but still there are 

additional attacks that have not been detected. 

 

Shaikh et al[1]providers can be eliminated by using 

Host-Based IDS. Examine that the use of Virtual 

Machines snapshot as an evidence, encompasses 

additional storage and similarly time consuming than 

the log gathering by Intrusion Detection System. 

 

Luan Huy Pham  et al[2]proposed a quantitative risk 

valuation framework for adaptive intrusion detection 

to address APTs in the cloud and, additional usually, 

any target attacks employing a multitude of attack 

mechanisms transversely dissimilar subsystems. In 

the cloud landscape, the proposed framework can be 

accepted at dissimilar levels of abstraction. 

Q. Xia et al[3] design a hybrid sampling scheme. In 

this design, expending a grouping of local and global 

sampling decisions, author proposed a technique 

filter out numerous packets and yet maintain 

detection accuracy, construction unmodified 

traditional IDS operating in a cloud environment. To 

proposal an SDN-based packet group and monitoring 

mechanism that permits proficient packet collection 

after inside a cloud. 

 

Y. Mehmood et al[4] developed a hypothesis 

including two questions: how can we efficiently use 

mobile agents to perceive the distributed intrusions 

in cloud and what is the consequence of correlation 

in intrusion detection procedure from cloud 

perspective 

A. Aborujilah et al[5] Numerous of the IDS are 

located separate of the virtual network, so, the 

flooding attacks occurred inside the virtual network 

cannot be detected.  Numerous of the cloud IDS 

technique need using one IDS instance in every VM 

in the virtual network. This thoughtful of detection 

technique consumes the resource intensively. 

 

III. PROPOSED METHODOLOGY 

 

The proposed IDS are Hybrid technique for 

improving the performance of traditional IDS systems. 

The proposed model is demonstrated using dataset for 

classifying the attack classes. Therefore first the 

dataset is accepted as input to the proposed system 

and then the pre-processing on data is performed for 

eliminating the missing value issues. In next the data 

is encoded to provide similar set of data. In next the 

correlation coefficient based feature selection 

technique is used for reducing the dimensions of data. 

Finally the entire data is sub-divided into two parts 

training data and testing data. The 65% of data is used 

for training purpose and 35% of data is used for 

testing purpose. After that the fuzzy clustering 

technique is trained with the selected features set and 
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the testing with the testing set is performed. Trained 

model: after training using the input training dataset 

which are the composition of selected feature 

attributes and the classes (attack types) the returns 

the model. That model help to accept the fuzzy 

clustering test dataset which is in format of 

unlabelled patterns and for each pattern the trained 

model return the class labels. The test dataset is 

unlabelled data which is produced to the trained 

model for identifying the class labels of the input 

pattern. In the similar manner the features of test 

dataset without classes are produced in previous step 

to predict the classes of input pattern or the attack 

pattern. Based on the outcome of classification the 

performance is computed in terms of accurately 

classified pattern. After classification of the test 

dataset which is randomly selected from the initial 

dataset the performance of the classification is 

computed. The classification performance is defined 

in terms of accuracy, error rate and the consumed 

resources. Based on the experimentation the 

performance of the system is concluded. The 

implementation of the proposed technique is 

performed on JAVA technology. After design and 

implementation the performance of the system is 

computed in terms of different performance factors 

which are summarized.  According to the given 

performance evaluation the performance of the 

proposed technique is efficient as compared to the 

traditional technique classification technique. 

Furthermore necessitates less time and memory for 

classifying the samples. Thus the proposed hybrid is 

suitable for effective intrusion detection 

methodology. The simulation experiment 

consequences illustration that this method can 

successfully expand the detection efficiency of the 

attack data, and has good applied value. The test 

dataset adopts the is intended for anomaly based 

systems. The quantity of traces collected from for 

every category for dataset is described. They using to 

produce dataset of system call traces for precise 

development an auditing utility for gathering 

security applicable events. The dataset was collected 

under Ubuntu 16.04 fully patched operating system 

through kernel 2.6.38. The operating system was 

running dissimilar services, Apache running java, 

MySQL, SSH server, FTP server etc. similarly joins 

system call traces of dissimilar types of attacks. 

Describes specifics of every attack class in dataset. 

This dataset can somewhat simulate the definite 

cloud environment in runtime. In instruction to 

estimate the consequence of the detection system, it 

uses the consequent indicators, with the false positive 

rate, false negative rate, detection time, etc. It is 

distinct as follows: 

 

False positive rate= (Number of attack traces detected 

as normal traces) / total number of normal traces. 

 

Detection rate = (Number of intrusion traces have 

been detected) / total number of traces.  

 

It is a graph of true positive rate in contradiction of 

false positive rate. It signifies the performance of 

binary classifier as its discernment threshold is varied. 

To test the performance of the technique, we use 

standard approach and improved fuzzy clustering 

algorithm at the similar time to associate the 

detection algorithms. The performance of the hybrid 

approach in terms of accuracy is given in this section. 

The performance evaluation of proposed Intrusion 

detection system is evaluated using implementation 

of coefficient correlation analysis. 

 
Figure 1 : Compare Accuracy proposed approach and 

existing approach 
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Figure 2 : Error Rate 

 

The data consequences comparison among false 

positive rate and detection rate. From the comparison 

accuracy, it can be seen that enhanced bisecting 

existing technique method has improved detection 

results. The experimental consequence dataset 

demonstrates the effectiveness of our novel approach 

especially for low-frequent attacks, attacks in 

interactions of detection precision and detection 

stability. Additional self-determining and compacted, 

the cluster can converge speedily and acquire 

improved recognition outcomes. Standard fuzzy 

clustering has dissimilar result in different value, and 

it is easy to fall into local optimum, affecting the 

detection outcomes. While the better intersecting 

method does not differentiate features of high-

dimensional data, subsequent in quantity of the 

comparable data affecting the detection rate and false 

alarm rate. 

 

IV. CONCLUSION 

 

In this presented work the cloud computing 

application in intrusion detection system is provided. 

Additionally the two key issues are targeted for 

finding the effective and efficient solution. The 

primary aim is to find the suitable features set from 

the entire dataset. That helps to reduce the 

dominations of data and scale the processing speed of 

the IDS system. On the next improve the classifier 

performance for classifying the multiple class data.  

Therefore to resolve this issue the ANN based on 

fuzzy technique is used for performing training and 

testing using the Fuzzy logic. Using the two discussed 

improvements the a new approach is proposed for 

implementation and design that claims high 

performance in terms of processing speed and the 

efficient outcomes in terms of accurate results. 
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