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ABSTRACT 

 

Conventional cyber security, especially public key cryptosystems depend upon the difficulty of solving large 

integer factorization and discrete log problems. The most straightforward way to solve these problems is to try 

all possible keys, which would be far too difficult for conventional computers. But the speed in which quantum 

computing is growing has posed a great threat to the conventional cryptosystems. This paper reviews how 

conventional public key cryptosystems might crumble under quantum computing and the need for quantum – 

safe cryptography. 
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I. INTRODUCTION 

 

The two types of modern cryptography are symmetric 

and asymmetric key (Public key) cryptography. 

Secure Sockets Layer (SSL) and Transport Layer 

Security (TLS), cryptographic protocols that provide 

authentication and data encryption between servers, 

machines and applications operating over a network 

use combinations of symmetric and asymmetric 

cryptography. The most popular asymmetric 

cryptographic schemes used today are 

 

✓ Rivest-Shamir-Adleman (RSA) 

✓ Elliptic Curve Digital Signature Algorithm 

(ECDSA) 

✓ Digital Signature Algorithm (DSA) 

✓ Diffie-Hellman key agreement protocol 

 

The use of these algorithms essentially depends upon 

the fact that the Integer Factorization Problem (IFP) 

and Discrete Logarithm Problem (DLP) are very hard 

to solve. But, the Shor’s algorithm, created by Peter 

Shor, in the year 1994, can break these algorithms, if 

run on a quantum computer. Even though quantum 

computers are not commercial yet, they are speculated 

to be available for extensive use in a decade or so. Thus, 

security through the above mentioned algorithms, 

which are still in wide use today, will become obsolete 

after the advent of quantum computers. So, research is 

being carried out to create algorithms which are 

quantum resistant, to replace the conventional 

asymmetric cryptosystems. 

 

II. INTEGER FACTORIZATION PROBLEM 

 

Since the time of Euclid, it has been known that every 

positive integer n can be uniquely (up to order) 

factored into the product of primes.  

 

Integer factorization, especially prime factorization is 

the problem of finding the prime factors of a given 

composite number. Factorizing large numbers is a very 

hard task for classical computers. It is computationally 

easy (polynomial time) to determine whether 

or not n is a prime or composite number. But if n is a 

product of two large prime numbers, then it is 

extremely hard to compute the factors of such n. This 

is the concept behind the RSA algorithm, which is the 
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most popular one in use now. Researchers have 

estimated that a 1024 bit RSA modulus (which is the 

bit size commonly used now), would take thousands 

of years to crack using classical computers. 

 

III. DISCRETE LOG PROBLEM 

 

If  a is an arbitrary integer relatively prime to  n   and 

g is a primitive root of n, then there exists among the 

numbers 0, 1, 2, ..., Φ(n) - 1 , where Φ(n) is the totient 

function, exactly one number such that 

a ≡ g μ (mod n) 

The number μ is then called the discrete logarithm of 

a with respect to the base g modulo n and is denoted 

μ≡indga(mod n) 

 

It is very hard to find μ, given a and g. This concept is 

at the heart of Diffie-Hellman, Elliptic Curve 

Cryptography algorithms etc. 

 

IV. SHOR’S ALGORITHM AND THE INTEGER 

FACTORIZATION PROBLEM 

 

The Shor’s algorithm tackles the integer factorization 

problem through the following steps: For a given 

integer n 

Step 1:  Determine if n is even, prime or  a prime 

power. If so, we will not use Shor’s algorithm as there 

are many effective classical methods to factorize such 

numbers. 

Step 2: Pick a random integer x < n and calculate 

gcd(x,n). If this is not 1, then we have obtained a factor 

of n. 

Step 3: This step is to be performed on a quantum 

computer. Pick q as the smallest power of 2 with 

n2≤q<2n2. Find period r of xa  mod n. Measurement 

gives us a variable c which has the property c/q ≈ d/r 

where d∈N. 

Step 4: Determine d ,r via continued fraction 

expansion algorithm. d,r only determined if gcd(d,r)= 

1(reduced fraction). 

Step 5: If  r is odd, go back to Step 2. If  xr/2 ≡−1 mod 

n go back to Step 2. Otherwise the factors p or q= 

gcd(xr/2±1,n). [15] 

 

The best known algorithms (including probabilistic 

ones) which deliver a factor of n, all require a super-

polynomial number of classical steps in n. For 

example, the Schnorr-Seysen- Lenstra probabilistic 

algorithm factorizes n<2a in exp(O((aloga)1/2)) 

classical steps. In contrast, Shor’s algorithm delivers 

(with positive probability) a factor of n <2a in 

O(n2lognlog logn) quantum steps [17].Thus, the 

Shor’s algorithm, with the help quantum computers 

can break RSA and similar algorithms which rely 

on the difficulty of factorizing large numbers (1024 

bit, 2048 bit etc.) 

 

V. SHOR’S ALGORITHM AND THE DISCRETE 

LOG PROBLEM 

 

The discrete logarithm problem in Z∗p, p prime as 

well as in the group of points of an elliptic curve over 

a finite field, is considered unbreakable by classical 

computers. The Shor’s algorithm can solve the 

problem on n- bit inputs in O(n3) time, while the 

most efficient algorithm for this problem, for classical 

computers, called Gordon’s algorithm will take as long 

as exp(O((logp)1/3(log logp)2/3)) where p is the 

prime. [15] 

 

VI. CONCLUSION 

 

The monumental growth of quantum computing 

during the recent years has brought the need for 

quantum – resistant cryptography a bit closer. While 

many symmetric key algorithms are quantum safe, it 

is the asymmetric algorithms which would face a big 

blow in the quantum era. There have already been 

significant advances in research towards post – 
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quantum cryptography. On January 2019, National 

Institute of Standards and Technology has published 

17 public-key encryption and key-establishment 

algorithms, which are considered strongest candidates 

for post-quantum cryptography standardization. They 

are BIKE, Classic McEliece, CRYSTALS-KYBER, 

FrodoKEM, HQC, LAC, LEDAcrypt (merger of 

LEDAkem/LEDApkc), New Hope, NTRU (merger of 

NTRU Encrypt/NTRU- HRSS-KEM), NTRU Prime, 

NTS-KEM, ROLLO (merger of 

LAKE/LOCKER/Ouroboros-R), Round5 (merger of 

Hila5/Round2), RQC, SABER, SIKE, and Three Bears. 

A continued analysis on the performance of the above 

mentioned algorithms will prove to be fruitful to get 

ready for the post- quantum era. 
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