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ABSTRACT

Nowadays with the rapid growth of the smart city and the internet of things applications are difficult to
connect the data access center, to meet service requirements with low latency and high quality while sending
and receiving data access requests. At the same time, lower security performance occurred. In temperature and
humidity sensor applications we approach a cryptography technique to protect data. It is an ASCII values-based
technique which uses some numerical calculation to perform encryption and decryption. Then the use of the
shortest path algorithm we find an entire possible path using current node detail and the destination node is
sent by the source node to the neighbourhood nodes. Neighbourhood node receives the detail and checks the
destination node. In case, the neighbourhood node is not the destination, it appends its detail along with the
received details and sends to its neighbourhood nodes and the process continues till reaching the destination.
By calculating the link delay between the two nodes. We can find the delay time taken from source to
destination. At last we display the entire possible shortest paths and secure data. It is useful when network
congestion occurs. In this paper, we also overcome this problem.
Keywords: Data access center for the Internet of things. ASCII Values. low latency. Shortest path algorithm.
Network congestion.

I. INTRODUCTION which is substituted for old system design with
complicated electronic circuits.

The development of the internet of things technology

receives attention in many applications. Many
countries consider the IOT as an important strategic
component of emerging industries [1] and have
adopted a number of policy measures to
comprehensively promote the development of these
applications in various fields and will deeply

integrate and generate new types of IOT solutions.

The huge number of embedded devices that can
interact with the environment are connected to the
internet. The development of such an interacting
object reaches this staggering pace with the growth of

microcontroller based easy-to-use designed system,
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The temperature and humidity monitoring sensors
are common to measure environmental conditions. In
our paper, we process a measured temperature and
humidity by sensing and display on the computer
screen. A merged temperature and humidity sensor
DHTI11 are used with Arduino Uno to develop
Celsius scale thermometer and percentage scale

humidity measurement process.

A major prohibition against distribution of these
applications is the difficulty in product QoS over the
internet. MPLS selection is to find the shortest path.
This path is affordable whose end-to-end delay is

bordered by the delay requirement of time-sensitive
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data flow. Dijkstra’s algorithm computing the

shortest path can be used in many circumstances.

There are two schemes implementing the QoS
routing algorithm on routers. The first one is to
implement as an on-line algorithm to process the
routing request as they appear. It is not always
desired. The second one is extending a link-state
protocol and the cheapest delay-constrained path for
the destination. These approaches provide assist to
both constrained unicast and multicast. In this paper,
we approach the second one to find the feasible path
that satisfies the delay requirement. There have been
some solutions to this problem. However, there is no
known algorithm to find a path in polynomial time.
There are several algorithms which have different
ways to encrypt and decrypt the data using various
type of keys. These algorithms are divided into two
major categories from the basis of the keys. There are
symmetric and asymmetric algorithms. The same key
for encryption and decryption is called symmetric.
Asymmetric decryption uses different keys for
encryption and decryption. Asymmetric
cryptographic algorithms are RSA, Digital signature,
etc.., Semantic algorithms are stream cipher, RC2,
RC4, RC5, DES, Block Cipher [2].

The major task of these algorithms is to perform
encryption and decryption and then provide security
from attacks. Every time attackers try to attack the
information to get it to destroy it by various types of
attacks. These attacks are divided into two categories

passive and active attacks.

The passive attack is of two types. one is learning the
contents of transmission, and the second one is traffic
analysis. The active attacks are involved in some
modifications of data. In these active attacks are
classified into four categories: Masquerade, Replay,
Modification of data and Denial of service [3].

The rest of the paper contains follows: Section 2

explains related work; Section 3 Explains Materials
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and Methodologies used, Result and discussion are
explained in Section 4; In section 5 Conclusion and

Future work are presented.
II. RELATED WORK

The main focus of current research on service access
requests under the condition of sufficient static
resources. static resources. Norberta et.al., have
proposed a paper on the development of a wireless
sensor monitoring system for humidity and
temperature in the Civil structure [4]. Li et.al., have
made a survey on how IoT has an impact on
industries. They have mentioned that IoT has
provided a promising opportunity to build Industrial
systems in a powerful manner and a wide range of
industrial IoT applications have been developed in
recent years [5]. Jayavardhana et.al., have surveyed
about the vision, architectural elements and future
direction of the Internet of Things. In the IoT
application, we concentrate on data access with
security [6]. Ning et.al., have proposed an efficient
authentication scheme and a scheme for access
control for the Internet of Things. In our proposed
work, we have implemented data integrity using
ASCII value based on encryption and decryption for
secure data access along with the shortest path
algorithm for data transmission [7]. Suraj et.al., have
proposed ASCII based encryption a decryption
technique  for  information  security  and
communication. They have mentioned that this is
one of the hard methods of information security [8].
Akancha has proposed an ASCII value-based data
encryption algorithm and it has compared this
algorithm with other symmetric data encryption
algorithms. In our proposed work, we are dealing
with source data access in humidity and temperature
sensing applications [9]. Ying Xiao et.al., have made a
study about constrained shortcut path patterns. It
will relatively reduce the transmission time of the
packet [10]. Crauser et.al., have proposed a simple

criterion which Dijkstra’s shortcut path algorithm
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into a number of phases, where all their processes are
run in parallel. In our, proposed work, we have used
Dijkstra’s shortcut path algorithm to find the shortest
path for the transmission of data [11]. Yi Mang et.al.,
have proposed an algorithm for distributed research
aware data access algorithm based large scale access
to security of data transmission. In our proposed
work, we are concentrating on the security of data
transmission/data access [12]. Ferrando et.al., have
written an article on a constraint-based path
selection algorithm [13]. Above mentioned studies
have solved a respective application environment by
matching access problems and create limitations. In
our proposed work, we have implemented a secure
data accessing scheme for humidity and temperature
seeming system which is one of the very popular IOT
applications. We have implemented security
measures such as ASCII value-based encryption and
decryption technique in order to ensure data
integrity during transmission. We have also used
Dijkstra’s  shortest data

path algorithm for

transmission.

III. MATERIALS AND METHODOLOGIES

3.1 Materials
3.1.1 Arduino

Arduino is the main part of this building monitoring
system. It is also be defined as a single board
microcontroller for building digital objects and
interactive devices. It is designed to sense the
environment by receiving input through sensors.
This is available in many formats and designed
enabling different features. This software can be run
on Windows, Linux or Mac. This program is based on
hardware wiring.

It can be programmed to stand-alone, with the
computer. It is a microcontroller board, based on an
8-bit microprocessor. There are 15 input and output
pins. It has a USB to connect to a computer or

Raspberry Pi.
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3.1.2 Sensors

Sensors are the electronic devices that convert a
change in physical phenomenon into an electronic
signal. It can send information to the computer. The
sensor is used in robotics, airplanes and aerospace,
cars and many applications. In our paper, we used
temperature and humidity sensor-DHT 11. It is
relevant in heating, ventilation and air conditioning.
Fig 3.1.2 shows the combined Arduino Uno and DHT

11 sensor Boards.

DHT 11 has the following performance range and

accuracy.

The range of Measurement:
Temperature-10 to 80° C
Humidity 10 to 90% RH
Accuracy Range:
Temperature+1%

Humidity+6%
The amount of water vapor contained in air is

defined as humidity. The ratio of the water vapor

content is denoted as Relative Humidity (RH).
RHz‘Z)—‘;V *100 % (1)

pw - Density of water vapor

ps — Water vapor Saturation

Fig:3.1.2 Combined Arduino Uno and DHT 11 Sensor
Board
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3.2. Methodologies
3.2.1 Dijkstra’s Algorithm

It is an algorithm that is used to find the shortest path
or minimum cost and is represented in the graph. In
this algorithm first, start at the ending vertex by
making it with a distance of 0. It is 0 units from the
end. It is called the current vertex. All of the vertices
are connected to the current vertex with an edge and
calculate their distance. Note each distance with their
corresponding distance. If it is less than the previous
distance visits the vertex and note the new one.
Continue these processes until the shortest path is

found.

Delay Estimation

The focus of this work is to know, how end-to-end
measurement can be used to network infer per-link
delay. Particularly attention will be paid to the
probability distribution estimation of the pre-link
variable delay. The logical model for the physical
network is to define strategic direction, which is

called the tree model.

The estimation is not focused on the physical
propagation delay, because it doesn't determine the
behavior of the network in a critical way and a more
manageable value than the additional variable delay
attribute to other processing or queuing in the buffer

in a router.

The deduction strategy is aimed at the approximation
of the variable delay previously mentioned and
extended from the estimation of end-to-end delays
acquired by the end-to-end measurements to the
events of the network, Such as per-link delays.
Realizing these quantities, it is feasible to define the
delay distribution for the individual link by using
only the measured distributions of end-to-end delay

of the multicast or unicast packets.
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The next segment describes a logical model for
studying a network topology, which is called a tree
model. A physical network is restored by a logical
tree composed of a root and the branch nodes that get

down from the leaf receiver node.

The distribution delay of an internal node delay is
very complex. It is acquired by analyzing the
different ways. In the end-to-end delay can be split
between the portion of the path below or above the
node. The key expectation is the per-link delay
between different links and packets independently.
The packets are potentially subject to lose over and

queuing each link.
3.2.2 ASCII-Based Encryption

When we need to send data to the network, it should
be encrypted in order to ensure security during
transmission. In our proposed work, we use ASCII -
value based encryption. In our encryption technique,
at first, the ASCII value of the input message is set to
a variable c. Next encryption key is generated using

the formula,
Encryption key_c = ord (key [i % len(key)]) (2)

Next, the encrypted data is generated using the

formula,

Encrypted data = char ((msg + key) % 127)(3)

Finally, the ASCII letter of the encrypted value is
displayed. Fig 3.2.2 shows the flow of ASCII-Based
Encryption method.
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f Plain text f

v

L Set C=ASCII of Input data ’

¥

Encryption Key_C=Ord (Key [i % len (Key)]) ’

’ Encryption data = (Chr + key)) % 127 J

h 4
/ Cipher text /

Fig 3.2.2 Flow chart of ASCII-Based Encryption

3.2.3 ASCII-Based Decryption
After encryption data is received by the destination,
the following operation is performed to obtain the

decryption key.

Decryption key = ord (key [i % len(key)]) (4)

Next, the decrypted message is generated using the

formula,
Decryption data = ((Cipher text - key) % 127) (5)
Finally, the ASCII letter of the decrypted message is

displayed. Fig 3.3.3 shows the flow of ASCII-Based
Decryption method.
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f Cipher text /

h 4

[ Decryption key_C =Ord (Key [i % len(key)]) ]

h

‘ Decryption data = (Ciphertext — Key) % 127 }

y

/ Decrypted data /

Fig 3.3.3 Flow chart of ASCII-Based Decryption

IV. RESULTS AND DISCUSSION

In our work, we used Dijkstra’s Algorithm and ASCII
based encryption and decryption combinedly. This
experiment was done by Intel Core i5 CPU @ 1.90
GHz with Windows Operating System, humidity and
temperature monitoring sensor and the Raspberry Pi.
We run the code on real devices without
modification of the code or algorithm or protocol. At
first, we have combined Arduino Uno and DHT11
sensor to monitoring temperature and humidity
reading. After the monitoring, the readings are listed
out and converted the ciphertext using ASCII based
Encryption and decryption method. The converted
ciphertext was sent via routers by calculating the
shortest path using Dijkstra's algorithm. The sent data
after reaching the destination will be converted as
plaintext (original data). Table 1 summarizes the

process
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Table 1 : Path finding process details

S. | Nam | Sens | Name | Encryp | Shor | Decry
no | e of |or of the | tion test | ption
the | Read | algorit | Data path | Data
sens |ings |hm node
ors used ]
used
1 | Ardu | 56,35 | Dijkst | 484848 | 0>0 | 56,35
. , 1>4
ino ra’s 4848 934
Uno, shorte 3->3
4->1
DHT st 535
11 path 623
. 722
Algori 836
thm

V. CONCLUSION

Previously, Yi Meng et al., have developed a data
access algorithm for general IoT applications. They
have mentioned that this algorithm did not optimize
load consumption while transmitting data via a
network. They have not implemented any security to
the data during transmission. This may lead to data
loss (or) loss of integrity of data. In our proposed
work, we have used the shortest path algorithm to
transmit the data along with security measures. We

have used ASCII based encryption and decryption

during data transmission which ensures data integrity.

One limitation of our proposed work is that a time
delay occurs when both the Shortest path algorithm
and the Encryption and Decryption algorithm are
executed simultaneously. In our future work, we will

try to overcome this limitation.
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