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ABSTRACT 

Technological advancements of various video and image editing tools has reached such a level that the tampering 

of digital video or image can be performed easily without degrading their quality or leaving any visual evidence. 

This review paper presents an overview of various types of video forgery and the different types of techniques 

that are employed for its detection. Passive and active forgery detection techniques are commonly used methods 

for detecting the tampering in a digital video. Passive and active tampering detection techniques are utilized for 

detecting the integrity as well as the authenticity of a given video. The aim of this review is to provide some 

productive information about video tampering attacks for upcoming researchers. 

Keywords : Active and Passive Techniques, Copy-Move Forgery, Support Vector Machine, Spatial and Temporal 

Tampering , Video Forgery Detection, Watermarking, Video Authentication,Digital Signature   

 

I. INTRODUCTION 

 

In this day and age, digital video tampering has been 

made simple with widely available sophisticated and 

ready to use editing software’s like Adobe Photoshop. 

As a result of this it is very difficult to distinguish the 

tampered videos from the authentic ones. The 

illegitimate or the offensive modification of the video 

is termed as video tampering or video forgery. The 

videos and images available at various social 

networking platforms like YouTube, Facebook etc., 

are playing a vital role in the scientific development 

and socio-economic perception. Apart from this 

videos are used in a variety of applications like legal 

evidence, video tutorials, advertisements, video 

surveillance . Eventhough this signify their 

remarkable role in today’s context , there are also some 

darker sides associated with it[15] .It includes the 

abuse or circulation of wrong information through 

videos. This means that the videos that are available in 

social networking websites like youtube or that are 

seen in mass media like television may have 

undergone tampering. Following figure is an example 

that depicts the tampering in a digital video .  Figure 

1. represents the object removal attack in the original 

video frame sequence.  

 

From the Figure 2. it’s clear  that there was a tree in 

the actual video frame sequence which is removed as 

a result of tampering. 

 

 

 

 

Figure 1. Original Video Frame Sequence 

 

 

 

Figure 2. Forged Video Frame Sequence. 
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Even though video tampering is comparatively harder 

to perform than image tampering [17], it is not rare to 

find some doctored video editing cases in real life. 

Moreover, in many instances, the tampered videos 

have appeared in news or social media. As a result of 

this various video tampering detection techniques 

have been developed to cope up with the video 

tampering problem. Video tampering detection 

techniques can be classified into two different 

categories which includes the passive approach and 

the active approach. The active tampering detection 

technique is mainly based on the hidden data. This 

technique [1] requires the pre-embedding of data like 

digital signature, watermark into the video inorder to 

validate its origin and authenticity. The passive 

tampering detection technique does not require any 

pre-embedded data, instead it make use of the 

statistical features of digital video inorder to determine 

its origin and authenticity. 

 

II.   FAMOUS  VIDEO TAMPERING  ATTACKS 

 

Some of the famous manipulations with the digital 

video is shown in figure 3,4 and 5. These video 

tampering examples reveals the fact that even the 

television channel broadcast is not spared from video 

tampering [17]. 

 

A.  RNC political propaganda, December 2005 

Figure 3. shows the last screen shot of a Republican 

National Committee(RNC) political video of a U.S. 

soldier watching television. In this final shot, we read 

“Our soldiers are watching and our enemies are too”. 

Actually this is a digitally manipulated video. This 

tampered video was created from another video where 

the soldier was actually watching the movie named 

“How the Grinch Stole Christmas”. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3.  RNC political propaganda, December 2005 

 

B . CBS broadcast, December 2000 

Figure 4. depicts the tampered video of the CBS 

broadcast. When this live video was broadcasted a CBS 

emblem was inserted inorder to hide the NBC emblem 

that was displayed on the background [17]. 

 

 

 

 

 

 

 

Figure 4.  CBS broadcast, December 2000 

 

C. Russian talk show in 2007 

Figure 5.depicts the frame from a Russian talk show in 

the fall of 2007. In that program ,a prominent political 

analyst named Mikhail G.Delyagin made some tart 

comments about Russian president Vladimir V.Putin. 

Later, when the program was broadcasted his remarks 

were removed and he was also digitally removed from 

the show. However, the technicians neglected to 

remove his legs and hands in one shot[17] . 

 

 

 

 

 

 

 

Figure 5.  Russian Talk Show ,2007 
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III. VIDEO TAMPERING ATTACKS 

 

Malicious tampering performed on the video can 

either alter the contents of the video or affect the 

temporal dependency between the frames[11]. Based 

on the frontier of its occurrence the variants of video 

tampering attacks can be categorized into three 

major domains: spatial tampering, temporal 

tampering and spatio-temporal tampering. They can 

be further divided into their subcategories as shown 

in Figure 6. 

 

 

 

 

 

 

Figure 6.  Classification of Video Tampering attacks 

 

A. Spatial Tampering 

In spatial or intraframe editing the malicious 

modifications alter the contents of single frame or 

several frame. The intraframe tampering is shown in 

Figure 7. in which the frame F(1) of the original 

input video VO is spatially tampered to produce the 

forged video VT. Here (i, j) denote the height and 

width of frames of the input video VO respectively. 

Fundamentally the contents of the video frames are 

treated as objects [4].The objects of the frames can be 

categorized into two classes: Foreground objects and 

Background objects. The foreground objects are 

those which are captured as individual elements, 

omitting the background, in a frame. The 

background object is the background part of the 

frame omitting all of the foreground objects. The 

different types of spatial tampering attacks include 

object removal, object addition and object 

modification [11]. 

 

 

 

 

 

 

 

(a)Original Video (VO)       (b) Tampered Video(VT) 

Figure 7.  Spatial Tampering 

Object Addition 

In object addition attack an object of interest is 

inserted to a single frame or to a set of frames. This 

attack can be performed with both kinds of objects, 

background objects and foreground objects. The copy 

– move forgery or copy-paste forgery is an example for 

the object addition attack [18]. Using this attack an 

intruder can insert or delete an object to or from a 

scene depicted in the video frames. Figure 8.shows an 

example of copy-move forgery in which an additional 

tree as a foreground object is copied from the original 

frame and added to a different location in the same 

frame. 

 

 

 

 

 

 

(a)Original Frame                    (b)Tampered Frame 

Figure 8.  Object Addition Attack 

 

Object Removal 

 

In object Removal  attack the objects of the frames of 

video are removed or deleted. This attack can be 

performed with both background object as well as 

foreground object [2] .When an object is deleted from 

a video scene, a technique called inpainting can be 

utilized to reconstruct the deleted or corrupted regions 
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in a visually believable manner. Inpainting can be 

performed in two ways. Either the removed regions 

are filled in with the help of sample textures 

[Exemplar-Predicated Texture Synthesis (ETS)] or the 

most coherent blocks from temporally adjacent frames 

are utilized to fill in the removed region [Temporal 

Copy and Paste (TCP)].Upscale-crop is another attack 

in which the frames of a video are cropped to delete 

the proof of occurrence of a crime in the outermost 

parts of video, and then enlarging the damaged frames 

so as to preserve consistent resolution across the whole 

video. Figure 9. shows an example of object deletion 

attack in which a foreground object is deleted from 

original video frame. 

 

 

 

 

 

 

       (a)Original Frame                  (b) Tampered Frame 

Figure 9.  Object Removal Attack 

 

Object Modification 

In Object modification attack, an existing object of the 

frame can be modified in such a manner that the 

original identity of that object is lost. The object 

modification attacks can be performed in many ways 

in the given video. This attack can be executed with 

both background and foreground objects. For instance, 

the size and shape of the object can be changed, the 

color of the object can be changed and with the help 

of extra effect the features of the object and its 

association with other objects can also be changed [22]. 

These attacks are performed at pixel level. Hence it is 

very difficult to detect this kind of attack. Figure 10. 

shows an example of object modification attack where 

the face of a person has been changed in such a manner 

that the new face of the person cannot be identified as 

the same as in original frame. 

 

 

 

 

 

 

 

         (a)Original Frame                  (b) Tampered Frame 

Figure 10.  Object Modification Attack 

 

B. Temporal Tampering 

 

Temporal or interframe tampering is the type of 

tampering that is applied to the video frames. This 

tampering mainly affects the time sequence of visual 

content, captured by video capturing devices. 

Common attacks of this type include frame insertion, 

frame deletion and frame shuffling or frame 

reordering. Figure 11. represents the original video VO 

that consists of six frames [4]. 

 

 

 

 

 

Figure 11. Original Video (VO) 

Frame Insertion 

 

In frame insertion attack, additional frames from 

another video, which has the same statistical 

properties, are intentionally inserted at some arbitrary 

locations in a given video. The prime intention of this 

attack is to camouflage the original content and 

provide erroneous information. Frame count get 

incremented when new frames are inserted into the 

source video [7]. A typical example of the frame 

insertion attack is shown in Figure 12. In which two 

frames F(a) and F(b) are inserted at random location in 

the original video VO to produce the tampered video 

consisting of eight frames. 
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Figure 12.  Frame insertion attack 

 

Frame Deletion 

 

In frame deletion attack the frames are deliberately 

removed. In this kind of attack, frames can be 

eliminated from different locations or it can be 

removed from a specific location. Frame count get 

decremented when frames are removed from the 

source video [10]. Depending upon the motive it is 

normally performed on surveillance video where the 

attacker wants to delete his/her presence in the video. 

Figure 13. shows a typical example of frame deletion 

attack in which the frames labeled F(3) and F(4) are 

removed from original video VO to generate tampered 

video consisting of only four frames. 

 

 

 

 

 

 

 

 

Figure 13. Frame Deletion Attack 

 

Frame Shuffling 

 

In frame shuffling attack, frames of a given video are 

rearranged or shuffled in such a manner that the actual 

video frame sequence is intermingled and erroneous 

information is produced by the video as compared to 

original video [11]. Frame count remains the same 

when frames are reordered in the source video. A 

typical example of frame shuffling attack is shown in 

Figure 14. Where two frames labeled F(2) and F(5) of 

the original video VO are shuffled. 

 

 

 

 

 

 

 

 

Figure14. Frame Shuffling Attack 

 

C.  Spatio - Temporal Tampering 

Spatio-temporal tampering attacks are the 

combination of spatial as well as temporal tampering. 

The blending of both Inter frame forgery and Intra 

frame forgery is found here. Numerous tampering 

techniques found in temporal and spatial domain is 

also seen here. The authentication system must be 

robust enough to recognize both kinds of tampering 

[8]. The diagrammatic representation of spatio-

temporal tampering is shown in Figure 15. In it the 

occurrence of both temporal and spatial tampering can 

be observed. Here (i, j) denote the height and width of 

the input video frame sequence. From the Figure 15. 

it’s clear that VT is the tampered video generated from 

source video VO . As a result of the temporal tampering 

in frame F(4) and F(5) and spatial tampering in frame 

F(1) of the original source video VO the spatio-

temporally tampered video VT is generated. 

 

 

 

 

 

 

 

 

 

(a)original video(VO)              (b)Tampered video(VT) 

Figure15. Spatio-Temporal Tampering 
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IV. LEVELS OF TAMPERING 

 

In a video the tampering can be performed at 

different levels which includes the shot level 

tampering, frame level tampering, block level 

tampering and pixel level tampering [5]. 

 

A. Pixel Level Tampering 

 

The contents of a video are altered at pixel level in 

pixel level tampering. This is the smallest level at 

which tampering can be performed[11]. Many 

normal video processing operations are done at pixel 

level. Therefore the video authentication system 

must be robust enough to distinguish between the 

pixel level tampering and the normal video 

processing operation. Spatial tampering is normally 

performed at pixel level. 

 

B. Block Level Tampering 

 

A specified region on the frame of the video is termed 

as block. The tampering attacks are performed on the 

blocks in block level tampering. The content of the 

video frame is considered as blocks on which 

manipulation is done. In block level tampering the 

blocks can be morphed, cropped, modified or 

replaced. Spatial tampering is normally performed at 

block level. 

 

C. Frame Level Tampering 

 

In frame level tampering the malicious manipulation 

is applied to the video frames. Frame insertion, frame 

deletion and frame shuffling are the common 

tampering attacks that can be performed by the 

attacker at frame level. Temporal tampering is 

commonly performed at frame level[4]. 

 

 

 

 

D. Shot Level Tampering 

 

In shot level tampering the forgery is performed at 

the shot level. In this any specific shot of the given 

video is manipulated. In shot level tampering a shot 

can be inserted or removed from the video. Shot level 

tampering can be performed with all kinds of 

tampering attacks. 

 

V. VIDEO TAMPERING DETECTION 

TECHNIQUES 

 

In general the video tampering detection techniques 

can be broadly categorized into two major domains: 

active video tampering detection techniques and 

passive video tampering detection techniques 

 

A.  Active Tampering Detection Technique 

 

The active technique make use of the pre-embedded 

concealed data [6,4]like digital signature or watermark 

in order to verify the authenticity and integrity of a 

digital video. The different types of active techniques 

include digital signature, intelligent techniques and 

watermark as shown in Figure 16. The active approach 

has following drawbacks: 

 

• During the acquisition phase it requires a 

specialized hardware like specially equipped 

cameras for the purpose of insertion of watermark 

or digital signature into the video. 

• Numerous encryption techniques can prevent 

unauthorized people from accessing and 

manipulating the digital video content, 

nevertheless these encryption techniques cannot 

prevent the owner of digital video from modifying 

the video before encryption. 

• Factors like compression, scaling, noise etc., have 

an impact on the robustness of Watermarks and 

digital Signatures 
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Figure16. Active Tampering Detection Technique 

 

Digital Signature 

 

In 1976 Diffie and Hellman introduced digital 

signature for the authentication purpose of 

multimedia data and to verify its integrity. The digital 

signatures can be saved in two different ways for 

authentication purposes. Either it can be saved as an 

independent file or it can be saved in the header field 

of the compressed source information. It proves to be 

better because the digital signature remains unaltered 

even if the pixel values of the images or videos are 

changed and it provide better results[11,23]. In the 

digital signature authentication the digital signature 

cannot be forged because the digital signature of the 

signer depends on the content of data and on some 

secret information, which is only known to the signer. 

The recipient can authenticate a received multimedia 

data by analyzing whether the contents of data match 

the information conveyed through the digital 

signature. 

 

Intelligent Techniques 

 

The intelligent techniques make use of database of 

video clips for video authentication. The database 

consists of both tampered as well as authentic videos. 

The main advantage of intelligent technique over 

other techniques like digital signature and watermark 

is that it does not require any watermark embedding 

procedure or computation and storage of any secret or 

public key. An intelligent technique for video 

authentication was proposed by authors in [20], which 

make use of the intrinsic video information for the 

authentication purpose. It make use of the Support 

Vector Machine (SVM) for the categorization of the 

forged and authentic video clips. This algorithm is 

executed in two stages: 

• The first is the SVM training stage 

• The second is the tampering detection and 

classification stage.  

In the training stage the algorithm trains the SVM by 

utilizing a manually labelled training video database. 

A trained hyper plane with classified tampered and 

non-tampered video data is the output of SVM 

training stage [11]. 

 

Watermarking 

 

The process of inserting information into multimedia 

data is known as digital watermarking. Watermark 

embedding or watermark insertion are the other terms 

that are used interchangeably with watermarking. 

Besides ascertaining the integrity of the digital data 

and apperceiving the malevolent manipulations, 

watermarking can be utilized for the authentication of 

the producer or author of the content [9]. Watermarks 

can be embedded with the multimedia data, without 

transmuting the actual meaning of the content of the 

data. The salutary feature with the watermarks is that, 

they can be embedded without degrading the quality 

of multimedia data too much. Since the watermarks 

are embedded in the content of video data, once the 

data is modified, these watermarks will also get 

modified such that the authentication system can be 

used to validate the integrity of multimedia data. The 

technique of video watermarking is divided into two 

segments [19]: 

 

• Embedding or encoding of watermark into input  

video. 

• Extraction or decoding of watermark from the 

video. 
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Watermark Embedding 

The process of video watermarking or encoding is 

performed at the source end. In this process 

watermark is embedded into the input video by using 

any watermarking algorithm [19]. The entire process 

is shown in Figure 17. This can be thought of as a 

function that maps the input video (Vin), Watermark 

(VW) and key (k) to the output watermarked video(VW). 

The encoding can be depicted mathematically as 

 

VW = E(Vin, W, K) ---------------(1) 

 

 
Figure17.Watermark Embedding 

  

Watermark Extraction 

 

 The process of decoding or watermark extraction 

from the watermarked video is the reverse process of 

embedding algorithm. The entire process is shown in 

Figure 18. The decoding can be expressed 

mathematically as 

 

Vin = D(Vw, W, K)-----------------(2) 

 
Figure18. Watermark Extraction 

 

B . Passive Video Tampering Detection Techniques 

 

Passive video tampering detection technique is also 

known as blind video tampering detection 

technique[24] .These are the techniques that can be 

used to verify the authenticity of a video without 

depending on pre- embedded or pre-extracted data 

[12]. The passive tampering detection can be 

performed using the methods that are shown in Figure 

19. which include camera- based editing detection, 

detection based on coding artifacts, detection based on 

inconsistencies in the content, copy–move detection 

in videos [13]. The passive approach can be used 

inorder to overcome the inefficiency encountered in 

the active detection techniques. The advantages of 

passive approach are as follows: 

 

• Inorder to detect editing history it does not require 

any pre-embedded information about the video 

contents, instead it depends only on the available 

tampered video and its intrinsic features. 

• It does not require any specialized hardware to 

detect editing history. 

 
Figure19. Passive Forgery Detection Techniques 

 

Camera based editing detection 

 

In recorded videos a characteristic fingerprint is 

leaved by camcorders. This fingerprint is not only used 

for device identification but it can be also used for 

tampering detection in video. A straight application of 

the PRNU (Photo Response Non Uniformity) 

fingerprinting technique to video sequences is 

suggested by Mondaini et al. [21].Using this technique 

several types of tampering can be detected. Kobayashi 

et al. [18] suggested a camera –based approach in 

which it make use of the noise characteristics of the 

acquisition device to detect the suspicious regions in 

video recorded from a static scene. 
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Detection based on coding artifacts 

The performance of the camera based tampering 

detection technique is greatly affected by the video 

encoding process. Video coding is performed to embed 

artifacts in the video that can be used to determine the 

integrity of the video content by extracting and 

verifying it. In recent years the video forensic 

researchers rely on this artifacts to determine the 

integrity of the video and to locate the tampered 

regions in the video. Wang and Farid [22] proposed a 

method that can be used to detect the inter-frame 

tampering and the intra-frame tampering.This 

approach is mainly focused on MPEG compressed 

videos. 

 

Detection based on inconsistencies content 

For a given input video it is very difficult to 

determine whether the geometry ,physical or the 

lightning properties of a scene are consistent and 

free of any types of tampering on a frame-by-frame 

basis. In order to determine the editing history the 

existing techniques utilize the phenomenon 

associated with motion. Uptill now two approaches 

[16] have been suggested to determine this type of 

tampering: i)An approach based on the artifacts that 

are left behind as a result of video inpainting, ii) An 

approach that disclose the inconsistencies in the 

movement of objects in free-flight. 

 

Copy-move detection in videos 

The copy-move forgery attack that can be performed 

on the video can be classified into two types which 

includes the intra-frame copy move forgery and inter-

frame copy move forgery. Theoretically the intra-

frame copy-move forgery of the video is identical to 

the copy- move tampering performed in images. In 

intra-frame forgery a portion of the frame is copied 

and replicated in a different location in that frame 

[3,6].This is usually done inorder to conceal or 

duplicate some object of a single frame or several 

frames. In inter-frame forgery malicious modifications 

is applied to the sequence of frames and the various 

types of this attack include frame insertion, frame 

deletion and frame reordering. Wang and Farid [25] 

proposed a method that can be used to detect copy-

move tampering in video. 

 

VI. Video Tampering Detection Framework 

 

Copy-move forgery is one of the most popular 

tampering attack in video. Copy-move forgery is a 

type of tampering  in which a portion of the video is 

copied and replicated to a different location in the 

same video.The general  detection process for video 

forgery is depicted in Figure 20. The framework 

comprises of six step process which includes Frame 

Extraction, Feature Extraction, Block Matching, Post-

processing which culminates into final decisive step 

that gives the result about the tampering detection and 

its localization [3]. 

 

 

 

 

 

 

 

 

 

Figure 20. Video Tampering Detection Framework 

 

The first step is to divide the input video and extract 

frames from it. This is followed by the Feature 

Extraction step for finding or extracting feature 

vectors. In this step various feature extraction 

techniques like DCT (Discrete Cosine Transform), 

DWT (Discrete Wavelet Transform) etc., is used. In 

the next step Overlapping Block Matching 

techniques like K-SVD tree (K-Singular Value 

Decomposition) and radix sort can be applied. After 

performing block matching post-processing 

operations are performed and the final crucial step 

concludes the type of Video tampering and its 

location in the frame. 
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VII. CONCLUSION 

 

In this paper various types of video tampering attacks 

like spatial tampering, temporal tampering and spatio 

- temporal tampering , levels of tampering ,video 

tampering detection techniques like passive and active 

techniques and video tampering detection framework 

has been discussed. 
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