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ABSTRACT

Cloud Computing becomes most preferable solution for satisfying the various requirements of organizations and
institutions. Different types of clouds like IaaS, PaaS, SaaS makes cloud capable to fulfills the client’s different
kind of needs like computer processing power, storage spaces, databases, software, application, web based
solutions. Cloud computing can also be useful and worthy in providing certain customized solutions to enhance
the capability of legacy systems in terms of effectiveness, reliability and optimization by replication of
environment up to satisfactory extent. To provide adequate security solutions for cloud is still a challenging task
and access control mechanism is one of the domain which demands significant attention on the mission
towards securing clouds. In this paper, our work primarily focus on defining ABAC components, mapping
functions and access control policies composed by access rules. Amazon Web Services is one of the most
prominent cloud providers. Identity and Access Management (IAM) and Amazon S3 are access management
and storage facilities of AWS respectively. ABAC based access policies are attached with the user and storage
components for authorization.
Keywords : Cloud Computing, ABAC, IAM
I. INTRODUCTION participating institutes or organization. Therefore
methodology used to obtain data objects should be
Nowadays cloud capable of protecting it with appropriate standard

computing provides storage

resources as an effective, scalable and easy to use by
sharing it among different participants for optimal
use. But no one can afford to ignore the risk of breach
in security to compromise the crucial data in such a
distributed environment. With this modern era,
handling of personal or professional data is very
important and primary condition for making a call
whether to participate in distributed environment or
not. Management of data is a challenging task
specifically for distributed systems where data is in
different formats and have to strictly follow the

norms as per geographical location or rules of the

CSEIT2062125| Received : 02 Feb 2019 | Accepted : 20 Feb 2019 | January-February -2019 [ 5 (1) : 586-592 ]

security provisions. Any access to data object or
resources should not be approved without concern of
it and this should be assured by appropriate policies
for regulating access request. One of the most
preferred approaches that provide assurance to
protect data and resources from malicious activities is
access control mechanism. Defining access control
of policies for validation,

policies, analysis

verification and approach for enforcing the
methodologies are few among the all challenges. In
today’s multi cloud solutions emerged by integration

of solutions from all over the world where data
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resides on different geographical locations with
various format and security constraints for access
policies to control the access to data. Well known
traditional access control models are like Mandatory
Access Control, Discretionary Access Control, Role
Based Access Control and Attribute Based Access
Control. Mandatory Access Control model gives
access based on a decision of centralize component
and facing challenge like separation of duties with no
flexibility towards hierarchical structure of access
rights and make it inappropriate for cloud like
structure[1]. Discretionary Access Control works on
the principle of ownership in which access rights to
particular object is controlled by owner of that
object. It does not suited to environment like cloud as
appropriate mechanism of access rights is missing[1].
Role Based Access Control as shown in figure 1[1]
works on identification and assignment of roles and
membership to user or group of user but for cloud it
faces challenges like role engineering and role
explosion. Attribute Based Access Control as shown
in figure 2[2] uses attributes of subject, object and
operations to conclude the access decisions and these
attributes are important for defining access policies.
Identifying appropriate and applicable attributes in
cloud is challenging task and need to be deal with for
its adoption in cloud environment. For multi-cloud
infrastructures the challenges access control faces are
like Continuous access, Different regulations,
Dynamic access policies, User-friendly management,
Continuous control, Scalability, Resource sharing and
interoperability, Validation and verification of access
control policies, On line tracing of access control
polices execution and Testing of access control
systems[3]. Attribute-Based Access Control (ABAC)
provides greater flexibility to express fine-grained
access control policies in a simple and more powerful
way based on attributes of users, subjects, and
objects[4][5][6]. Verification of policies for getting
desired outcomes as per the definition and validation
of policies to determine that is it the correct

definition as per requirements of the systems and
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thus proper verification and validation are very
crucial aspects for improving desired level of security
for cloud like infrastructure. Currently there are
various methods of policy specification and analyses
are available with different policy languages which
can be categorized as rule based, logic based or
ontology based. It is still demand of time to provide
language to specify access policies which is easy to
use, stretchy and expressive. This language should be
bundled with characteristic like simple yet powerful
syntax with careful semantics and openness for
verification and validation. Policies are distributed to
various places among the different stakeholders and
that's why it should be enriched by policy
specification and management facilities which can be
easily used by non IT participants. Traditional access
control models are mostly static in nature and
coarsely grained. These models are not tailored for
critical infrastructure where it requires controlling
their assets on a fine level of granularity.

There are many cloud service provider in all over the
world but we opted to utilize the functionalities of
Amazon Web Services (AWS) as it suits well to our
purpose. AWS is a flexible, cost-effective, easy-to-use,
reliable, scalable, having High Performance and
secure cloud computing platform and provides a mix
of IaaS, PaaS, and SaaS. AWS is capable to make
available the computer processing capabilities, disk
space, networking, facilities of database and similar
kind of infrastructure on readily available mode as
and when required with prices-as-use method.
Amazon Simple Storage Service referred as S3 is
developed to offer affordable virtual disk space which
is long-lasting, scalable, highly responsive and online
object base storage. AWS provides facility to store the
registered client’s data as an object of S3 into S3
bucket to keep it in proper structured way. Identity
and Access Management component provided by
AWS with the objective of enriching its clients by
facilitating IT admin to decide what kind of action
user can perform on the resources for which it is

authorized for access. The purpose is to help
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of AWS user

identities and their varying levels of access to AWS

administrators for management
Resources and provides secure and efficient way for
connecting AWS users to AWS resources for their

specific requirements.
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Fig 1: Role-based access control
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Fig 2: Overview of the ABAC model

II. RELATED WORK

Cloud

coordination among the users for effective usage of

computing platform is wonderful for

shared resources. Resource sharing is one of the most

popular models of current era. These models can only

be accepted if its proven worthy by appropriate
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security model which are capable to differentiate
authorized and unauthorized users and well aware

about cyber attacks most likely happen.

A New Attribute Based Access Control Model (AR-
ABAC)[7] is proposed to enhance cloud security by
integrating attribute-rules. This model is base on
relationship between

subject and object with

consideration of its level of sensitivity. For
experimental purpose authors used 24 attributes with
keystone and noticed on 25% increase in token
generation on average compared to no attribute and

it’s considered to be in acceptable range.

Cloud computing can adopt methodology of self
healing to counter the attacks done intentionally or
by mistake by legitimate users[8]. Cloud computing
platform like OpenStack has a component known as
Keystone for identity management service for
managing constraint access to its resources. To
identify and managing good numbers of scenarios
which replicate the insider attack is still a challenge
but very crucial and important for understanding
behaviors and base on that generating the patterns.
Auditing is one of area of concern for ABAC and
integration of SQL database with log services of
OpenStack can be used to register noticeable
improvement compared to other approaches[9].
Flexibility of access control can be improved by the
ABAC Extension which includes user attributes
additional to OSAC model without modifying RBAC
architecture of OpenStack to save efforts of altering
existing access control framework of it[10]. There are
many interesting capabilities of PM that can be
explored as extensions to the proposed model such as
applying combination of different access control
policies defined in PM, or incorporating deny

relations and constraints in the policies[11].
Dynamic access control model is based on the

analysis of different access request context and it

selects most appropriate context with reference to
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analysis. To dynamically manage access request, base
on the outcome of analysis appropriate applicable
context-aware security policies has been identified
from repository. It is believed that the proposed
framework will help in working out essential access
control challenges during set up process of the smart

grid in the upcoming years[12].

Attribute Based Access Control (ABAC) is the most
appropriate and promising for cloud computing
which is highly dynamic in nature[13]. Element for
Privacy awareness can be added to ABAC model for
building trust while sharing the attributes for access

decisions.

Realization through implementation and assessment
of authentication and authorization framework of
generic ABAC solution for Future Internet test beds
federation and it is envisioned for a generic access
interface which make it possible to do the
communication between both parties[14]. For
specific authorization access control policies crafted
and written using XACML for smart grid for
SealedGRID project[15].

Control as a Service of cloud is proposed to be

Attribute-Based Access

integrated by any institution within their
environmental configuration and for supporting all
cloud platform and that service is recognized as
ABACaaS[16]. The concept of firewall that do
realization of Attribute-based Access Control drafted
using XACML for securing systems residing at far end
from unlawful access which consist of the definition
and realization of attribute-based access control

policies[17].

III. PROPOSED WORK

In this paper our main focus is on defining ABAC

components and policies which are the key
component for decision to be made for authorization

under access control model.
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Basic components of ABAC are defined as below.

*  Subject(S): Collection of Authorized users. Si is
member of S, where 1 <i<|S|.

* Resource (R): Collection of Resources whose
accesses need to be constrained. Ri is a member of
R, wherel<i<|R]|.

* Environment (E): Collection of operational
Conditions needs to be satisfied. Ei is a member of
E, Where1<i<|E|.

* Operations (0): 0 is a collection of possible
operations.

« [iisa member of I, Where 1 <i< |0O].

Policy (P): P is described as collection of

authorization policies. Pi is a member of P where 1 < i

<|P].

Attributes of these components are defined as below.
Subject Attributes (Sawr): A collection of attributes
identified for participating subjects.

Sawriis a participant of Saw, where 1 <1 < [Saw].
Resource attributes (Sawr): A collection of attributes
identified for participating resource.

Rawi is a participant of Rawr, where 1 <1 < |Ra|.
Environmental attributes (Eaw): A collection of
constraint specific attributes.

Eawi is a participant of Eawr, where 1 < i < |Eaw|.
Function for mapping attribute values to its attributes
of participating entities is as below.

Fs: S x Sar — {A | A is a value of an attribute for
subject from applicable domain of attribute values}
where function Fs are a Subject-Subject attribute
assignment to its instance.

Fr: R x Raer — {A | A is a value of an attribute for
resource from applicable domain of attribute values}
where function Fr are Resource - Resource attribute

assignment to its instance.

Fe: E x Ear — {A | A is a value of an attribute for

environment from applicable domain of attribute
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values} where function Fr is environment-

environment attribute assignment to its instance.

For any authorization, required instance of ABAC is

defined as below.

ABAC Instance (9): @ can be describes using is a 4-
tuple « Fs, Fr, Fg, P> where Fs, Fr, Fr and are
described above.

For example rules in Policy P can be described as
below.

P 1: Manager can add technician to his project only.
<{ROLE=Manager},{Type="project’,
object.project_assigned = resource.project_assigned},
{Shift = Day Shift}, add >

P 2: Technician can create faults to the project he is
allocated.

< {ROLE=Tester}, {Type = ‘Fault’,
Subject.project_assigned
=resource.project_assigned&&subject.name=resource.
assignd to}, {Shift = Day Shift}, Create >

Policies and rules of policy crafted using components
of ABAC are stored in policy repository. Policy
specification are created using format of JSON. These
policies are used in cloud platform to support and
enhance the authorization. For our experiment we
have used Amazon Web Services (AWS) with the
services provided by this cloud. We have used AWS’s
S3 service for object storage and Identity and access
management (IAM) for effectively manage users or
group of users and roles. Amazon Simple Storage
Service known as Amazon S3 provides facilities to
store and manage data objects. We created storage
object known as S3 bucket to kept data. For our
project, each data resources of needs are kept in
different S3 buckets we have created using Amazon
S3. Within every bucket we can create data objects
like folders in windows platform and kept data with
provisions of access rights as per configuration made
for S3 bucket as whole or smallest data object at

lower level. Access rights for each bucket are
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specified using existing bucket policies or our
customized access policies can be added. AWS IAM is
used for creating users and controlling its access
rights to various data resources. We have created
different users using IAM and attach our ABAC
policy to respected user which gives access rights to
the data objects of the projects to whom the user is
authorized. These resource policies and policies
attached to IAM user grant the permission to specific
user to perform specific actions on that resource and

define under what conditions these policies applies.
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Fig 3. Denial based on policy evaluation

When the user tries to perform action on the bucket’s
object, the request is intercepted by the bucket and
then the permission attached to the bucket is verified
to see whether the given user is allowed to perform
certain action or not. If the user is allowed to perform
such action the operation is successful else it fails.
Figure 3 is a one of the screenshot of experiment for
denial of creating a data object in bucket to which

user is not authorized.
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IV. CONCLUSION

We have specified components of ABAC based access
control model and defined access rules which are
responsible for approving or denying access request
of a user for any resources. Access rules are combined
to form access policies and defined using JSON. These
access policies are attached to user, resources or both
using AWS framework for authorization purpose.
Extending our work of defining ABAC components
and access policies for critical infrastructure like
smart grid with suitable framework and tool for
policy generation and management is our future
work. We acknowledge AWS for providing support
for registration and providing trial accounts for many

days.
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