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ABSTRACT

In the whole world the advanced security procedures are necessary to present convincing online based casting a
ballot (e-voting). Trust in the voting process is therefore an important element to any voting system. Voting
over the internet is not secure enough to be trusted for government elections. Choices integrated on the paper
exhaust many advantages and add to the confusion of backwoods, which causes atmosphere weakening. Then
web based casting a ballot come up in countries like the US, India and Brazil showed that further examination is
needed to enhance the security assures for future race, to provide the characterization of votes and enable the
affirmation of their reliability and legitimacy. Here, proposed the homomorphic encryption based e-voting for
casting a vote, which locate these challenges. It removes every single limitation on the possible assignments of
centers to different competitors as per the voters' individual inclinations. In order to ensure the security of the
votes, each cast vote is encrypt utilizing the paillier cryptosystem before counting of votes. Moreover, amid
casting a ballot the framework guarantees that proofs are created and put away for every component in the cast
ballot. These confirmations would then be able to be utilize to affirm the rightness and the qualification of each
ballot prior to checking without unscrambling and getting to the substance of the tally. This approves the votes
in the verification procedure also, in the meantime looks after classification. To enhance the security of our
system we utilized OTP (SMS gateway) for login. The security and execution assessments added together show
that our system has achieves critical enhancements in examination with the existing system.
Keywords : E Voting, Homomorphic Encryption, Privacy Preservation, Paillier Cryptosystem.

I. INTRODUCTION Attackers could easily violate the sanctity of the

secret ballot, modify votes, or even make the web

In last two decades, various kinds of electronic voting
frameworks have impressive consideration. Electronic
voting deal with the election process simple and
generally productive for political parties, candidates,
[19].

Additionally, there are numerous problems in the

election administration, and for voters
electronic voting framework, such as system errors,
network security, data security, However, offering
online voting also makes it available to every spy,

gangster, mercenary, and hacker on the planet.
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application unavailable to certain voters on polling
day etc. For developing countries or nations like Egypt,
many voting schemes are emerging with newer
strategies [18]. Consider an India as a case study a
system should create with security of the voting data
for direct deployment. Efficiency and cost saving
provided by e-voting system. When data is on online
server, security plays vary vital role due to data may
get accessible for intruders. One of the main issue is

cheating committed by outsiders or even the
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administrator himself in manipulating the data that
will utilized or stored. We cannot simply put
confidential voting data on online server. To resolve
this issues encryption of data is to be done before
sending it to server. For encryption of data various
algorithms can be utilized amid which Elgamel,
Okamoto-uchiyama & Paillier are now-a-days most
likely to be wutilized [1]. Paillier algorithm is
asymmetric cryptographic algorithm. In asymmetric
cryptosystem to encrypt data, public key is utilized
and private key is utilized to decrypt the data. The
public key shared among number of parties that is
sender and receiver for performing encryption and
decryption. The algorithm displays additional
homomorphic properties. Homomorphic encryption
grants computation over encrypted data for generating
encrypted result. The decrypted result and the result
of operations matches as if they had performed on
plaintext. This property used to hide the vital voting
data form counting system. Here we presented an
approach for secure authentication of users for e-
voting which can be done from anywhere around the
universe. Here homomorphic encryption utilized for
security purpose. With implementation of the Paillier
algorithm, examination the time taken by an
algorithm and compare the performance of proposed
system with existing systems. Also going to analyse the
similarities and variations of existing systems with our
proposed system. In the proposed system, we will
make sure that there will not be violation of user
credentials at the authentication stage, we also make
sure the vote given by voter will not be changed as
their values are encrypted and as we utilise algorithm
with homomorphic property it will not be revealed at
transferring on server. Also during voting, the system
assures that proofs generated and stored for each
element in the cast ballot. These proofs then used to
verify the correctness and the eligibility of each ballot
before counting without decrypting and accessing the
content of the ballot. This process validates the votes
also maintains

in the counting process and

confidentiality.
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The organization of this document is as follows. In
Section 2 (Literature Survey), we enlisted details of all
research existed. In Section 3 (System Architecture),
present architecture of proposed system. In section 4
(Result and Discussion) discussed experimental setup
and database / dataset used is discussed. In section 5
(Conclusion) discussed conclusion and future work

required to improve our system.

II. LITERATURE SURVEY

The main aim of this work is to develop an interactive
voting system application [1] with which users can
participate utilizing their information stored prior in
database while creating the voter ID and the
information need to be updated at a period of less than
six months for exact user verification by the
Independent Electoral Commission of India (IECI).
Here in system people who have citizenship of India
and whose age is above 18 years and of any sex can
give their vote via online without going to any

physical polling station.

On the assumption of extremely huge elections nature
of casting a ballot framework [2] is something critical
to examine. This technique consists with one

finds ballots

consolidate with a duplicate credential. It is

downside, for example, mixnet
conceivable by expanding electronic watermarking
reducing the measure of tasks in computing section.
Founded same authorized as well as duplicate
watermarked ballots and elimination of duplicate
watermarked ballots may decrease the amount of
ballots within input of mixnet Author has ability to
use algorithm presented by Walton in JC]J technique to
guarantee the integrity of ballot and especially the
property of coercion protection. JCJ strategy is
conceivable for all intents and all purposes if author
utilize watermarking and diminish difficulty of

computing.

[ 461 L



http://www.ijsrcseit.com/

Bharati Raut et al 7/nrJ Sci Res CSE & IT, March-April-2020; 6 (2) : 460-465

Prof. S.M. Jambhulkar et al. [3] developed web based
internet voting system, in that author justifies the
protection to vote. For the most part security is
necessary when vote transfer from casting a ballot
customer to casting a ballot server. Creator solid
apparatuses are the idea of number of encryption and

decryption.

In paper [4], safe sensor network used to observe
interaction performance by AES encryption algorithm
based on plaintext size as well as value of operation per

hop related to the network scale.

To achieve protection by e-voting a new e-voting
system is proposed [5]. Provided security is depends on
homomorphic property and blind signature method.
Installed framework is utilized as casting a ballot
machine and on that machine proposed framework is
actualized. All guidelines of government is put away
with utilization of RFID to break down voter is

qualification.

E-voting [6] system is altered time-to-time related
with progress of the regulative environment with
arising many questions. Here presented to make
examination of implemented existing vote
authentication methods and their weaknesses and
analysis is utilized to propose a new trustworthy and

robust vote authentication method.

Recently election and voting [7] proposed to execute
electronically. Web services plays vital role due to its
five advantages and utilization as well as
implementation of e-voting systems. Implementation
of web services several big reliabilities as well as
security issues. E-voting system proposed which rely
on web services. The proposed system is developed on
the basis of stochastic Petri nets (SPNs) and reliability

and security are estimated.

Chun-Ta Li et al. [8] presented many electronic voting

methods are shows that voters may confirm voting
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outcomes. Unluckily, attributes of verifiability will
motivate ballot buying. Author proposes an electronic
voting protocol for fascinates all security needs and
allows voter to take decision about cast ballot counted
appropriately or not as well as not motivate to ballot

purchasing.

Drew Springall, Travis Finkenauer, Zakir Durumeric
etal. [9] examines the security of the Estonian I-voting
system depends on a combination of in-person
election observation, code review, and adversarial
testing. In experimental attacks on a reproduction of
the system, we demonstrate how such attackers could
target the election servers or voters’ clients to alter
election results or undermine the legitimacy of the

system.

Kausal Malladi, Srivatsan Sridharan et al. [10] proposes
a robust e-voting system with Automated Teller
Machine (ATM) terminals and Micro ATMs. The
proposed approach ensures duplicate vote avoidance
through dual-tier authentication using One Time
Password (OTP) and a Random Security Question
(RSQ). To further enhance the security of such a
public voting mechanism, the proposed approach
assigns arbitrary Candidate IDs (CIDs) to contestants.

This assures voting privacy of a voter.
III. SYSTEM ARCHITECTURE
A. System Architecture

Following fig. 1 shows the proposed framework design.
The system includes various modules such as user
registration, user login, admin login, voting,
homomorphic key generation, encryption, decryption
and final vote counting on encrypted data also
verification of ballot. In our work we used Paillier
cryptosystem which is asymmetric homomorphic

encryption algorithm.
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Figure 1: System Architecture

B.  Asymmetric Encryption Algorithm

Asymmetric cryptography or also can be called public
key cryptography is a cryptographic key that has a pair
of related keys, which is public key to encode the
messages, and private key to decrypt the messages. As
the name implies, the public key can be put in a public
place where everyone can access it, while the private
key can only be accessed by its owner only. The
purpose of the existence of asymmetric cryptography
is to minimize the number of locks required to
perform cryptographic processes. Imagine if there will
be a thousand people will communicate, then if not
using an asymmetric key algorithm, it would take a
thousand different keys, course it is not practical. If
using asymmetric cryptography, then simply store the

private key that is owned by the owner alone [17].

C. Paillier Algorithm

Key Generation:

* Select two large prime numbers a and b arbitrary
and independent of each other such that ged(n, @
(n)) =1, where @ (n)is Euler Function and n=pq.

* Calculate RSA modulus n = pq and Carmichael’s
function is given by A = Iem (p-1, g-1).
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*  Select g called generator where g€Z 2 Select & and
p randomly from a set Z." then calculate g = (an +
1) frmod n2.

* Compute the following modular multiplicative
inverse u = (L (g'mod n?)! mod n. Where the
function L is defined as L(u) = (u-1)/n.

* The public (encryption) key is (n and g).

*  The private (decryption) key is (A and p).

Encryption:

* Let mess be a message to be encrypted where mess
€ Zn

* Select random r where r € Zn2.

* The cipher text can be calculated as:

cipher = gme=.r".mod n?.

Decryption:
* Cipher text c€Z™?
* Original message: mess = L (cipher* mod n?). p mod

n.

IV.RESULT AND DISCUSSION

A. Dataset / Database used

The system uses user registration information as
dataset and to store data, encryption key, users vote,

etc. mysql database is used.

B Experimental Setup

All the experimental cases are implemented in Java in

congestion with Eclipse tools, algorithms and
strategies, and the competing user behavior approach
along with data encryption technique, and run in
environment with System having configuration of
Intel Core i5-6200U, 2.30 GHz Windows 10 (64 bit)

machine with 8GB of RAM.

C. Results

Figure 2 show encryption time comparison graph,
proposed system (Paillier Encryption) requires less

time compare to existing system.
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Figure 2: Time Comparison Graph

Figure 3 show encryption memory comparison graph,

proposed system (Paillier Encryption) requires less

memory compare to existing system.
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Figure 3: Memory Comparison Graph

V. CONCLUSION

Here presented new secure e-voting system for instant
runoff voting. For that utilized Homomorphic
encryption and blind signature. Homomorphic
encryption gives confidentiality to casted ballot. The
blind signature blinds the casted ballot to achieve
anonymity and privacy of voter. It rejects the
utilization of manual casting a ballot procedure and
gives instant results in secure way. No one will forge

votes on behalf of others and multiple times. This
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casting a ballot technique will save time and reduces
human intervention. The system is flexible and
secured to be used. Limitation of proposed system is
that we have to assume that at least one authority is
honest, since otherwise the system is not secure. In
future work, we plan to locate this issue and

potentially could consider further generalizations.
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