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ABSTRACT 

Cloud computing is the most interesting and new technology which offers computing as service rather a product 

to its clients on demand through Internet. Since cloud computing provider stores the data and distributed 

resources in the open environment, however the major issues in cloud computing is the security of the data being 

stored in the cloud and privacy while the data is being transmitted to and from a cloud organization. We can use 

traditional encryption algorithms (like, AES, DES, TDES, and RSA etc.) to secure the storage of data in cloud 

provider. But they don’t allow to perform operations on encrypted data without giving the private keys to cloud 

remote server. So; there is a need for new mechanism to perform on ciphered data which provide data security 

such as confidentiality and privacy for cloud service users. Homomorphic encryption is a form of security 

technique which allows to execute computations on ciphered user’s data without having to decrypt and produce 

an encrypted result which, when decrypted, it is same as the result when operations performed on the plaintext. 

In this paper, paillier homomorphic algorithm is applied on encrypted data, MD5 algorithm for authentication 

and one time password for verification of identity is used. Thus, result of confidentiality and privacy of cloud 

client data are achieved through paillier homomorphic encryption and OTP and also proposed system allows 

cloud service provider to perform computations on encrypted data without knowing the secret key. 

Keywords :  Cloud computing, Paillier Homomorphic Encryption, MD5, OTP. 

 

I. INTRODUCTION 

 

Data  security  is a science  and  study  of  methods  of  

protecting data in computer  and communication  

systems [1]. Protecting data means such as a database 

from destructive forces and from the unwanted 

actions of unauthorized users where protecting a data 

is defined by a mixture of confidentiality, integrity and 

availability (CIA) factors, in accordance with business 

needs and any legal, regulatory requirements and 

constraints [2].  

The nature and techniques of data security should 

consider the underlying cloud computing platform. In 

cloud computing, which is developing technology and 

internet-based computing, large groups of remote 

servers are networked to allow the centralized data 

storage and online access to computer services and 

resources. Cloud computing offers several benefits like 

fast deployment, pay for use, lower costs, ubiquitous 

network access, low-cost disaster recovery and data 

storage solutions, real time detection of system 

tampering and rapid re-constitution of services, 

greater flexibility and optimal resource utilization [3, 

4].   

Cloud computing has services like Software as a 

Service (SaaS), Platform as a Service (PaaS) and 

Infrastructure as a Service (IaaS) implemented 

through four cloud deployment models. These are  

private, public, hybrid and community [5]. However, 

there are also common challenges of cloud computing 

like security and privacy, interoperability and 

portability, reliability and availability, resource 
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management and scheduling, energy consumption, 

virtualization, performance and bandwidth cost are 

some of the known lists [7].  

 

II. Data Security in Cloud Computing  

 

2.1 Importance of Security  

Security is the main component in storing the 

sensitive data in cloud and also strong privacy 

protections in cloud computing environments. Cloud 

consumers and service providers both are willing to 

use cloud computing service only if they trust that, 

their data will be remain confidential and secure, 

because the data stored on the cloud is often seen as 

valuable to individuals with malicious intent [31]. 

Security refers to confidentiality, integrity and 

availability, which pose major issues for cloud service 

providers and cloud consumers [32]. 

 

2.2 Data Security Issues  

Data security is the major issues when it comes to 

cloud computing. Since a third party stores the 

sensitive data and confidential business data, it never 

known what is going on with the data. Along with the 

benefits of  business process outsourcing (BPO) comes 

an increased risk of data, unless the organization can 

protect its data [30, 31]. Data security has played an 

important role in hindering cloud computing 

acceptance. According to different research result, the 

importance of security in cloud compared to other 

parameters takes the higher part as shown in Figure 

2.3 [34]. 

 
Figure 2.1: The issues which mainly affect the 

performance of cloud computing [6]. 

Even though, the virtualization and cloud computing 

delivers wide range of dynamic resources, the security 

concern is generally perceived as the huge issue in the 

cloud which makes the consumers to resist themselves 

in adopting the technology of cloud  computing. Some 

of the main security issues in the cloud computing are 

discussed below [34]. 

a. Confidentiality is an act that ensures private or 

sensitive data from being disclosed to an unauthorized 

person. Confidentiality loss occurs when data can be 

viewed or read by any individual who is unauthorized 

to access it [34]. A good example of methods used to 

ensure confidentiality for a data like account number 

when banking online is encryption. Data encryption is 

a common method of ensuring confidentiality. User 

IDs and passwords constitute a standard procedure; 

two -factor authentication. Other options include 

biometric verification and security tokens [35]. 

b. Integrity: Involves maintaining the consistency, 

accuracy, and trustworthiness of data over its entire 

life cycle [35]. Integrity is the process of ensuring that 

user’s data captured in a system is the original 

representation of the data and it has not been modified 

in transit by an unauthorized person [25]. In addition, 

some means must be in place to detect any changes in 

data that might occur as a result of non-human-caused 

events such as server crashes. Some data might include 

checksums, for verification of integrity. Backups or 

redundancies must be available to restore the affected 

data to its correct state [35]. 

c. Availability ensures that data processing resources 

are not made unavailable by malicious action. It is the 

simple idea that when a user tries to access, it is 

available to be accessed by authorized users only at 

any time [34]. Redundancy, failover, Fast and adaptive 

disaster recovery is essential for the worst case 

scenarios  [35]. 

d. Authentication: is a procedure by which one entity 

checks the identity of another entity. This can be a 

person or program. The authentication procedure can 

be done in three ways; something that the user knows, 

for example, password and user name, something the 

http://www.ijsrcseit.com/
http://searchsecurity.techtarget.com/definition/password
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http://searchdatacenter.techtarget.com/definition/integrity
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user has, such as a PIN, something the user is, for 

example, finger print [25]. 

e. Authorization: is the process that ensures that a 

person has the privilege to access certain resources. 

Users can not be permitted to access any resources 

without knowing the attributes of such users. Users 

can have access rights to resources; but the authority 

to do something is not within their reach. For instance, 

a customer can use ATM card to withdraw money 

from the ATM machine. Having been authenticated, 

he cannot withdraw beyond a recommended 

maximum irrespective of any amount he has in his 

bank account. Cloud computing uses these access 

control and authorization to manage resources usage 

and limit fake practices [25]. 

f. Privacy: Only the authorized users can access their 

sensitive data at any time and can do any operations 

such as read, write, execute and also update etc. It 

involves retaining confidentiality [25].  

 

2.3 Data Security Techniques  

There are three types of data in cloud computing, the 

first data in transit (transmission data), the second data 

at rest (storage data), and finally data in processing 

(processing data). Every cloud service provider 

encrypts the data in three types according to Table 2.1 

[9]. 

 

Table 2.1: Data security in cloud computing 

 
 

2.4 Cryptography Methods  

Cryptography is a techniques, which provide security 

by encrypting the message that can be unreadable and 

also it is very important in the field of information 

technology and used to secure data privacy using 

standard methods. Cloud computing, one of the 

dominant methods where computing resources are 

delivered on demand, make use of several data 

encryption techniques to secure the cloud servers.  

Basically, there are three types of cryptographic 

techniques [36]. 

 

2.4.1 Symmetric Key Cryptography 

Symmetric key (secret key cryptography) uses a single 

key for both encryption and decryption of the message. 

The key used for encryption and decryption is called 

the secret key. Symmetric cryptography is the best 

known technique and perhaps the oldest. There are 

two types of symmetric-key encryption, stream 

ciphers and block ciphers. Stream ciphers encrypt a 

message as a stream of bits one at a time. Block ciphers 

take blocks of bits, encrypt them single unit. Some 

well know examples Block ciphers include Twofish, 

AES (Rijndael), Blowfish, RC4, TDES [36].  

In a symmetric cryptography, the secret key is applied 

to the text of a message to change its content in specific 

manner way. The problem by using secret keys is, it is 

transmitted over the Internet, where intermediate 

unauthorized users can hack them. This problem can 

be resolved with asymmetric encryption, where two 

related keys, a public key which is freely available to 

anyone who wants to send a message and a private key 

which is kept secret is used for decryption [37]. 

 

2.4.2  Asymmetric Key Cryptography 

In Asymmetric Cryptography, public key is used for 

encrypting the message and secret key is used for 

decrypting the message. The public key will be 

available to anyone to send the message and secret key 

is kept confidential, only the authorized person who 

have the secret key can view the message. 

Confidentiality and integrity can be achieved. Public 

key algorithms provide key distribution security  

Diffie Hellman, Digital Signatures, Elliptic curve 

cryptography and RSA [36]. Homomorphic 

encryption is asymmetric technique applied on the 

cloud computing security. With this technique, 

http://www.ijsrcseit.com/
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computation can be performed on encrypted data 

without decryption. Once operations are performed 

on client data by the cloud server. The client can 

decrypt the result without the cloud service provider 

knowing anything about the data it operated on [17].   

 

2.4.3 Hash Function Cryptography 

In hash functions, uses a mathematical computations 

that takes input value and it generates fixed size blocks 

of data. The inputs to a hash function are typically 

called messages, and the outputs the hash function is 

called message digest. Primarily used for message 

integrity. The most widely used hash function are 

MD5, SHA1. 

 

Table 2.2 below shows the comparison of symmetric 

(secret key encryption) and asymmetric (public key) 

encryption techniques [38]. 

 

Table 2.2: Comparison of Encryption Techniques. 

 
 

III. Homomorphic Encryption 

 

Homomorphic encryption is a form of encryption that 

allows specific types of computations to be carried out 

on encrypted data (on cipher texts), generating an 

encrypted result, when decrypted, matches the result 

of operations performed on the plaintext [17]. 

Homomorphic encryption can also be used to securely 

chain together different services without exposing 

sensitive data. For example, services from different 

companies can calculate the tax, currency exchange 

rate and shipping, on a transaction without exposing 

the unencrypted data to each of those 

services. Homomorphic encryption can be used to 

create secure systems such as secure voting systems, 

collision-resistant hash functions, and private 

information retrieval schemes and enable widespread 

use of cloud computing by ensure the confidentiality 

of processed data [45]. 

 

Figure 3.1 [46] gives a visual representation of how 

homomorphic encryption is implemented. 

 
Figure 3.1: Example of an encryption of numerical 

values using homomorphic encryption. 

Homomorphic encryption scheme consists of four 

function in [47]. 

 

 KeyGen (λ): Input-the security parameter λ and 

generates pair of keys (public key pk and secret 

key sk).  (pk, sk) KeyGen (λ). 

 Encrypt: an encryption algorithm that takes the 

public key and the plain text to encrypt M and 

gives the cipher text. C Encpk (M). 

 Decrypt: a decryption algorithm that takes the 

secret key and the cipher text c and recovers the 

plain text M.  M Decsk (C). 

 Evaluation: Server has a function f for doing 

evaluation of cipher text and calculate the 

function using public key pk.  Function Eval: 

applies a function f to a cipher text c using the 

public key.  C*  Evalpk (f, c), where f can be: +, ×, 

⊕ and without using the private key. 

 

Homomorphic encryption cryptosystems can be 

classified into different types based on the operations 

http://www.ijsrcseit.com/
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that it allows on its raw data. Examples of 

homomorphic cryptosystems are [47]. 

 

 Partially Homomorphic Encryption  

 Fully Homomorphic Encryption   

 

3.1 Partially Homomorphic Encryption  

Partially homomorphic encryption cryptosystem can 

support only a single operation on encrypted data. 

Those cryptosystem can divided based on the 

operation and also they support on additive and 

multiplicative homomorphic encryption [48]. 

Example of partially homomorphic encryption are as 

follows. 

 

3.1.1. Additive Homomorphic Encryption  

This kind of Encryption scheme enables 

homomorphic computation of only the addition 

operation. Some well-known example of additive 

homomorphic is Paillier Encryption cryptosystem. 

These cryptosystems satisfy the property that the 

product of two cipher texts will decrypt to the sum of 

their plain texts [48].       

 

Enc (x + y) = Enc (x).Enc (y). 

 

3.1.2. Paillier Encryption Cryptosystem 

The Paillier cryptosystem, presented by Pascal Paillier 

in 1999, is a probabilistic asymmetric  algorithm for 

public key cryptography and inherits additive 

homomorphic properties. Paillier scheme is an 

efficient and can be proven semantically secure [49].  

The three stages (key generation, encryption and 

decryption) can be found in the following figure.  

 

Figure 3.2: Paillier Algorithm 

 

3.1.3. Multiplicative Homomorphic Encryption  

This kind of cryptosystem enables homomorphic 

computation of only the Multiplication operation. 

These cryptosystem satisfy the  property that the 

product of the cipher texts equals the cipher of the 

product [48]. 

 

Enc (x. y) = Enc(x).Enc(y). 

 

Some well-known example of multiplicative 

homomorphic are RSA and Elgamal Encryption 

cryptosystem. Some of the applications of 

homomorphic encryption are: Cloud computation, 

Electronic voting, financial transactions, Electronic 

cash, and Medical records [48]. 

 

3.2 RSA Encryption Cryptosystem 

RSA Encryption was introduced in the year 1978 by 

Rivest, Shamir, and Adleman published their public-

key cryptosystem [51]. RSA is an asymmetric key 

algorithm which is also used for encryption and 

decryption of the message. Due to asymmetric nature, 

there are two keys used in the algorithm. These keys 

are regarded as public key and private key [51].  

http://www.ijsrcseit.com/
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The public key is available to everyone to send a 

message and the private key is kept secret by 

authorized user.  

 

RSA scheme include  the key generation, encryption 

and decryption procedure is described below in Figure 

3.3 [50]. 

 

 
Figure 3.3: RSA Algorithm. 

 

3.3 Elgamal Encryption Cryptosystem 

Another cryptosystem created during the same period 

was the Elgamal Cryptosystem [53]. Elgamal algorithm 

was introduced in 1985 by Taher El Gamal [47]. 

Elgamal is an asymmetric key encryption algorithm 

that is based on the Diffie-Helman key exchange as an 

alternative to RSA for public key encryption. Elgamal 

is also used in digital signature generation algorithm 

called Elgamal signature scheme [54].   

Key Generation: The key generator works as follows: 

Alice generates an efficient description of a cyclic 

group G, of order q, with generator g [44]. 

 

  
Alice publishes y along with the description of G; q; g, 

as her public key. Alice retains x, as her private key 

which must be kept secret. 

Encryption: The encryption algorithm works as 

follows: To encrypt a message m, to Alice under her 

public key (G, q, g, y), Bob chooses 

 

 
 

Decryption: The decryption algorithm works as 

follows:  

To decrypt a cipher text (c1, c2), with her private key 

x, Alice computes the shared secret 

 
The decryption algorithm produces the intended 

message, since 

 
Comparison of partial homomorphic encryption and 

fully homomorphic encryption cryptosystems can be 

described below in Table 3.1 [47]. 

 

Table 3.3: Partial HE vs. Fully HE. 

 

Partial HE Fully HE 

Allows either additive or 

multiplicative 

operations. 

Allows both additive 

and multiplicative 

operations 

Key used by the client 

(different keys are used 

Key used by the 

client (different keys 

http://www.ijsrcseit.com/
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for encryption and 

decryption) 

are used for 

encryption and 

decryption) 

Security applied to cloud 

provider server 

Security applied to 

cloud provider server 

Requires less 

computational efforts 

Requires more 

computational efforts 

Privacy of data is 

ensured in both 

communication and 

storage process. 

Privacy of data is 

ensured in both 

communication and 

storage process. 

Faster in performance  Slower performance 

Small cipher text size Large cipher text 

 

IV. Related Works 

 

This part presents a review on most recent related 

works, all of this researches discuss data security issues 

in cloud computing. We analyzed and identified gaps 

that exist in previous works. Finally, we summarize 

the works reviewed. 

 

In [15] described that cloud computing emerges as a 

new computing paradigm which is used  to provide 

reliable, customized and QoS guaranteed dynamic 

computing environments for users. However, 

adopting a cloud computing have positive and 

negative effects on the data security of cloud service 

consumers. Since the data and application is controlled 

by the cloud service provider. This leads to concern 

about data safety and its protection from internal and 

external threats. So this paper discusses about security 

of data being stored on cloud service provider and 

privacy while data being transmitted are the main 

challenging issues in cloud computing. Rijndael 

Encryption Algorithm have proposed to provide 

security of the data and EAP-CHAP for authentication 

purpose. 

 

In [39] discuses that cloud computing is new and 

growth technology. The cloud data and services reside 

in massively scalable data centers and can be accessed 

everywhere. The growth of the cloud consumers has 

unfortunately been attended with a growth in 

malicious activity in the cloud. More and more 

vulnerabilities are discovered. In this paper discusses 

about data security and privacy issues in cloud 

computing. Some of the security issues like  multi 

tenancy, data loss and leakage, easy accessibility of 

cloud, identity management, unsafe API’s, service 

level agreement inconsistencies, patch management, 

internal threats etc. They has proposed a simple data 

protection model where data is encrypted using 

Advanced Encryption Standard (AES) before it is 

moved in the cloud. 

 

In [40] have described  that cloud computing is a 

conceptual service based technology which is used by 

many organizations. As different types of resources 

and private data are stored in the cloud, the consumer 

expects to protect their data by providing security and 

maintaining privacy. So this paper explains about data 

privacy protection and data retrieval control are the 

main challenging issues to be address in cloud 

computing. The proposed security solutions, is 

authentication and encryption for secure data 

transmission from one cloud service to other cloud 

that requires to secure and authenticated date with 

Elliptic curve cryptography.  Most of the works have 

been done on data security and privacy issues in cloud 

computing, such as paper In [15], In [39], In [40]  and   

have been used traditional methods of encryption (like 

Rijndael, AES, and ECC) to ensure storage of the data  

in cloud, but they cannot do any processing such us 

( to performed arithmetic operation, and 

searching…etc.) on encrypted data without giving 

private key to the server. This means cloud server can‘t 

operate on the data until it decrypts. The last one 

needs to decrypt data at every operation. The client 

will need to provide the private key to the cloud server 

to decrypt data before execute the calculations 

required and then subsequent operations can be done 

http://www.ijsrcseit.com/
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on the data, which might affect the confidentiality and 

privacy of data stored in cloud. 

 

 In [41] discuss that cloud computing is most 

interesting and enticing technology which is offering 

the services to users on demand over the internet and 

also many companies are using the cloud architectures. 

Cloud data security depends more on the procedures 

and count measures. So this paper discusses about the 

data security issues in cloud computing. Some of the 

issues like privacy and confidentiality, data integrity, 

data allocation and reallocation, data availability, 

storage and backup recovery etc. to overcome all these 

type of issues, RSA algorithm has been used. The data 

will be encrypted and sent to the user, when the user 

wants the data it will be sent in the decrypted format.  

In this approach stated above we analyze that the 

security is provided data at rest (security of the data 

being stored) i.e., encryption is done by cloud service 

provider at cloud server side and decryption is done by 

cloud consumer. But it leaves the data insecure while 

consumers outsources it to the cloud as the data travel 

in the plaint text form. 

 

In [43] had described what cloud computing is and 

how can be benefitted from it. With the emergence of 

cloud computing organizations can store data in the 

cloud provider’s data center, but the security of the 

data is a major concern in cloud computing as data is 

stored in a cloud in an encrypted format and it 

becomes very difficult to perform operations on the 

encrypted data, hence homomorphic encryption can 

be used to secure data and also perform operations on 

it. The RSA and El Gamal cryptosystem is discussed 

and also described how they can be used to perform 

calculations. RSA and El Gamal has a multiplicative 

homomorphic property i.e., it is possible to find the 

product of the plain text by multiplying the cipher 

texts.  El Gamal is randomized, which is one of its 

superior positions over RSA and also, El Gamal uses a 

smaller key length when compared to RSA. 

The limitation of this paper, unpadded RSA has the 

homomorphic property. Unfortunately, the Unpadded 

RSA is semantically insecure (i.e., does not padding a 

random bit into a message before encryption). Even 

though, Elgamal encryption scheme is probabilistic, 

has public key exchange problem [44]. 

 

V. Proposed Solution 

 

5.1 Proposed Architecture  

 In this paper,  a prototype of web service for managing 

banking database is taken for implementing proposed 

system.  This web service  is a cloud based application 

which is developed using pillar homomorphic 

algorithm in java and Amazon RDS MySQL database. 

This system allow cloud service users to manage and 

upload the data into a cloud computing environment.  

Even though, the cloud based banking system database 

is quite huge, paillier homomorphic encryption is 

applied only for doing basic bank operations like credit, 

debit and transfer money. The application is deploy on 

local machine and only Amazon RDS MySQL database 

engine is outsourced from amazon web service public 

cloud  (i.e., only outsource platform as a service from 

cloud) where database is developed and running on 

cloud.  

 

The figure 5.1 shown below contains different 

modules that are part of the proposed scheme. These 

modules are the, encryption module, OTP module and 

decryption module. 

http://www.ijsrcseit.com/
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Figure 5.1. Workflow of the proposed architecture. 

 

In this proposed system, the inputs are bank account 

number and amount of money to be transferred / 

credited / debited passed from client side. When the 

input data reaches the cloud service for doing the 

required operation, first the data will be fetched from 

the database in the encrypted format, the specified 

operations will be done on encrypted data with the 

help of homomorphic encryption algorithm. The 

result of this operation also will be in encrypted form 

that will be finally gets stored in banking database.  

When client need to check their balance of a 

particular account, the encrypted data will be send to 

client with OTP. The end user need to supply correct 

OTP in addition to secret key for decrypting the result 

data. After decrypting the result data, the plain data 

will be sent to the client. In this system Homomorphic 

encryption algorithm is used to do computation on the 

encrypted data securely, quickly and reliably. 

Operations such as addition can executed on the 

ciphered data stored in the cloud provider based on the 

request of the users and the encoded result also moves 

over the internet from back end to the front end. If the 

OTP is incorrect an error message is shown for the 

user. 

 

5.1.1 Stepwise Procedure to Development  

 

The steps involved in the development of this cloud 

based application to ensure the cloud data security 

using homomorphic encryption as follows.   

 

1. Study and analyze different encryption techniques 

that can be used to ensure cloud data.  

2. Design a cloud web based application that can be 

deployed on the cloud and can be provided 

functionality to secure the user data.  

3. Develop cloud web based application using Java 2 

enterprise edition. This can be used to collect user 

data which is then processed through Java servlets 

and also Java servlet packages.  

4. Amazon RDS MySQL database engine outsourced 

from Amazon web service public cloud. In order 

to build the data tables and store information such 

as authentication details, user data uploaded on to 

the cloud, in addition to this, to operate and scale 

a relational database in the cloud.  

5. Paillier homomorphic algorithm was 

implemented using the java security packages.  

 

VI. Experimental Results  

 

In this paper work, sample cloud based application 

which provide functionality for cloud service users is 

implemented to encrypt data on the cloud remote 

server.  Both encryption and decryption are done in 

the front end using pillar homomorphic algorithm, 

with this technique operations such us addition can be 

perform on encrypted user data without decryption. 

The cloud remote server can operates on encrypted 

users data without disclose the client data privacy. 

Furthermore, if the cloud provider servers are hacked 

by malicious attackers, the user’s data is secured and 

cannot be misused as it is homomorphic encrypted.  
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Sample of results: 

 
 

Figure 6.2. Encrypted Input Data in big Integer 

format. 

 
 

Figure 6.2 Send OTP Using JavaMailAPI. 

 

• The major problems that any cloud service 

organization must overcome are to ensure that if 

its servers are attacked by unauthorized user, the 

client data cannot be stolen and  changed and this 

was accomplished by encode the client data  

before transfer it to cloud organization. 

• The confidential client data must stay invisible 

even to the cloud service organizations. This was 

achieved by the user private key store locally and 

both encryption and decryption done on the client 

side.  

• The cloud service provider can perform operations 

on ciphered user’s data stored in cloud without 

having to decrypt. This was achieved by using 

Homomorphic encryption.  

• OTP authentication method was used for 

verification of identity make more secure user 

sensitive data. Even though the unauthorized 

users is able to get one credential (username, and 

password), still they can’t ready to get access the 

user data in cloud provider because of the multi-

authentication method used in the thesis. OTP 

automatically generate during service request and 

send to user through his Gmail. 

VII. CONCLUSION 

 

In cloud computing, data exchanged among different 

components like web services, database, and client 

system. Cloud service providers have responsibility to 

make secure consumers data is keep confidential in all 

times. Even though, cloud computing provides many 

benefits, there are still many security concerns that 

need to be resolved. Implementing  Homomorphic 

encryption algorithm with OTP meachanism in cloud 

services could improve the level of security on cloud 

data and also reduces the computation speed since 

computation on data are performed without 

decrypting process. This leads less communication 

overhead with security in cloud environment. Thus, 

the data security and privacy can be achieved through 

homomorphic encryption.  
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