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ABSTRACT 

 

In today’s world with advancement in technologies as networking is growing at a fast pace providing security to 

data becomes the biggest concern. Hence, cryptography is the major area of concern when it comes to data 

security. DNA cryptography is a promising approach in encrypting, storing and transmitting data over a 

network. In our work we will be trying to design an encryption and corresponding decryption algorithm based 

on pseudo biotic DNA cryptography method. The algorithm will make use of basic concepts of DNA 

cryptography, crossover, mutation, transcription, splicing system for get spliced key, DNA Vigenere table and 

also a lot of steps to perform randomization of the plain texts in order to produce cipher texts which cannot be 

easily breakable. The encryption algorithm can be used in cellular and electronic communication.This 

document provides some minimal guidelines (and requirements) for writing a research paper. Issues related to 

the contents, originality, contributions, organization, bibliographic information, and writing style are briefly 

covered. Evaluation criteria and due dates for the research paper are also provided. 

Keywords : Data security, DNA cryptography, crossover, mutation, transcription, splicing system, DNA 

Vigenere table, randomization 

 

I. INTRODUCTION 

 

Securing the Internet presents great challenges and 

research opportunities. There are many sectors such 

as Banking, E-business, E-commerce, Railway or Air 

Reservation system where the data should not be 

tampered or intercepted by an unauthorized person 

The epidemic of hacker attacks on personal 

computers and web sites only highlights the inherent 

vulnerability of the current computer and network 

infrastructure. 

 

Cryptography is the technology which is incredible 

for protecting information or data which needs to be 

transferred via some secure channel. Modern 

cryptography provides a robust set of techniques to 

ensure that the malevolent intentions of the 

adversary are thwarted while ensuring the legitimate 

users get access to information. 

 

But one can use an unbreakable cryptography  

algorithm which maybe theoretically possible, but if 

other errors occurs while systems designing or data 

handling part then confidential information may still 

be revealed. Multiple cryptographic techniques are 

used for securing the data over the network. 

Cryptography is the art of converting the original 

message into human unreadable code, which cannot 

be reversed to the original message. Cryptography 

plays a very important role in data integrity in the 

three components of the CIA triad (Confidentiality, 
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Integrity, and Availability). CIA is the fundamental 

concept in security. 

 

DNA cryptography is one of the rapid emerging 

technology which works on concepts of DNA 

computing.  A new technique for securing data was 

introduced by Adleman’s research[1] using the 

biological structure of DNA called DNA Computing 

(aka molecular computing or biological computing).  

DNA can be used to store and transmit data. The 

concept of using DNA computing in the fields of 

cryptography and steganography has been identified 

as a possible technology that may bring forward a 

new hope for unbreakable algorithms. The main 

objective of our work is to provide a highly secured 

cryptographic algorithm which is practically 

impossible to break by any intruder even if he is able 

to intercept it. Here the main key also known as 

spliced key is generated from the pre cipher text itself. 

There is no need to share it as previously. DNA based 

bimolecular cryptography design is a technique that 

uses the huge parallel processing capabilities of bio 

molecular computation which converts short 

messages from hexadecimal and ASCII forms and 

then back to encrypt and decrypt the information[2]. 

DNA is considered as a medium for ultra-compact 

information storage, exceeding capability of 

conventional electronic media[2]. A few grams of 

DNA may hold all data stored in the digital mediums 

in the world [3]. 

 

II. BIOMOLECULAR TECHNOLOGY 

BACKGROUND 

 

The DNA, stands for Deoxyribose Nucleic Acid, is a 

sequence of nucleotides.  The exact sequences of the 

nucleotides determine the code of each gene. DNA 

sequences represent biological information such as 

skin colour, weight, nose shape, eye, and hair as well 

as other features[2].  A DNA sequence is of a long 

molecule with four bases called nucleotides Adenine 

(A), Guanine (G), and Cytosine (C) and Thymine (T).  

DNA Sequences is succession of those letters that 

indicate order of nucleotides. 

 

Ribonucleic acid (RNA) is a single strand of 

ribonucleotides, in which thymine (T) which is 

replaced with uracil (U).  

 

The genetic information flows from DNA into RNA 

by process known as transcription and then RNA into 

mRNA (messenger RNA) process known as 

transcription and from mRNA to protein, known as 

translation, defining what is known as the central 

dogma of molecular biology. 

 
Figure 1. Central Dogma of DNA 

 

The goal of this algorithm is to find mRNA from the 

DNA sequence and later turning that mRNA into the 

cipher text and vice versa. The DNA sequence is 

made of two parts. One is called exon and another 

part is called intron. To be able to get mRNA from 

the DNA sequence two process is being done. First 

we will apply transcription to get RNA then we apply 

splicing system to avoid the introns and extract the 

mRNA from it. 

. 

III. LITERATURE SURVEY 

 

DNA based cryptography is a relatively new 

paradigm that has attracted great interests in the field 

of security. Since scientists have found out that 

binary computers have physical limitations, 
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especially in data storage and computation, they have 

concentrated on DNA computers and tried to 

implement this new science in the field of IT. DNA 

cryptography is a new concept that needs many 

improvements. 

In 3-Dimensional Bit Level Encryption Algorithm 

(3DBLEA) authors made use of DNA encryption and 

several 3-D matrix operations in order to encrypt 

plain text[4].  

In 3-Dimensional Bit Level Encryption Algorithm 

(3DBLEA-2) authors have used DNA encryption and 

genetic algorithm along with 3-D matrix operations 

to encrypt a plain text[5]. In that mentioned paper 

only one key is used. Use of genetic algorithm made 

the algorithm more complex so that it cannot be 

easily cracked. 

In 3-Dimensional Bit Level Encryption Algorithm 

Version-3 (3DBLEA-3)[7], along with the previous 

methods authors incorporated the idea of message 

digest there to make it more secure. 

In our novel approach along with DNA operations 

like transcription, translation, splicing, crossover and 

mutation, DNA Vigenere table is used and also 

instead of 3-D matrix only 2-D matrix operations are 

used. Also most importantly along with the 

symmetric key a spliced key is used which is derived 

from symmetric key and this spliced key acts as a 

private key and upon this the encryption procedure 

matters a lot. In our approach to develop a new DNA 

based cryptography algorithm. We first applied 

randomization technique on bits of plain text, i.e., 

matrix shuffling, XOR operations and prime position 

complementing. Then, we followed the procedure of 

pseudo biotic DNA where mRNA is produced from 

DNA. Hence this approach is more secure and the 

encrypted text cannot be easily hacked. 

 

IV. DEFINITIONS OF METHODS 

 

There are several methods that are used in 

encryption algorithm and followings are their 

explanations. 

A. DNA encryption 

Binary data can be encoded in DNA bases, Adenine 

(A), Cytosine (C), Guanine (G) and Thymine (T), by 

using sequence of alphabet. It is known as DNA 

encryption. 

00 converts to A.    01 converts to C. 

10 converts to G.    11 converts to T. 

For example, a binary string like ‘00011011’ is 

converted to ‘ACGT’. Here the authors have first 

implemented few bit level encryption techniques and 

then they converted the bits to DNA sequences to 

apply genetic operations like mutation. 

B. Mutation 

After crossover process, mutation process is applied 

on the chromosome population. Mutation is the 

alteration of string elements. Two types of mutation 

are used. In the first one, two mutation points are 

selected between the entire lengths of the bit string. 

Then the bits in between these two points are 

complemented that is, single point mutation changes 

a 1 to a 0, and vice versa.  

 

Example:  Before mutation:11 0110 0100 1001 0010 11 

    After mutation:   11 0101 1011 0110 1010 11  

 

In the second mutation type that is DNA mutation, 

four bits are converted to two bases of DNA. Here 

each DNA base is treated as two bits and the second 

bit is complemented for mutation. Thus G=’10’ is 

mutated to ‘11’=T and vice versa   

 

Example: Before mutation: … G G A C T G C G A T  

                After mutation: …... T  T C A G T A T C G 

C. Crossover 

The crossover operator is analogous to reproduction 

and biological crossover. In this more than one 

parent is selected and one or more off-springs are 

produced using the genetic material of the parents. 
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Crossover is usually applied in a GA with a high 

probability. 

 

Figure 2. Crossover 

D. Translation 

Translation is the process of translating the sequence 

of a messenger RNA (mRNA) molecule to a sequence 

of amino acids during protein synthesis. The genetic 

code describes the relationship between the sequence 

of base pairs in a gene and the corresponding amino 

acid sequence that it encodes. In the cell cytoplasm, 

the ribosome reads the sequence of the mRNA in 

groups of three bases to assemble the protein. Here 

we replace 4 DNA sequence to binary code and then 

to ASCII character. 

E. Spliced Key 

Spliced key is the key which is being taken from the 

pre cipher text itself.  The pattern of the key is being 

searched in the pre cipher text and later it is being 

spliced. 

 

If DNA sequence is GAUC CG 

Pre RNA- GACG 

Spliced Key-UC 

 

F. DNA Vigenere table 

DNA Vigenere Table [9] is based on the properties of 

the Vigenere Cipher shown in the table-1.The 

character of the plain text of the DNA sequence show 

the row number of the DNA Vigenere table and the 

character of the random key show the column 

number of the table.  

 

 

TABLE 1 

DNA Vigenere Table 

 A T/U C G 

A A T C G 

T/U T C G A 

C C G A T 

G G A T C 

  

For example, if the first character of the DNA 

sequence is ‘A’ and the first character of the random 

key sequence is ‘G’ then that means row 1, column 4 

is chosen. So, we replace the first character of DNA 

sequence ‘A’ with ‘G’. 

 

G. Full DNA Vigenere encryption and decryption 

Full Vigenere encryption was included to make the 

cipher text fully dependent on key especially in the 

case when the length of key is greater than the plain 

text.  

For this the input key is converted to DNA sequence 

and each DNA character of final cipher text is 

encrypted with the DNA sequence of key until all the 

characters of plain text are exhausted. If some 

characters in the DNA sequence of key is remaining, 

then the characters of new cipher text from starting 

is encrypted using DNA Vigenere encryption with 

the help of remaining cipher text. This process is 

continued until all the DNA characters in DNA 

sequence of key are used. 

Now if the length of final cipher text is greater than 

the length of key, then in similar manner encryption 

is done by encrypting each DNA character of cipher 

text by using the DNA sequence of key again and 

again from starting position. 

For example, if plain text is ‘ACUCG’ and DNA 

sequence of key is ‘GGUCAAU’, then encryption 

takes place as 

Step-a-    CT->     A C  U C  G 

  Key->    G G  U C  A  A  A  U 

         New CT->   X1X2X3X4X5  

Step-b-    CT->     X1X2X3X4X5 
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  Key->    A  A U 

         New CT->   Y1Y2Y3X4X5 

For example, if plain text is ‘ACUCGUU’ and DNA 

sequence of key is ‘GGUC’, then encryption takes 

place as 

Step-a-    CT->     A  C  U  C  G  U  U 

 Key->    G  G  U  C  G  G  U 

         New CT->   X1X2 X3 X4 X5 X6  X7 

For, full Vigenere decryption last position of cipher 

text is found if length of key is greater than the 

cipher text and then Vigenere decryption is done in 

reverse direction until all the DNA characters of key 

is fully exhausted. Similarly length of cipher text is 

greater than the length of key, last position of DNA 

sequence of key is found and then Vigenere 

decryption is done in reverse direction until all the 

DNA characters of cipher text are fully exhausted. 

 

H. Transcription 

Transcription is the first step of DNA based gene 

expression, in which a particular segment of DNA is 

copied into RNA (especially mRNA) by the enzyme 

RNA polymerase. Both DNA and RNA are nucleic 

acids, which use base pairs of nucleotides as a 

complementary language. 

 

DNA sequence- AGTG CTA 

RNA sequence- AGUG CUA 

 

V. ENCRYPTION ALGORITHM 

 

The encryption algorithm steps are: 

1. Get the bit pattern of the plain text. 

2. Complement the prime position of the bit stream. 

3. Reverse the entire bit pattern 

4. Again complement the prime position of the bit 

stream. 

5. Perform bitwise XOR on bit 1 and n and substitute 

in nth position. 

6. Leave the first n/2 bit as it is. 

7. Repeat step 5 and 6 until all the bits are exhausted. 

8. Shuffle the bit that is exchange the first half with 

the last half of the bit stream. 

9. Repeat steps 10,11,12,13,14,15,16 and 17 ‘x’ no. of 

times where ‘x’ is the number of characters in 

random input key. 

10. Store it in 2d array of n*n. n=nearest perfect 

square lesser than the bit stream. Residue bits in a 1d 

array. 

11. Bit wise left shift. 

12.  Bit wise up shift. 

13. Bit wise diagonal shift. 

14. Bit wise right shift. 

15. Bit wise down shift. 

16. If no. of 1 in Plain text is even then right shift the 

2D array by n/2 otherwise by n/4 times. 

17. Shift the bits from 1d array into 2d array and 

same no of bits are shifted from 2d to 1d array. 

Reconstruct the bit stream. 

18. Convert it in DNA sequence 

a. 00-A 01-C 10-G 11-T. 

19. Apply transcription by converting 'T' with 'U'. 

20. Call method for generating random variable 

length spliced key using splicing system. 

21. Now we remove the spliced key from the DNA 

sequence.  

22. Encrypt the spliced key using the input key by 

Vigenere Encryption Method and reverse it. 

23. Apply crossover to M-RNA (combined DNA 

sequence and encrypted spliced key) based on the 

position of 1 in random key. 

24. Apply mutation to the above result at the places 

mentioned by the position of 1 in binary value of 

random input key.(A & G and C & U are 

complementary DNA) 

25. Perform Full Vigenere Encryption on cipher text 

so that all the DNA characters of cipher text and 

random input key are fully exhausted in encryption 

purpose. 

26. Replace each 4-bit pattern from the DNA 

sequence (binary values only) with the ASCII code to 

generate cipher text. 

27. Print the Cipher text. 
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FOR GENERATING RANDOM VARIABLE 

LENGTH KEY / SPLICED KEY 

Step 1: Take the DNA sequence and find 'A'. 

Step 2: Whenever 'A' occurs, splice two consecutive 

letters followed by an 'A' 

and store them into another placeholder(key). 

Step 3: Print the key. 

 

VI. DECRYPTION ALGORITHM 

 

The steps of decryption algorithm are: 

 

1.  Get the bit pattern of the cipher text. 

2. Convert the cipher text to DNA code sequence (i.e., 

m-RNA).  (This method is called reverse translation). 

3. Perform Full Vigenere Decryption on cipher text 

so that all the DNA characters of cipher text and 

random input key are fully exhausted in encryption 

purpose. 

4. Apply mutation to the above m-RNA at the places 

mentioned by the position of 1 in binary value of 

random input key.(A & G and C & U are 

complementary DNA) 

5. Apply reverse crossover to M-RNA based on the 

position of 1 in random key to generate combination 

of plain text DNA sequence and encrypted spliced 

key. 

6. Identify the encrypted spliced key and Decrypt the 

spliced key using the input key by Vigenere Table 

and spliced key decryption technique. Generate the 

DNA sequence by merging spliced key to m-RNA. 

7. Apply transcription by converting 'U' to 'T'. 

8. Convert it in binary sequence from DNA sequence 

 00-A 01-C 10-G 11-T. 

9. Repeat steps 10,11,12,13,14,15,16, 17 and 18 ‘x’ no. 

of times where ‘x’ is the number of characters in 

random input key. 

10. Store it in 2d array of n*n. n=nearest perfect 

square lesser than the bit stream. Residue bits in a 1d 

array. 

11. Shift the bits from 1d array into 2d array and 

same no of bits are shifted from 2d to 1d array. 

12. If no. of 1 in Plain text is even then left shift the 

2D array by n/2 otherwise by n/4 times. 

13. Bit wise up shift. 

14. Bit wise left shift. 

15. Bit wise reverse diagonal shift. 

16. Bit wise down shift. 

17. Bit wise right shift. 

18. Store the 2d array and Residue bits of 1d array in 

a 1d array. 

19. Shuffle the bit that is exchange the first half with 

the last half of the bit stream. 

20. Perform bitwise XOR on bit 1 and n and 

substitute in nth position. Leave the first n/2 bit as it 

is. Repeat this step until all the bits are exhausted. 

21. Complement the prime position of the bit stream. 

22. Reverse the entire bit pattern 

23. Again complement the prime position of the bit 

stream. 

24. Convert this bit pattern to ASCII code to generate 

plain text 

25. Print the Plain Text. 

 

VII. RESULTS 

 

In the table-2 given below some plain texts and the 

corresponding ASCII value of cipher text are shown. 

There are many instances where it was observed for 

the same key, almost similar plain texts, the cipher 

texts are totally different. So without knowing the 

secret text-key and the actual decryption process it is 

quite impossible for the intruder to generate the plain 

text from the cipher text. 
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TABLE 2. Some Plain Texts and Ascii Code of Encrypted Texts 

 

Srl PLAIN TEXT KEY CIPHER TEXT ASCII VALUE CIPHER TEXT 

1 ABAB St. Xavier’s College 22,102,87,230 fWæ 

2 BABA St. Xavier’s College 166,158,192,10 ¦žÀ 

3 0000 St. Xavier’s College 221,114,205,190 ÝrÍ¾ 

4 0001 St. Xavier’s College 54, 122,249,127 6zù• 

5 HE IS GOON st. xavier's college 194,197,100,69,36,216,218,167,67,229 ÂÅdE$ØÚ§Cå 

6 HE IS GOOD st. xavier's college 194,197,100,102,102,47,216,195,205,5 ÂÅdff/ØÃÍ 

7 HE IS GOOF st. xavier's college 194,197,100,70,36,216,218,167,66,229 ÂÅdF$ØÚ§Bå 

8 MADAM A 19,154,95,190,46 š_¾. 

9 Aerostat st. xavier's college 16,155,218,55,159,90,188,59 ›Ú7ŸZ¼; 

10 Aerrstat st. xavier's college 83,80,168,73,204,54,208,39 SP¨IÌ6Ð' 

 

In above table the results show that the cipher texts 

ate totally unpredictable even though the Plain texts 

contain some trivial patterns. The present method 

shows cipher texts always different even if input 

plain contains all characters same. The following 

table-3 shows a Plain Text file containing a paragraph 

and its encrypted file encrypted using key ‘AAAA’ 

 

TABLE 3. Plain Text file containing paragraph and its encrypted file. 

 
 

In Figures 3 to 12 the encrypted data and also plain 

text data are shown while in fig-13 the graph of first 

paragraph and encrypted plain text is shown. The 

results show that the Cipher texts patterns are totally 

unpredictable. The hackers will not be able apply any 

kind of brute force method to find Plain Text without 

knowing secret key.  The present may be used to 

encrypt confidential message such as password, key 

etc. Following are the graphical representation of 

mapping of plain text vs. cipher text to show the 

unpredictability 
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Figure 3. Graph between ‘ABAB’ and its cipher text 

with key as ‘St. Xavier’s College’ 

 
Figure 4. Graph between ‘BABA’ and its cipher text 

with key as ‘St. Xavier’s College’ 

 
Figure 5. Graph between ‘0000’ and its cipher text 

with key as ‘St. Xavier’s College’ 

 
Figure 6. Graph between ‘0001’ and its cipher text 

with key as ‘St. Xavier’s College’ 

 
Figure 7. Graph between ‘HE IS GOON’ and its 

cipher text with key as ‘st. xavier’s college’ 

 
Figure 8. Graph between ‘HE IS GOOD’ and its 

cipher text with key as ‘st. xavier’s college’ 

 
Figure 9. Graph between ‘HE IS GOOF’ and its cipher 

text with key as ‘st. xavier’s college’ 

 
Figure 10. Graph between ‘MADAM’ and its cipher 

text with key as ‘A’ where key size is less than plain 

text 
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Figure 11. Graph between ‘aerostat’ and its cipher 

text with key as ‘st. xavier’s college’ 

 
Figure 12. Graph between ‘aerrstat’ and its cipher text 

with key as ‘st. xavier’s college’ 

  

 
Figure 13. Graph between paragraph 1 and its cipher text with key as ‘AAAA’ 

 

 

VIII. DISCUSSIONS 

 

1. If we can follow the above mentioned table, 

we can see that if we change a single character in a 

plain text, the whole cipher text gets changed too. 

For example, cipher text of the plain text ‘0000’ is 

‘ÝrÍ¾ ‘,  where the key  is ‘St. Xavier’s College’ and in 

the next case, cipher text of the plain text ‘0001’ is 

‘6zù�’, which is totally different from the previous 

case. 

2.  Change of the key will give us different 

cipher text of the same plain text. For example if we 

use the key ‘St. Xavier’s College’ in the method of 

encryption, the cipher text of the plain text  ‘AAAA’  

will be ‘¹l}’ and if we change the key, that is, if we 

use ‘st. xavier’s college’ we can get a totally different 

cipher text of plain text ‘AAAA’ that is ‘�ֶÖ?’. 

3. The results show that the cipher texts ate 

totally unpredictable even though the Plain texts 

contain some trivial patterns. The present method 

shows cipher texts always different even if input 

plain contains all characters same. 

 

4. The hackers will not be able apply any kind 

of brute force method to find Plain Text without 

knowing secret key.  

 

5. The length of secret key is variable as it can 

be greater than the length of plain text or even lesser 

than the length of plain text. Guessing the length of 

key is very difficult as DNA Vigenere cipher, 

crossover, mutation are applied to the DNA 

characters. 

 

6. Avalanche Effect[12] 

In cryptography, the avalanche effect is used to 

quantify the effect on cipher-text when a slight 

modification takes place in the plain text or the key. 

A slight modification of the plain text or the key 

means changing or flipping a bit in the text.  
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The formula to calculate the avalanche effect -  

 

Avalanche effect =( Number of bits changed in 

ciphertext  / Number of total bits in ciphertext ) X 

100%. 

 

The following is the calculation of the avalanche 

effect to various cryptographic techniques. 

 

Plaintext1: aerostat  

Plaintext2: aerrstat  

Key: eggplant  

 

a. Caesar Cipher  

 

Ciphertext1:0110011001101010011101110111010

0 0111100001111001011001100111100 

Ciphertext2:0110011001101010011101110111011

1 01111000011110010110011001111001  

 

b. Playfair Technique  

 

Ciphertext1:0110011101100001011100110111000

1 01110001011000110111010001101000 

Ciphertext2:0110011101100001011110010111100

1 01110001011000110111010001101000  

 

c. Vigenere Cipher  

 

Ciphertext1:0110010101101011011110000110010

0 01100100011101000110111001101101  

Ciphertext2:0110010101101011011110000110011

1 01100100011101000110111001101101  

 

d. ASKCA VER-1.0 

 

Ciphertext1:0110111010101000010100101000010

111001001101000100111101111010100 

Ciphertext2:0101101010101000010100101000010

111001101101000100111101111111100 

 

The following table shows the comparison results 

of various crypto algorithms and the proposed 

algorithm : 

 

TABLE 4 

Comparison results of Avalanche Effect for strings 

“aerostat” and “arrstat” Comparison in avalanche 

effect 

 

Name of the 

Algorithm 

Number Of bits 

flipped 
% 

Ceaser Cipher 2 3.125 

Playfair 3 4.69 

Vigenere Cipher 2 3.125 

ASKCA VER-1.0 6 9.375 

 

The result of the avalanche effect of the proposed 

algorithm is slightly better than the result of the 

avalanche effect of other mentioned crypto 

algorithms. 

 

IX.  FUTURE SCOPE 

 

1. Every application has its merits and demerits. The 

project has covered almost all requirements. Further 

requirements and improvements can easily be done 

since coding is mainly structured or modular in 

nature.  

2. By implementing another layer into the 

transposition method we can extend this algorithm to 

4 dimensions. 

3. The present algorithm can be applied to files 

like .txt, .png, .jpg, .dll, .exe etc. But the authors have 

implemented the method in basic text files and the 

results were quite satisfactory. 

4. Currently it is not feasible to use this method for 

large files as execution time is high. 

 

This method can also be modified to send only the 

DNA stream as output of the plain text which will 

reduce the transfer file size to half of the original. 
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X. CONCLUSION 

 

In this era of technology, any kind of information 

is a valuable asset. So protection of the information 

should be at the top of the priority list. Not only we 

store this information but also we pass the 

information from one end to another ends. Since the 

information is being shared through the internet, the 

vulnerabilities to the integrity of that information 

will increase too. To avoid this kind of scenario we 

need to protect the vital information from the people 

who can use them for their benefits or bring harm to 

others. We can prevent this kind of scenario by using 

this algorithm so that no one can hack it easily. This 

encryption and decryption method can be applied to 

various types of files such as .txt, .doc, etc. Hacker 

cannot decrypt the encrypted plain text without the 

spliced key since the spliced key is generated from 

the plain text itself only. 
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