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ABSTRACT 

 

Cloud computing changed the world of Internet. With the help of cloud 

computing user can easily share, store and retrieve their data from anywhere. 

Cloud computing is scalable, fast, flexible, and cost-effective technology 

platform for IT enabled services over the internet. Cloud computing provides 

hardware, software and infrastructural storage to many users at a time Most of 

the times cloud users don’t know the exact location of their data or the sources 

of data stored with their data. In spite of various benefits that are provided by 

the cloud computing services, its users are very much afraid about the security 

of their data once it is over the cloud under the control of third-party vendors. 

Therefore, many data security and integrity concerns like access control, 

searchable encryption techniques, key management, ownership proofs and 

remote integrity check arise.  

This paper discusses the security and integrity of data in cloud computing. It is 

a study of aspects related to data security. The paper will go in to details of few 

data protection methods and approaches used throughout the world to ensure 

maximum data protection by reducing risks and threats. Going ahead the paper 

also discuss different techniques used for secured data storage on cloud. 

Keywords : Cloud Computing, Cloud security, Security techniques, Security 

threats, Data security 

 

I. INTRODUCTION 

 

Cloud computing is an emerging technology in the 

field of networking. It is gaining popularity in all 

areas. The National Institute of Standards and 

Technology (NIST)[1] defines cloud computing as a 

model for enabling ubiquitous,convenient, on-

demand network access to a shared pool of 

configurable computing resources. In simple words 

cloud computing is a computing model in which 

resources are provided to the users based on their 

demand.  In cloud computing resources are provided 

by the cloud service provider known as CSP. 

 

Cloud computing is the combination of many pre-

existing technologies that have matured at different 

rates and in different contexts. The goal of cloud 

computing is to allow users to take benefit from all 
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these technologies. Many organizations are moving 

into cloud because it allows the users to store their 

data on cloud and can access it at anytime from 

anywhere[2]. 

 

Cloud computing now is everywhere. In many cases, 

users are using the cloud without knowing they are 

using it. According toSubashini&Kavitha, small and 

medium organizations will move to cloud computing 

because it will support fast access to their application 

and reduce the cost of infrastructure[3]. The Cloud 

computing is not only a technical solution but also a 

business model that computing power can be sold 

and rented. Cloud computing is focused on delivering 

services. Organization’s hugedatais hostedincloud for 

saving memory and getting quick accesibility. 

Though effective in its own way, in this system 

ownership of the data is decreasing while agility and 

responsiveness are increasing.In cloud computing, 

user’s data is stored on remote servers owned and 

operated by third parties and accessed through the 

internet. Moreover this data may be stored with a 

single provider or multiple providers[4]. 

 

Organizations are now seeking to stop focusing the IT 

network. In order to maximize productivity they 

must concentrate on their business process. Therefore, 

cloud computing is becoming increasingly relevant, 

becoming a strong market and attracting much 

interest from academic and industrial communities. 

Cloud computing can be represented scematically as 

follows: 

 

Figure 1 : Schematic definition of cloud computing[4] 

However, cloud computing suffers from various 

security issues as data owners store their data on 

external servers, increasing demands and concerns 

for privacy protection, authentication, and access 

control have been raised.Cloud security is becoming a 

core differentiator across cloud providers giving them 

a competitive edge. Despite the various advantages 

provided by the cloud computing platforms, cloud 

computing service customers are very afraid of their 

data protection because it is managed by third-party 

providers in the cloud. 

 

II. METHODS AND MATERIAL 

 

1. Data security in cloud  

 

In the current scenario, the data that needs to be 

stored is passed on to the remote service provider and 

the owner himself is not aware of the location of the 

data which raises a security concern. Thus data 

security, proof of ownership and recovery period and 

data protection becomes a prime issue to be addressed 

in the cloud data migration process. When it comes 

to cloud data security, no particularly new methods 

are required. Protecting data in the cloud 

environment is same as protecting it within a 

traditional data center. Encryption, access control, 

authentication and identity, data masking, secure 

deletion, and integrity checking are all data 

protection methods that areappllied in cloud 

computing.  

 

One more security problem is the recovery period of 

the data at the time of disaster.It depends on the 

storage provider managing the data in the event of a 

disaster that could occur due to vulnerabilities on the 

cloud due to remote hard drive failures  [6]. The 

provider handles a customer's crucial and 

confidential data and does not necessarily guarantee 

data confidentiality, protection and trust.According 

to the author of the paper the top threats to cloud 

computing are: abuse and nefarious use of cloud 

computing, insecure interfaces and APIs, malicious 
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insiders, shared technology issues, information loss or 

misuse, hijacking of account or operation and 

uncertain risk profile [5].  

a) Data Privacy:Continuous data expansion leads to 

several security issues where data privacy is one of 

the security challenges associated with cloud 

computing. Cloud computing 's privacy challenges 

include the uncertainty associated with risk 

management, increasing market demands the 

advent of timely deployment of innovative 

business models and their effect onspecific 

regulatory compliance, customer privacy, data 

protection concerns in design leading to lack of 

clarity and poor data quality. Data privacy 

protocols apply to data and software 

communication protocols , data processing 

protocols impact data privacy mostly in cloud[8]. 

b) Data Integrity:Data integrity is useful for data 

authenticity, and guarantees data consistency and 

reliability as well. Lack of credibility is a big 

challenge in the cloud world, because of data 

privacy problems, there are many security threats 

and attacks. Data integrity ensures that the data is 

not  modified or altered without the knowledge of 

the user. When the intruder or unauthorized 

person has control to the stored data , data privacy 

is at stake. The user data can be attacked by data 

modification, Tag forgery attack  and data leakage 

attack. Monitoring data integrity is important to 

prevent data manipulation and data crashing in 

cloud providers.Various mechanisms are adopted 

to prevent cloud environment data integrity 

attacks such as cooperative provable data 

possession (CPDP), which combines hash indexing 

hierarchy and homomorphic verifiable 

response[9]. 

c) Data Trust:Trust is the key concern but mostly 

breaks if two issues are not handled properly one 

of them is lack of clarity and another is due to 

security and privacy infringement.Cloud service 

providers provide flexibility in the usage of 

services that attract cloud computer consumers to 

benefit from the service by putting their sensitive 

data at riskConsumers are unknowing of the 

technologies involved and data control, since they 

rely entirely on agreements and the trust process. 

Trust is a complex term and is based on someone 

else's positivebehavior or approach .Trust is 

dependent on the security the cloud service 

provider provides its clients with. Indeed, 

reputation plays an significant role in building 

trust in the relationship between cloud provider 

and cloud customer. Additionally, security 

processes must be propagated through the business 

process[10].Trust will be improved if the cloud 

provider separates the data avoiding breaching the 

security and privacy of the multi-tenant 

framework. Transparency in data storage and 

trying to conceal unnecessary user information 

will build a level of trust and understanding 

between cloud provider and the consumer. 

 

2. Cloud security issues 

Even though cloud computing undoubtedly provides 

substantial cost savings and greater effectiveness for 

companies, it also introduces new security challenges 

and uncertainty. It is definitely not easy to protect 

and ensure the safety of linked devices, as a variety of 

machines and customers are involved; this is known 

as multi-tenancy. Cloud service providers and cloud 

computing have many challenges to face, especially 

in security concerns. Therefore, it's quite important 

to understand how to mimic these problems and how 

to incorporate security models in order to ensure 

client security and create a secure cloud computing 

framework. The most significant threats to cloud 

computing are described as follows [5][6] 

Lack of appropriate governance:The owner of the 

software has full autonomy throughout cloud 

computing. By handing this power to the vendor, 

there is a danger that the lack of control over 

authority criteria may result in security being 
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breached, leading to data access problems and 

resource utilization. 

Data breaches:The next most effective step is to 

prevent data violations. The difficulty in tackling data 

retention and data leakage challenges is that "the 

steps you put in place to boost one will make the 

other worse". Data is encrypted to minimize a 

violation 's effect, but if the key to encryption is lost, 

then the data is lost. If data backups are chosen 

offline to reduce data loss, even then, exposure data 

breaches are boosted. 

Data Loss/Leakage:There are many ways to 

compromise data due to insufficient authentication, 

authorisation and audit (AAA) checks, such as 

deleting or altering records without the original 

content being backed up. Loss of an encoding key can 

cause productive destruction. Unauthorized parties 

can gain access to data. A hacker could delete data 

from a target[13]. 

Data interception:Unlike conventional computing 

data is segmented and distributed in transit in cloud 

computing. This poses further risks because of the 

weakness and vulnerability of the computer 

technology and, in particular, sniffing and spoofing, 

attacks by third parties and response attacks [7]. 

Insecure Application Programming Interfaces 

APIs:APIs are integral to the security of general 

cloud services and their availability. These interfaces 

must be designed to protect against both malicious 

and accidental efforts.Unknown access and/or 

interchangeable tokens or login details, clear-text 

verification or content transmission, inflexible access 

restrictions or unsuitable authorizations, restricted 

monitoring and logging capabilities; are examples of 

this form of threat. 

Malicious insiders:A vendor may not disclose how it 

enables employees to access physical and virtual 

assets, how it monitors such employees, or how it 

analyzes them. In cloud computing the organization 

does not need to know the technical aspects of the 

delivery of the services. The risk is high in situations. 

Your company can be at risk without the complete 

information and control.  

Unknown risk Profile:Software versions, software 

policy , code modifications, and implementations, 

bug assessments, attempts to intervene and system 

architecture are all significant considerations in 

determining the security status of a organization. 

Knowledge on who uses the network is relevant.  

Shared Technology Issues: (IaaS) is based on the 

shared infrastructure (e.g. disk partitions, CPU caches, 

GPUs, etc.) wasn't really configured to have efficient 

multi-tenant system insulation properties.A 

hypervisor for virtualization mediates the connection 

between guest operating systems and the physical 

computing infrastructure. Ignored vulnerabilities 

have allowed guest operating systems to 

access unauthorized control rates and/or command 

on network. 

Other challengesSecurity-related concerns include 

the sharing of knowledge in different cloud 

computing applications, information disclosure when 

transferring data to the cloud, privacy and device 

data protection threats, misuse or unauthorized 

exploitation of encryption keys, and disputes 

between service providers and consumers about 

protocols and cloud computing systems operating 

policies. [8]. 

 

3. Data security solutions 

 

a) Data Integrity: 

In any information system data integrity is one of the 

most critical elements. Data integrity usually requires 

the security of data against unwanted 

fabrication, deletion or  alteration . Due to the large 

number of entities and access points in a cloud 

environment, authorization is critical in ensuring 

that only authorised personnel are able to interact 

with informationBy preventing unauthorized entry, 

organisations can have greater trust in the integrity of 

data. Cloud platforms providers are committed to the 
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integrity and accuracy of dataNevertheless, beyond 

customers and cloud service providers, the third 

party supervisory system must be established. The 

perquisite for installing software is to remotely check 

the validity of data in the cloud.Bowers et al . 

suggested a technical system for "Proofs of 

Retrievability" to undertake remote data security 

assessments by incorporating error correction code 

with spot inspection. The HAIL system uses POR 

method to verify data storage in various clouds, so it 

can ensure the consistency of multiple copies so 

conduct the quality and validity search. Schiffman et 

al .suggested  trusted platform module (TPM) to 

remotely test integrity of the data  [16]. 

b) Data Confidentiality 

Privacy and security of data is crucial for users to 

store their private or confidential information in the 

cloud.To ensure security of the records, 

authentication and access control techniques are used. 

Cloud storage could resolve authentication , data 

security and access control problems by increasing 

cloud trustworthiness  and reliability .Owing to the 

non-trustworthy cloud service providers (CSP), 

confidentiality may also be compromised. Better 

encryption techniques will guarantee confidentiality. 

There are essentially two distinct approaches to 

confidentiality:   cryptography and physical 

isolation[17]. 

Some techniques to enhance confidentiality are: 

Biometric encryption (BE): Biometric data can be 

kept secret by biometric encryption which includes 

fingerprints iris, face 

recognition ,voice recognition etc. 

Secret sharing scheme : This system is associated for 

the approach of public sector hybrid cloud computing. 

This is accomplished through the implementation of 

a stable, fully automated data storage and cloud 

transfer protocol between cloud storage suppliers and 

customers.  

Dataobfuscation:In this we combine the obfuscation 

with the encryption. Obfuscation utilizes a 

cryptographic function or to disguise unauthorized 

users using programming techniques. The 

methodology depends on the data form. Encryption 

may be extended to alphabets, alphanumeric data 

types and numeric data obfuscation. 

HPI_Secure: This helps the user to store the 

authenticated version of the data in the cloud, 

without breaking the system's functionality. 

Httprequests and answers are detected and data is 

encrypted before being transmitted to the cloud and 

decrypted after reception. This method makes use of 

disassociation and encryption to increase data 

confidentiality. 

Encryption and trust based solution: This approach 

aims to maintain confidentiality by allowing CSUs to 

1) encrypt sensitive data and check authentication 

from start to end, 2) determine CSP's confidentiality, 

3) decide whether to authorize CSPs to conduct 

different computing services based on their security 

mechanisms. 

K-NN classifier for data confidentiality :This 

methodology categorizes the data to be stored on the 

basis of their security standards, such as what data 

require securitynd  which data doesn't  require 

security . This is done using classification scheme K-

NN.  Data can be classified into sensitive and non-

sensitive classes. The RSA algorithm applies to 

sensitive data while  non-sensitive data is stored as it 

is. [10]. 

c)  Data Availability  

: when incidents such as hard disk destruction, IDC 

fire, and network errors occur, the degree to which 

customer data can be accessed or retrieved and how 

users validate their data using methods rather than 

relying solely on the Cloud storage provider's credit 

guarantee. There are two ways of ensuring 

availability of the data. 

Reliable Storage Agreement:To support concurrent 

modification by multiple users, a good storage 

agreement is required. SPORC, proposed by Feldman 

et al. [19],That can enable secure and reliable real-
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time connectivity and multi-user collaboration with 

the aid of a trustworthy cloud network and untrusted 

cloud servers could only access encrypted 

information. 

Reliability of Hard-Drive:Hard-drive is currently the 

primary cloud storage media. Hard disk durability 

constructs the foundation of cloud storage[10]. 

 

d) Data Privacy 

Privacy in the cloud ensures as users access 

confidential data, the cloud providers may prohibit 

possible adversaries from inferring the actions of the 

customer through the user's  visit model (not actual 

data leakage).Researchers have concentrated on 

Oblivious RAM (ORAM) technology. 

ORAMtechnology encounters several copies of 

information to  cover up visiting purposes of users. 

ORAM has been widely in use in software security 

and being used as a capable technology to protect 

cloud confidentiality.Stefanovetal suggested a state-

of-the-art version of the ORAM route 

algorithm[21].Data protection issues vary according 

to different cloud situations and can be resolved using: 

Proof of ownership:This method is suggested by C. 

Cachin and M Schunter to test Cloud app 

authentication[22]. 

Identity Management:A probable solution to this 

issue may be using a reliable impartial third-party 

strategy to Identity Protection to use identity data on 

untrusted networks. 

Integrated Cloud Services:Shen et al . propose 

combining Trusted Computing Platform (TCP) and 

Trusted Application Support Services (TSS) cloud 

services to achieve the desired privacy of data[23]. 

 

III. FRAMEWORK 

 

According to the above study, the cloud environment, 

the security issues and the solutions proposed can be 

formulated in the same way as shown in the 

following framework. 

 
 

IV. CONCLUSION 

Cloud computing is an emerging and promising 

technology for IT application to upcoming 

generation . Data security and integrity problems are 

the barrier and obstacles to the rapid growth of cloud 

computing.Any entitiy cannot transfer  their data or 

information into the cloud before the relationship 

between cloud service providers and customers is 

established. Researchers have suggested a variety of 

data protection strategies and to achieve the highest 

degree of cloud information security. We presented 

in this paper an overview of data security and 

integrity issues in the current scenario of cloud 

platform. The purpose of this survey was to highlight 

the security problems associated with cloud 

computing and to present some solutions proposed / 

implemented by researchers to improve security and 

integrity.  We have been able to build a system that 

poses security issues as well as potential solutions 

for the same. Paper discussed issues and challenges 

relating to cloud security. The paper also discussed 

and presented the proposed and effective Data 

Security solutions through a framework.  However, 

by making these techniques more effective there are 

still many gaps to be filled. More research in the field 

of cloud computing is needed to make it appropriate 

for users of the cloud service. 
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