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ABSTRACT 

 

In today's era, due to the surge in the usage of the internet and other online 

platforms, security has been major attention. Many cyberattacks take place each 

day out of which website phishing is the most common issue. It is an act of 

imitating a legitimate website and thereby tricking the users and stealing their 

sensitive information. So, concerning this problem, this paper will introduce a 

possible solution to avoid such attacks by checking whether the provided URLs 

are phishing URLs or legitimate URLs. It is a Machine Learning based system 

especially Supervised learning where we have provided 2000 phishing and 2000 

legitimate URL dataset. We have taken into consideration the Random Forest 

Algorithm due to its performance and accuracy. It considers 9 features and 

hence detects whether the URL is safe to access or a phishing URL. 

Keywords : URLs, Phishing, Legitimate, Machine Learning. 

  

 

I. INTRODUCTION 

 

In today’s fast-paced world technology has become an 

essential part of everyone’s life. Technology has been 

greatly escalating and thereby making our 

experiences comfortable. Nowadays our presence and 

business have been dependent on the internet and 

various online platforms. People perform various 

activities in their day-to-day life that includes 

accessing online shopping websites, banking websites, 

educational websites, and social media. Nonetheless, 

all these websites ask for our data and some of them 

consist of sensitive information that may be bank 

details or card details. And as a result of all this, 

hackers have found an easy way of attacking other 

personal information and tracking their behaviour. 

There are many types of attacks including Man-in-

the-middle Attacks, Dos Attacks, SQL injection, 

Phishing Attacks, and many more. Out of all these 

websites, phishing has been considered a great threat 

to a user’s vital information. The social engineering 

trick is used to manipulate the users and thereby 

duping them with the legitimate-looking URL which 

is a fake URL. It is difficult for a naive user to spot 

whether the URL is legitimate or fake. Research has 

shown that there has been a great boost in phishing 

attacks. Some researchers have a heuristic-based 

approach while some use a Machine learning-based 

approach. Machine learning has two different 

approaches i.e., Supervised Learning and 

Unsupervised Learning. In this paper, we have 

focused on supervised learning where we have 
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provided a 2000 dataset of phishing URLs and a 2000 

dataset of legitimate URLs from phishtank.com. Also, 

we have made use of the Random Forest Algorithm 

due to its high accuracy, robustness, and good 

performance. And based on characteristic 

classification the system will differentiate the 

provided URL and will conclude whether the given 

URL is legitimate or a phishing URL. By which the 

user will be able to figure out that he might endanger 

his information if he visits that particular URL. And 

hence this system helps in guarding and thereby 

providing a possible solution towards the issue. 

 

II. LITERATURE SURVEY 

 

1) In this survey paper they have mentioned how 

phishing attacks appear, how the phishers use 

email or message, as evidence to target the 

individual or business by sending the link to 

victim people and deceive them with a large no 

of phishing emails or messages every day, so 

many of the corporations or individual are not 

able to recognize them all. so, here they have 

mentioned various types of phishing attacks like 

Learning Model Algorithm, Naive Bayes 

Algorithm, Decision tree, SVM (Support Vector 

Machine), Artificial Neural Network and many 

more. They have also mention phishing 

detection approaches like the Heuristic-based 

Approach, Fuzzy-based Approach, Machine 

Learning Approach, Image-based Approach, and 

so on [1]. 

2) This approach makes use of the Naïve Bayes, 

SMO, J48 algorithm are used for feature 

selection. There are several separate processes. 

The first process is to extract the properties of 

URLs and generate a matrix then secondary 

process uses the attribute-based feature selection 

technique to specify the prominent properties 

after using the attribute-based technique, the 

new dataset is used as input data to the Machine 

Learning Algorithm to analyze the website is 

legitimate or not. Based on the classification 

method on J48(Decision Tree), Naive Bayes, and 

SMO (Sequential Minimal Optimization). Here 

SMO & J48 shows their best accuracy output 

result was as Naive Bayes performed poorly and 

it is the least recommended method among all 

the methods [2]. 

3)  This paper illustrates various types of Phishing 

Techniques and Anti-Phishing technique 

because phishing attack is one of a version of 

harmful content which has found recently a 

wide circulation in an information field of the 

modern switched communication systems. So, to 

identify the website is legitimate or not so there 

is some feature through which we can identify 

that the website is legitimate or not. If we enter 

the URL first it will be checked in the blacklist 

or whitelist if it is a blacklist that means it is a 

phishing URL else it is a legitimate URL 

(whitelist).[3] 

4) The gap mentioned in "Phishing Websites 

Detection using Machine Learning" is that they 

have used a small dataset of 1300 URLs where we 

overcome this by using 4000 datasets from 

phishtank.com.[4] 

5) "Phishing Website Detection based on Machine 

Learning: A Survey" is a survey paper that 

discusses different types of attacks and anti-

phishing approaches. Also, some defense 

techniques for phishing are mentioned.[5] 

 

III. PURPOSE 

 

1. To preserve the confidentiality. 

2. To protect the user from phishing websites. 

3. To develop a user-friendly environment. 

4. To prevent or mitigate harm or destruction of 

computer networks, applications, devices, and 

data 
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IV.  METHODS AND MATERIAL 

 

In a study of phishing, it is attacked through Email, 

Messages, or any communication media through 

which the particular link has to be clicked. In this 

proposed system we deal with User Interface (UI) to 

detect websites based on URLs. While addressing 

Machine Learning Algorithm is being approached 

followed by feature classification moreover based on 

that websites would be distinguished as phishing or 

authorized websites. Firstly, user will go with 

copying and pasting the URL in the provided UI and 

then if the link is safe or legitimate the user will be 

addressed directly to that particular website. If the 

link fails to be safe the UI will pop up the message. 

 
Fig. 1. Block Diagram 

 

This is the block diagram where Feature Extraction 

is performed on the URL and by classifier URL is 

being differentiated. 

 

Here comes the Modules, first module is Feature 

Extraction where we undergo the 9 features. 

 

1. Length of URL 

2. URL has HTTP 

3. URL has Suspicious Char 

4. Prefix or Suffix 

5. Number of dots 

6. Number of slashes 

7. URL has Phishing terms 

8. Length of Subdomain 

9. URL contains IP Address 

The next Module is Algorithm, here Random Forest 

Algorithm is applied which 

1. unexcelled inaccuracy 

2. runs efficiently 

3. accepts thousands of input variables 

4. Maintains accuracy 

5. saved for future use 

6. helps in balancing error 

 

Further in Algorithm TP, FP, FN, TN values are 

calculated:  

 
1. True Positive (TP) : Values that are positive 

and predicted positive. 
2. False Positive (FP): Values that

 are negative but predicted to positive. 
3. False Negative (FN): Values that are 

positive but predicted to negative. 
4. True Negative (TN): Values that are negative 

and predicted to negative. 

 
Fig.2. True Positive & False Positive Rate w.r.t. ROC 

 

Calculations: 

Accuracy: (TP+TN)/(TP+FP+TN+FN) (85%) 

Precision: TP/(TP+FP) 

Precision: TP/(TP+FN) 

F-measure: Precision Recall/(Precision + Recall) 

Input:  

-D: the training data set, 

-A: the feature space {A1, A2,...,AM}, 

-Y: the feature space {y1, y2,...,yq}, 
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-K: the number of trees, 

-m: the size of subspaces. 

Output: 

- A random forest μ value. 

 
Fig.3. Random Forest Classifier 

 
Fig. 4. Random Forest Graph 

(Confusion Matrix) 

 

The third module is User Interface where the user 

will paste the URL. 

Input: URL 

Output: Phishing site or not 

 

V. EXPECTED OUTCOMES 

 

In the proposed idea, the application will be 

effectively trained using the Machine Learning 

technology under supervised learning to predict 

whether the given URL is phishing or legitimate. It 

follows a feature classification approach with the GUI. 

Based on the given features and the dataset of 

Phishing as well as legitimate URLs the application 

will successfully give the output as a phishing website 

for the malicious mail and will block the particular 

website. And for the legitimate URLs, it will divert 

the user to that particular website. This approach 

follows the Random Forest algorithm where the 

accuracy is 86% for the proposed system. 

 

VI. BENEFIT TO SOCIETY 

 

Nowadays due to the increase in cyberattacks, and 

types of attacks such as phishing of websites, SQL 

injection, etc. The information of people is at stake 

and in danger. So, there is a need to protect the user's 

vital information, such as his bank details, card details. 

And due to these attacks, a user might get phished 

and he may lose his credentials. So, to save from these 

attacks there's a need to build a system that would 

save the user and his data. Hence this proposed idea 

will restrict the hacker from hacking. The user will 

be made aware of Phishing and legitimate mails by 

which he can save himself. Also, this system can be 

used in industries, businesses, schools, colleges. The 

user might receive a malicious URL from anywhere, 

his Emails, Websites, SMS, etc. So, this is where the 

user can check for the URL where he can determine 

the legitimate and phishing URLs. 

 

VII. FUTURE SCOPE 

 

Furthermore, the proposed idea can be improvised by 

detecting the clickable pictures, malicious QR code, 

etc. The limitation is that all features are discrete. The 

other limitation is that the URL is to be copied and 

we have to search in the application then it will 

predict whether it is legitimate or not rather than 

redirecting the URL link to the application.If the URL 
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is not there in the training and testing data set then it 

is difficult to predict that the URL is legitimate or not. 
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