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ABSTRACT 

 

Today's due the popularity of internet number of users are increase on every social 

media platform. In recent  research found that 80%  of youth depend on social 

media to make new friends , share photos. Through this they get popularity and 

large number of user base and become influencers . Most of the social media 

platform are providing different privacy and security . Still attacker find out the 

way to breech the  security, privacy  and confidently  of users and companies or 

organizations using several techniques . This paper highlight the major security 

issues  phasing by  many social networking web applications.  Also identify the 

solution based on attacks in different literature . At last, we  discuss open research 

issues  
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I. INTRODUCTION 

 

Today peoples connected through virtual meeting 

environment with the help of global online social 

network (OSN) in recent years . These networks help 

many peoples to find their campaigns or friends 

globally  and build a links worldwide. The important 

feature of the OSN is sharing the information and 

thoughts  through Online platforms. Users can share 

there  creative work , videos , interest , learning 

materials and much more which help the peoples 

worldwide. This was started in 1997 with 

sixdegree.com [1].That time connecting peoples from 

different countries is very inspiring to all . 

 

The OSN is divided into two categories : web based 

Social network[2] ( Facbook (2004)[3], twitter (2009), 

linkden(2006) )and mobile based Social network[3] 

(whatsapp , social , telegrams)etc.Mostly users spend 

their maximum time on social networking sites . It 

helps in many way like exchanging the knowledge , 

education , searching the data without any barriers. 

But sometime many users start giving there so much 

information which may used by the attacker for 

malicious activity[4]. According to the one article[5] , 

the users accept the request without knowing  that 

person.OSN. is targeting due to many reasons such as 

data breeching , information gathering  . Due to the 

large amount of data available on social networking 

site such as  name interest , age , gender , uploading 

personal photo of every places , educational 

information's  and all sensitive information easily 

gather from OSN . The more data users broadcasting 

itself and come in the radar of attackers. These 

information make attacker to commit crimes easily.  
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Twitter[6] give the privacy to users  that they does not 

allow to put personal details or information but issue 

is attacker can manipulate the posts and obtain what 

they want .Somya [10] discuss. 

  

The challenge is to provide the privacy and security to 

the user in OSN and interoperability to enhancing the 

reliability of social network . The privacy become very 

important at every level of organization. According to 

threat report [10], 62.8 % peoples of organization use  

OSN to post huge amount of information due to this 

threat increase in OSN . In figure 1 we can see that the 

growth using OSN is increasing day by day by the 

report of statista [11].This report also discuss many 

other things such as number of active users  in 

different Platform in Figure 2.  

 

 
Fig:1 No of user Per year (In crore) 

 
Fig 2 : Active Users in India in Different Platform  

The remaining part of our paper is follow as: Section 2 

discuss the various security issues   and their solutions 

mention in different literature .After that we mention 

and future issues in section3. Section 4 finally 

conclude the research work with the essence of 

observation .  

 

II. Online Social Network Security Threats 

 

OSN is an interaction-based application that  enable 

the register uses to interact with all ages of peoples  in 

the network. It may be further divided into three 

category into 3 such as : classic threats ,  advanced 

persistent threat , modern threats .  

Classic Threat : The structure of OSN , this threat grow 

very rapidly and circulate easily in the network among 

users. This threats affects users profile and credential 

by user personal information. It spread through 

clicking on malicious code or link . This threats is 

further classified into further category. 

1. Man in the Middle Attack: This type of attack, is 

basically related to spamming and exploit OSN in large 

scale [12]. 

2. Phishing attacks: This type of attack is increase 

today at very fast rate such as more than 85% of 

organization suffered with this attack. The best way to 
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send the malware is through email attachments The 

attacker create the same social media website to get all 

the personal   information [13]. 

3. Spamming Attack: The OSN users  use someone  

electronic mail services to spread unwanted  message 

and advertisement . According to many [14][15] many 

researcher found that attackers create a fake profile 

and indulge people in malicious activity without their 

knowledge . 

4. Malware: It is a malicious code  such as Trojan 

horses , virus and worms .This can spread through 

many users in internet[16].Most of the organization 

phasing this problem that they cannot protect the 

content flow from users to server.  

5.Ransomeware: This kind of attack is  also a malware 

but attackers block the access of computer  until a sum 

of money is paid[17]. 

 

Advanced persistent : This type of threat attack the 

confidential information of users by pretending the  

genuine  users in a wring manner [18]It is further 

divided  into some attacks  

1. Whaling attack: This attack gathering the users 

information  from different OSN and pretend as a 

genuine users to get some confidential 

information.[19].This type of attack is collecting 

information of employee working some particular 

company. 

2.DDoS attack: This attack is generating from many 

different  locations which use users  computer without 

their knowledge. 

3.Speculation attack: It is geographical representation 

of users . When users increase , graph is also enhanced . 

Through this attackers find out the location of users 

and  use. 

4.Online chat Risk : This type of attack is sending 

unwanted malicious code in the chat box. These chat 

rooms are freely to send any content and users send 

there all personal details in these chat rooms.[20]. 

5.Vicinty Attack:  Sharing information through OSN 

is main threat .The users need to secure their bank 

details , account number  and all sensitive information .  

6. Sybill attack : This attack is basically  focus on peer 

to peer system and distributed environment[21] 

Modern Threats:: These type of attack is basically 

related to OSN .  

1. Clickjacking : This type of attack is done on mouse 

click . when users click on some unwanted adds and 

they may not aware about this type of attacks [22]. 

2.Social -Bots: A social botnets can be recognized as 

group , which execute the  malicious behaviours and 

time mimickinmg  [23]. 

3.Sql injection : This attack  is target basically the 

backend by uploading some malicious data in the 

system [24]. 

4. Internet Fraud: The crime is useage the internet to 

carry  out the illegal activities They are caried this 

with a bad intentions. 

5. Cross- site scripting :In this attack  malicious code is 

injected into a many website [25]. 

In the table 1. we are  identify the attack with Mapping 

CIA and give solution in the  literature. we Identify 

that which attack is very harmful in respect of CIA . 

and is any researcher work on the solution of these 

attacks. 

 

Table 1 : Mapping Attacks with Solutions 

Attacks Layers CIA Solution  Features  

 Classic  Advanced 

persistent 

Modern 

Threats 

Confidenti

ally 

Integrity  Authority 

(Authenticat

ion) 

  

DDoS   ✓    ✓   DDoS based 

detection  

Network 

traffic  

Spamming[

14][15]  

✓    ✓   ✓  Crowd 

based 

spammer 

[26] 

Profile  

features, 

Content  

features   
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Phishing 

 [13] 

✓  ✓     ✓  Deepscan 

[27] 

User  

accounts  

Sybill[21]   ✓    ✓   P2P-based 

batch 

authenticatio

n [28] 

Multiple 

authenticati

on based 

data 

Man-in-the-

Middle 

[12] 

✓     ✓   -  

Click 

jacking 

[22]  

  ✓  ✓  - ✓  Automated 

detection 
[22] 

Click on 

website by 

users  

Cross site 

scripting 

[25] 

  ✓  ✓  ✓  ✓  Using 

reverse 

Proxy [31] 

 

Internet 

Fraud 

  ✓  ✓  ✓  ✓  -  

Vicnty   ✓   ✓   ✓  Deep scan  

[27] 

Location 

based data 

Online chat 

risk [20] 

 ✓      -  

Speculation 

[21] 

      -  

Sql 

injection[24

] 

  ✓   ✓  ✓  Approximati

on function 

detection 

anomaly 

[24] 

Forms , 

Upload 

data  

Social 

Bot[23]  

  ✓    ✓  Detection of 

human, 

legitimate 

bot and 

malicious 

bot in OSN 

based on 

Wavelet 
[29] 

Discrete 

wavelength 

Whalling   ✓      -  

Malware ✓    ✓   ✓  DRIP[30] Malicious 

accounts 

data  

Ransomew

are 

✓    ✓   ✓  -  

 

In figure 3, we analyze that according to  CIA how 

many attacker attack on which layer . So that  

researcher focus on that layer which have higher 

number of CIA chances .  
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Fig 3 : Analyze of CIA with different Layer 

 

 

III. Future work and Challenges 

 

OSN is popular right now in researcher just because of 

popularity among many peoples for sharing and 

gathering information. Security researcher 

continuously working to secure the OSN from 

different threats .Since OSN have many issues which 

need to resolve such as:  

1. Fake Profile : It is very difficult to identify that 

which account is genuine and which is legitimate 

account in the OSN especially Face book. So we need 

proper framework through which we can identify the 

accounts  

2.Posting of Advertisement: It is very big challenge  to 

identify that the post is nit containing any malicious 

code .Moreover many researcher working in this field . 

3. Fake Website: Today Phishing is increase day by day 

and some time users get redirect to the malicious 

website that contain malicious code   

So these are major area where researcher need to focus 

and find out the solution  

 

 

 

 

IV. CONCLUSION 

 

People spending there lot of time in surfing internet  

and use OSN to do their work in dailylife.OSN is 

becoming very addicted and some time helpful to users 

such communicate with each other when your love 

one is very far away .It help also in exchanging your 

knowledge without going anywhere in world. In this 

paper ,we presented the security attack phasing by 

Different OSN platform. We have outlined the 

different solution according to attacks. However at last 

we identify that what are the future work and 

challenges in this field .Overall , Researchers works in 

very suspicious way  to find out the threats  in OSN 

but still certain issues and resolved by using certain 

frameworks .  
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