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ABSTRACT 

 

The enhancement of information technology extensively changes the 

communication system in society. The information is rapidly shared through the 

internet or other electronic message delivery system without proper security 

measures. The IPR (Intellectual Property Right) of digital content or digital 

multimedia has to face the main challenge with the fear of distortion of the 

contents. Steganography and Cryptography are two widely used techniques for 

online digital contains authentication. Here we are using both of them together 

to make it more powerful with the help of simple Arithmetic and Binary 

operations and embed the same in the frequency domain using the wavelet 

function. Mainly target to provide a secure text information transmission with 

cryptex and stegano approach with high payload. The standard metric Peak 

Signal to Noise Ratio (PSNR) and MSE or Mean Squared Error measures the 

robustness of the proposed method.    

Keywords: Cryptography, Steganography, Information Security, IPR, PSNR, 

MSE. 

 

I. INTRODUCTION 

 

Watermarking and Steganography have been 

intensively studied in recent years. In a digital data 

hiding system, an encoder E embeds a digital message 

M (e.g., a stego image) into a cover object C (e.g., a 

digital photo) by slightly modifying the cover object 

without changing its semantics in a given application 

scenario. On the other hand, a decoder D extracts, or 

detects the existence of the message M from an object 

C, which could be the cover object C, or a slightly 

distorted version of it due to noise in the transmission 

channel. These techniques can be very useful in many 

scenarios, including authentication, fingerprinting, 

and tamper detection. Due to the requirement of high 

fidelity, degradation in the quality of cover image 

data obtained irreversibly is not acceptable. 

Reversible data hiding techniques are designed for 

such scenarios, where the decoder not only extracts 

the embedded message but also restores the original 

cover object to a “clean” state. JPEG images are very 

good candidates for cover objects when applying data 

hiding techniques due to their very high compression 

ratio.  

Cryptography is the technique to convert plain text 

into algorithmic text or cipher text and vice-versa so 

that only the known sender and receiver can extract 

the secured message with the help of an encryption or 

decryption algorithm. The cryptanalysis may break 

the encrypted messages, although modern 
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cryptography techniques are virtually unbreakable. 

The receiver must have the associated key to decode 

or decrypt the message. The cryptographic technique 

is shown in figure 1. 

 
Figure 1 : Cryptography Technique 

 

The data hiding technique which permits the hiding 

of text or image behind the cover image so that the 

main message is invisible is called Steganography. 

Steganography provides secret communication for 

security purposes. Cryptography provides the means 

for secure secret communication. A combination of 

steganography and cryptography would be the most 

secure way to data hiding. The existence of encrypted 

communication requires attention to it, hiding it in 

another image that is called a cover image. The 

steganography is having the following types as shown 

in figure 2. 

 
Figure 2 : Types of Steganography 

In the text message, the “text cover” should be cover 

media. The main advantage of text Steganography is 

that it requires less memory and Steganography 

communication. The cover media that can use for the 

stego algorithms are text, images, video, and audio. 

Our proposed algorithm deals with image cover 

media with maximum payload capacity. The salient 

contributions are: 

▪ This provides dual security by using the concepts 

of cryptography and Steganography. 

▪ Maximize the payload since we hide the text 

information under the color images which are in 

jpeg or bmp format and use the size of the image. 

▪ The given process is hundred percent reversible. 

Since we are hiding text data, so there is no loss is 

granted. 

The rest of the paper is divided into a literature 

review in section II followed by the proposed 

algorithm and methodology in section III and section 

IV represents the result and discussion, the 

conclusion is in section V. 

 

II. RELATED WORK 

 

Information hiding is obtained in four phases as 

preliminary phase, embedded phase, transmission 

phase, and extraction phase. In preliminary phase 

encryption, the technique is applied and in the 

embedded phase researchers use information hiding 

algorithms. Combining Steganography and 

cryptography methods is more efficient for providing 

security and data protection to communication [1]. 

Image steganography is a method, which uses the 

images as a carrier for a secret message since the 

Internet, acquires a large number of digital images 

and offers ease in dealing with images [2, 3]. Payload 

facing electronic attacks by hackers. Many algorithms 

have suggested concealing data in images because of 

the huge amount of digital images on the web and the 

simplicity of dealing with images in a hiding process 

[4-6]. Nowadays, researchers have focused on 

improving the hiding process in images by using 

different techniques like LSB and EMD. Many 

researchers have also developed techniques that 

embed text messages or another image behind the 

image. There are various methods for data hiding [4] 

such as frequency-domain spatial domain and 

compressed data domain. In the frequency domain 

data hiding [7, 8] images are first converted into the 

frequency domain, and then data embedding is done 

by modifying the transformed coefficients of the 

frequency domain. In spatial domain messages, image 

pixels are arranged to incorporate the data to be 

embedded. This technique is simple to implement and 

offers a high hiding capacity [9, 10]. The quality of 
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the image in which the data embedding is done can 

be easily controlled. Whenever the data transmission 

is done on the network, it must be in compressed 

form and a compressed domain data hiding technique 

is used [11-13]. The compressed information is used 

for embedding the data in the compressed domain 

where the compressed data coefficients are 

manipulated to embed data [14, 16]. The proposed 

algorithm is working with both steganography and 

cryptography techniques with maximum payload. 

 

III. PROPOSED ALGORITHM & METHODOLOGY 

 

A. Text Embedding  

Begin    

Inputs cover image ‘img’ with dimension X×Y and 

Read Text file as ‘data’   

for  i =1 to length(data) 

        ASCII (i) =data (i) 

   If ASCII (i) is greater than 0 

   Max=ASCII (i) 

End for 

         M=Max. 

for  i =1 to length(data) 

        Binaries (ASCII(i)) and complement then again 

converted to decimal  

Normalize the updated ASCII (i) with Arithmetic 

operation with the help of M as NORM 

End for 

 [cA1, cH1, cV1, cD1] = DWT2 (img) 

Hide length (data) as n and Max value M in cH1. 

for i = 1 to length(data)/2 

       Hide NORM (i) in cV1 

End for 

for i = length(data)/2+1 to length(data) 

       Hide NORM (i) in cD1 

End for 

Scrt_Img = IDWT2 (cA1, cH1, cV1, cD1) 

Regenerate the Scrt_Img for communication 

End 

 
Figure 3 : Flowchart for Text hiding 

 

B. Text Extraction 

Begin ( Scrt_image) 

 [cA11, cH11, cV11, cD11] = DWT (Scrt_image) 

Extract n and M from cH11 

for i=1 to n/2 

Extract text (i) = cV11 (i, y) y as column size of cV11 

End for  

for i= n/2+1 to n 

Extract_text(i) = cD11(i,y) y is the column size of 

cD11 

End for 

Regenerate the normalized text by Arithmetic 

operation with the help of M as REV_NORM 

for  i =1 to n 

Binaries REV_NORM(i) and complement then and 

again converted to decimal 

Write the equivalent text of the extracted decimal  

End for  

Save the extracted text as the target file. 
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Figure 4: Flowchart for Text extraction 

C. Discrete Wavelet Transformation (DWT) 

There are many discrete wavelets transforms like 

Coiflet, Daubechies, Haar, Symmlet, etc. Haar wavelet 

is the first known and simplest possible wavelet. Haar 

Wavelet can also be described as a step function f(x) 

shown in Eq 1 

 

1

( ) 1

0

f x




= −

     

0 1/ 2,

1/ 2 1,

x

x

otherwise

 

 

                (1) 

Decomposition step 

 
Figure 5: DWT Decomposition Step 

Two’s complement is the process of finding the 

negative value of a binary number. To find the 2’s 

complement of a binary number, first, we have to 

change all 1’s with 0 and all 0’s with 1 and add 1 in 

LSB. If we again calculate the 2’s complement of the 

number (already in 2’s complement) we get the 

original number, working example is below 

 
 

D. Mean Squared Error (MSE) 

The mean squared error is a metric that measures how 

near a regression line is to a set of data points. It 

achieves this by squaring the distances (error) 

between both the points and the regression line. 

Squaring is needed to remove any negative signs. It 

also provides substantial variances in weight. Because 

of calculating the average of a group of numbers, it 

has termed the mean squared error. 

Suppose that we would like to estimate the value of 

an unobserved random variable X given that we have 

observed Y=y. In general, our estimate x^ is a 

function of y: 

^ ( )x g y=      (2) 

 

The error in our estimate is given by 

 

X~ = X−x^ = X− g(y)                                (3) 

 

Often, we are interested in the mean squared error 

(MSE) given by 

 

2

1

1
( )

n

i i

i

MSE y y
n =

= −                                (4) 

 

Where n is the total no of data points yi is the 

observed value and iy
is the predicted value. 

 

E. Peak Signal to Noise Ratio (PSNR) 

 

The PSNR block computes the peak signal-to-noise 

ratio, in decibels, between two images. This ratio is 

used as a quality measurement between the original 

and a compressed image. Higher PSNR means the 

better the quality of the compressed or reconstructed 

image. R represents the peak value. 

 
2

1010log
R

PSNR
MSE

 
=  

 

                               (5) 

 

The mean-square error (MSE) and the peak signal-to-

noise ratio (PSNR) are used to compare image 

compression quality. The MSE represents the 

cumulative squared error between the compressed 

and the original image, whereas PSNR represents a 

measure of the peak error. The minimum value of 

MSE means the minimum error. 
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IV. RESULTS AND DISCUSSION 

 

Matlab 9.4.0 is extensively used for the 

implementation of the proposed algorithm. We are 

considering different image formats like 

jpg, .png, .bmp, .gif, etc., and two types of text files 

for embedding purposes i.e. .docx and .txt to check  

 

the robustness of the proposed algorithm. 

 

Table1 shows the cover image. the message with the 

file type and the image after embedding the message 

with cover and we can see visually there is no such 

effect on the stego image and check the standard 

parameter (MSE, PSNR) in between the cover and 

TABLE1:  SHOWS THE COVER IMAGE, TEXT MESSAGE WHICH WILL BE EMBEDDED AND TEXT EMBEDDED IMAGE 

OR STEGO IMAGE 

Cover Image Text Message Text Embedded Image 

 

 

Welcome to the world of 

Computer Science. Now a 

day we have more options 

for research in today has 

required technology. (.docx 

format) 

 

 

 

 

In a pandemic situation like 

COVID-19, Computer 

Science provide so many 

platforms for online 

activities like online classes, 

online payments, etc. (.docx 

format) 

 

 

 

 

Welcome to the world of 

Computer Science. Now a 

day we have more options 

for research in today has 

required technology. (.txt 

format) 

 

 
 

 

In a pandemic situation like 

COVID-19, Computer 

Science provide so many 

platforms for online 

activities like online classes, 

online payments, etc. (.txt 

format) 
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stego image we check and mention it on Table2. As 

we are using the color image as a cover that is why 

the PSNR value is so high, we also calculate the same 

in gray level. 

 

TABLE 2 : MSE AND PSNR FOR DIFFERENT IMAGES AND 

TEXT FILE FORMAT FOR COVER IMAGE AND STEGO 

IMAGE 

Sl 

No 

Cover 

image 

format 

Text 

file 

format  

MSE PSNR 

(Color) 

PSNR 

(Gray  

Scale) 

1 
JPEG 

 
DOCX 3.94*10-4 161.7579 

80.744

5 

2 
JPEG 

 
TXT 2.38*10-4 175.0005 

85.435

7 

3 
BMP 

 
DOCX 7.54*10-4 164.7989 

78.343

2 

4 
PNG 

 
DOCX 6.34*10-4 157.7958 

73.135

5 

5 
GIF 

 
TXT 4.06*10-4 105.0870 

57.526

4 

 

V. CONCLUSION 

 

This paper introduced the hiding of information 

besides the cover images with the help of combining 

concepts of Cryptography and Steganography. To 

overcome the problem of electronic attacks on 

payload we use the arithmetic encryption method and 

then hide encrypted text within the cover image. In 

the proposed algorithm, we use a green channel from 

the color cover image to hide the information. By 

using Discrete Wavelet Transformation green channel 

is divided into four frequency domain and use the two 

most noisy parts for hiding and the algorithm is 

independent of the size of the image so according to 

the requirement. We can use red and blue channels 

too. It is a text-hiding algorithm so it is 100 percent 

reversible by nature. Therefore, there is no issue of 

data loss. In future perspective by using this algorithm 

we are considering video as a cover with text, we can 

hide images as information. 
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