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ABSTRACT 

The crucial part of in Internet of Things (IoT) is its protocols. Protocols specify the communication for each 

layer of the network where the data is exchanged as per the specified frame formats. The Open System 

Interconnection model has specified and well-defined frame format of data link layer on how the data bits are 

taken from physical layer and formed as frames. This frame has a header field, payload field and trailer fields. 

Data link layer (DLL) provides an error free data to the above layer i.e Network layer. Data link protocols 

provide framing, error detection, correction and flow control.  IoT has various standards mentioned for data 

link protocol. These standards for protocols are provided by few international organizations which are known 

as Internet Engineering Task Force (IETF), Institute of Electrical and Electronics Engineers (IEEE) and 

International Telecommunication Union (ITU). In this paper we first study about the DLL protocols, frame 

format and then propose an additional payload field required for extended protocols frame format in controller 

area networks (CAN). 

Keywords - Error detection, Error Control, Flow control, Framing, Protocols. 

 

I. INTRODUCTION 

 

Data Link Layer provides services to network layer 

by utilizing various communication protocols that are 

used in IoT. Smart devices which are connected to 

the network the data communication happens with 

the assistance of protocols. There are several standard 

protocols provided by the telecommunication 

organizations. Bluetooth is a short-range wireless 

communication which is present in most of smart 

devices.  

 

Data transfer rate for Bluetooth provides 3 Mbps for a 

short range of meters. Zigbee is similar to Bluetooth 

technology and supports Mesh topology. In this 

technology the physical layer link with data link 

layer protocol standards are provided by IEEE 

802.15.4.   

 

Blue Tooth Low Energy (BLE) is used in Personal 

Area Networks. Z-wave provides wireless 

communication for longer range IoT. Similarly, many 

other protocols like Sigfox, RFID also can be used in 

many smart devices for IoT. CAN is a bus standard 

which is designed so that the devices and 

microcontrollers communicate with each other with 

host computer. 
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II. CAN DATA LINK LAYER 

 

The data link layer protocols for controller area 

networks have certain unique features. Bit errors are 

quite common in the communication. All Single bit 

errors are detected in this layer. There is high 

probability that multi but errors are also detected. 

The data frame for the CAN is shown in the fig1.  
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Fig 1: A CAN Data Frame 

The transmission speed limit for CAN usually for 

short networks is in the range of 1 Mbps. Payload 

field in this frame is 8 bytes. CAN with Flexible Data 

Rate, CAN FD can have a payload filed till 64 bytes. 

The standardized frame format of CAN link layer is 

mentioned in ISO 11898. The implementation 

services of this layer is mentioned in  Logical Link 

Control and Medium Access Control layers of CAN. 

Fig 2 shows the Data Link layer services. 

  

Fig 2. Data Link Layer Services 

Some of the services like acceptance filtering, 

overload notification and recovery management are 

provided by the logical link control layer(LLC). Bit 

timing and Data Encapsulation is provided by 

medium access control layer .  

 

MAC also responsible for the error detection, error 

signaling and acknowledgement.  The data link layer 

should provide better communication services in 

order to provide an error free data to Network layer. 

there are two such services here in this layer. Write 

object service and Read Object service. 

 

III. LITERATURE REVIEW 

 

In [1] the authors proposed a common layered model 

which are used in standard models like OSI [2].  The 

model is also compared with the Transmission 

Control and Internet Protocol (TCP/IP) model [3]. 

The OSI model has seven layers while TCP/IP model 

has four layers. The authors proposed a protocol stack 

which require five layers for the IoT stack. In this 

layer the physical and data link layer provides the 

Radio Frequency capabilities.  

In [4] Routing, security of data is provided by the 

Network layer in the IoT stack. Transport and 

application layers provide commands for the protocol. 

It was proposed to use few protocols like Open Stack 

for IoT, Blue Tooth Low Energy, Zigbee, Z-wave and 

Sigfox. 

 

Each protocol mentioned has range, interoperability, 

security practices and topology type. In [5] the 

definition of Physical layer and data link layer are 

provided. In order to provide interoperability with 

non-IoT networks which are using IPV6, a layer 

called 6LoWPAN is introduced between data link 

layer and network layer. this layer ensures to provide 

interoperability in Non-IoT devices which will use 

the IPV6 address.  

 

The Medium Access Layer is defined for two nodes 

which provides Reduce Function and Full Function 
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device. The major challenge here for IoT is to 

transpose the IP network to networks which are 

using Low power wireless personal Networks.  

 

In order to achieve this in [6] Internet Engineering 

Task Force provide a protocol named 6LoWPAN. 

Transport layer in IoT also relies on the basic 

protocols. Two such protocols are Transmission 

control protocol and User Datagram protocol. In [7] 

the authors provided control area networks 

communication services as write and read object 

service. Write object service will usually transmit the 

data frames in a way like producer to consumer.  

 

IoT can be viewed as an integration of various 

networks which include wired networks, wireless 

networks, mobile networks, adhoc networks, and 

mobile ad-hoc networks[8]. The protocols used in 

IoT communication layer can be known from the 

below fig3. 

 

 
Fig 3. Protocols in IOT Communication 

 

IV. IOT DATA LINK LAYER 

 

MAC Layer is the sub layer of the Data link layer. 

IEEE 802.15.4 is the standard defined for MAC layer 

[9]. This standard defines the frame format which 

includes the header, trailer and payload fields. Node 

communication is also mentioned in this layer [10]. 

These formats can be used for traditional networks 

but when we use the low power communication 

protocols in IoT, these formats are not suitable due to 

their overhead. A new defined protocol is needed for 

low power communication protocols. These are 

defined in IEEE 802.15.4e[11] which supports low 

power in IoT devices and meet low-cost 

communication for IoT. The features that defined the 

standard for the frame format as shown in Table 1. 

Feature Description 

Slot frame Structure Scheduler for each node 

Scheduling Handles Mobility Scenarios 

Synchronization 30 second Prespecified 

intervals 

Channel Hopping Changing Frequency 

channel 

Network formation Joining components 

Table 1 Features for frame format 

 

IEEE 802.11ah is another low power wireless 

standard access medium [12]. The features of this 

standard are given in below Table 2. 

Feature Description 

Synchronization Frame Probe delay can be 

configured 

Efficient Bi directional 

packet exchange 

Power saver for uplink 

and downlink 

Short MAC Frame Provides short MAC 

frame for 12 bytes 

Null Data packet Have ACK frames  

Increase Sleep Time Exchanging data 

Table 2 Feature of 802.11 ah Frame format 

 

V. EXISTING FRAME FORMAT OF DATA LINK 

LAYER OF CAN 

 

Data exchange in any serial communication system 

usually will be in the form of frames. CAN networks 

has two basic formats [13]. One is the standard base 

Application 

Layer 

Transport 

Layer 

Network 

Layer 

Physical 

and Data 

Link Layer 

 

 

 

Sigfox 

Wi-fi, Z-

wave,RFID 

TCP/UDP 

HTTP, 

CoAP 

IPV4/IPV6 



Volume 8, Issue 1, March-April-2021 | http://ijsrcseit.com 

Volume 8  -  Issue 1  - Published :      March 27, 2021      Page No : 41-46 

 

 

 

 

 
44 

format which supports bits for identifier, whereas 

extended frame format supports 29 bits for the 

identifier. In an extended frame format bit are 

assigned to the base frame and remaining 18 bits are 

assigned to extension which can be termed as 

identifier extension[14]. The frame format for 

standard base frame is shown in fig 4. 

 

 

Fig4. Standard base format 

CAN controllers which support the extended base 

format can also able to send and receive the messages 

through standard base format [16] the extended base 

format for CAN is shown in Fig 5. 

 

 

 

Fig 5. Extended frame format 

 

The control field in the extended format contains 

r1,r0 and DLC fields [17]. The bit filed of the 

standard and extended CAN can be summarized as 

follows in table 3 

 
Table 3. Bit field of Standard and Extended CAN 

 

In the CAN data frame, a 15-bit Cyclic Redundancy 

Check Sequence need to be derived for the frames 

being transmitted [18]. This process is done by 

calculating the CRC from starting of the frame till the 

data field is encountered. 

VI. CRC GENERATION FOR DATA FRAME 

 

The CRC can be generated by using a generator 

polynomial. In this paper we use the LFS (Linear 

Feedback Shift) to generate the CRC code and 

implement it. A polynomial is generated and can be 

used here. This generator polynomial is shown as 

follows. 

 

                     
 

The transmitter of the frame is treated as polynomial 

and it will be divided by the polynomial generator. 

Modulo 2 division is performed on the sequence and 

then this is transmitted along with the message. 

 

The receiver will also perform the same check as 

done by the transmitter. If the result found is not as 

same as the bits send by receiver the frames are 

discarded. It then transmits an error frame and then 

request the sender to retransmit the frame. 

 

CAN sends the message from source to destination. 

Usually, CAN bus has four different frame types. Data 

frame is used to transmit the data over the network. 

Remote frame is used to request the data in an 

network from another node. Error frame is used to 

get the message again in case of error found.   

 

 

VII.  PROPOSED ADDITIONAL PAYLOAD FOR 

AN EXTENDED FRAME FORMAT 

 

In this section an extended frame format with 

additional data field bits is proposed in order to 

accommodate more data. An error free frames can be 

sent in short time if the data in the payload field can 

be accommodated more than the currently available 

frame formats. Low power for IoT is taken care to 

accommodate more data with other fields designed to 
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accommodate less bits. This will decrease the power 

consumption for low cost IoT devices. 

 

The proposed frame format is shown in the following 

figure. 

 

 

 

 

 

 

Fig 6. 24 bit payload proposed frame format 

 

In the above fig we propose the frame format for IoT 

data link layer for 24 bit payload field. The other 

fields remain same as the previous format. We also 

propose a Flag field for beginning and ending of the 

frame format. This frame format better fits for 

current IoT devices which also require low power. 

The cost involved for these frame formats are also 

minimized.  

VIII. RESULTS 

 

From the above study and CRC generation for a data 

frame it can be observed that CAN has two standard 

formats one is base identifier and other is extended 

frame format for data link layer in IoT devices. But 

these frame formats also have some limitations for 

the communication and data transfer. This frame 

formats have the starting and ending of the frame 

which has 1-bit SOF and 7-bit EOF. In the proposed 

frame format, we can have a 1 bit Flag both at 

beginning and end which can reduce the bit size. As 

IoT devices require less power and minimize the cost 

design this proposed frame format may control the 

overhead. 
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