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ABSTRACT

The Internet of Things has a big influence on the transportation industry (IoT).
Autonomous vehicles (AVs) are designed to improve a variety of daily activities,
such as package delivery, traffic flow, and freight transportation. Aside from
being on the ground, AVs may also be in the air or under water, and they have a
wide range of applications. To address this problem, we are employing data
transfer to autonomous cars based on cyber security (CS). In this instance, a
cloud serves as an intermediary to transmit files to an autonomous vehicle. We
use the CS-based Advanced Encryption Standard algorithm to further secure the
communication by converting the supplied data into cypher text. The encrypted
content may be decrypted using the sender's private key created for that
particular AV.
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I. INTRODUCTION technologies, such as autonomous and in the future,

driverless automobiles, are collecting streaming data.

The number of AVs has increased dramatically in recentEnergy conservation is necessary when transportation

years. Businesses are spending a lot of money on AVs.  systems transition to electricity. Due to assaults on

Despite the promise of AVs and the advantages theyenergy management, threats to the security of such

might bring to the transportation sector, security andsystems might result in accidents, the loss of life, and

privacy issues present additional difficulties that must bebeing trapped on isolated roadways, among other

resolved. The sensors are vulnerable to intentionalrave consequences.

manipulation (e.g., IMUs are susceptible to sound waves

and GPS receptors are susceptible to spoofing signals)The objective is to apply stream analytics/learning

Before acting on sensor signals, vehicles should makeapproaches to transportation data while using data

sure they're accurate.

science/ML to examine AV data. How, for instance,

might the ML approaches be used to process the vast

Attacks are possible on the Internet of Transportation volumes of sensor data coming from the AVs? For a

Systems (like any cyber physical system). Such variety of applications, such as providing the best
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instructions, driving without a person in the loop, and
many more, the Internet of Transportation Systems
will also largely rely on Data Science/AI/ML (Machine
Learning) approaches. The adversary will become
familiar with our machine learning models and
attempt to undermine them. The privacy of the
person must be maintained even if the Internet of
Transportation Systems capture enormous quantities
of data. We anticipate that the cloud-based services
coupled with the Internet of Transportation System
will be used for a large portion of data exchange and
analytics.

This study investigates the integration of artificial
intelligence, security, and the cloud to create

intelligent internet of transportation systems. The

integration of cyber security is the first topic we cover.

Next, we go into how data analytics for the
transportation systems may be done out via a secure
cloud. We talk about privacy and security for data
transportation systems. We go over how the various
elements (such Al and cloud security) may be
combined to create and

intelligent secure

transportation systems.
II. RELATED WORKS

Securing Autonomous Vehicles with a Robust
Physics-Based Anomaly Detector: Autonomous
vehicles (AVs), which include air, sea, and land
vehicles, use a range of sensors and actuators to
analyse their surroundings in order to carry out
particular tasks like navigating a route, hovering, or
avoiding collisions. As long as AV's continue to rely on
sensor data without data validation or verification,
attackers can take advantage of these weaknesses by
providing false sensor data to the system with the goal
of causing disruption or taking over control. Using
solid physical invariants, SAVIOR is an architecture
for securing autonomous cars that we describe in this
work. On two well-known open-source controllers
for aerial and ground vehicles, we put our suggestion

into practice, confirm it, and show how well it works.

Cyber Security Based on Artificial Intelligence for
Cyber-Physical Systems: Ten pieces are included in
this special issue, all of which discuss cyber security
for cyber-physical systems (CPSs). Systems nowadays
are far more sophisticated, intricate, autonomous, and
intelligent. They include very intricate interactions
between various cyber and physical components; in
addition to this complexity, they are subject to
significant disruptions as a result of purposeful and
inadvertent occurrences, making it exceedingly
challenging to forecast their behaviour. As a result of
the rise in cyber-attacks and the sophistication of
their activities, sometimes known as zero-day threats,
research scientists in business and university are
becoming more interested in cyber security for CPS.
The articles in this issue seek to bring together
academic and industrial researchers to discuss their
vision of Al application in the context of cyber
security, and showcase problems and current efforts
and advancements related to Al-based cyber security
applied to CPSs.

Data Mining Applications in Malware Detection: The
practice of asking questions of vast amounts of data
and extracting information—often previously
undiscovered—using mathematical, statistical, and
machine learning approaches is known as data mining.
Numerous industries, including marketing and sales,
online and e-commerce, medical, law, manufacturing,
and, more lately, national and cyber security, can
benefit from data mining. Data mining, for instance,
may be used to identify unrecognized connections
between terrorist organizations and even forecast
terrorist activities based on prior incidents. To
enhance e-commerce, one may also use data mining
techniques for specific markets. Multimedia
applications such as video analysis and picture
classification can benefit from data mining. Data
mining may also be employed in security applications
including the identification of dangerous software and
suspicious events. In our last book, we concentrated
on data mining technologies for applications in online
browsing, and intrusion

picture categorization,
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detection. We only highlight the data mining
technologies we have created for cyber security
applications in this book.

Bayesian network based analysis of cyber security
impact on safety: With the consideration of life cycle
risk analysis of technical systems, such as Systems of
Systems (SoS) or Cyber Physical Systems (CPS) are
terms used to describe the growing reliance on
networked systems and processes in fields like
industry 4.0 or smart homes. The problem of
examining an increasing number of possible linkages
between safety and security elements arises when
networked systems are used in contexts where safety
is crucial. The assessment of functional safety is a
regular technique in industrial settings, e.g. using IEC
61508 and domain-specific derivatives, but cyber
security in safety-relevant domains has just recently
been introduced. Although cyber security assessment
is a fast evolving field, there have only been a few
attempts to combine the standardised security and
safety standards. In this study, a method based on
Bayesian Networks (BN) is presented for taking into
account how functional safety concerns are impacted
by cyber security risks. An integrated safety and
security BN is created using a reduced x-by-wire
approach to infer safety and security relations as well
as structures. The ability to modify selected target
parameters to a necessary integrated safety and
security level using BN's parameter learning has been
shown. As a result, the system configuration may be
improved while taking new cyber security risks into
account.

SecAl: Integrating Cyber Security and Artificial
Intelligence with Applications in Internet of
Transportation and Infrastructures: The topic of
intelligent transportation systems (ITS), which is still
in its infancy, is distinguished by sophisticated data
models, dynamics, and stringent time constraints. The
efficiency and safety of transportation depend on the
complicated challenge of ensuring cyber security in
ITS. One of the crucial phases in the development of

ITS is the imposition of standards for a complete

architecture as well as specialised security
requirements. The paper looks at ITS architecture's
broad contours and security concerns. The setup and
initialization of the devices during manufacture at the
perception layer, as well as anonymous authentication
of nodes in VANET at the network layer, are the key
objectives of security techniques; Fog-based structural
the

standardization of the intricate data and metadata

defense at support layer, definition and

model, and Al-based system defense at the application
The
techniques that should be modified and used in ITS

layer. article discusses certain traditional
cyber security, such as network segmentation and
cryptography. The emphasis is on cutting-edge
solutions that have recently been attempting to find a
place in ITS security plans. Blockchain, bloom filters,
fog computing, artificial intelligence, game theory,
and ontologies are a few of these methods. In
conclusion, a connection is drawn between the
approaches that are discussed, the issues they address,

and the architectural levels where they are used.

ITII. METHODOLOGY

Proposed system:

We are implementing CS-based data transfer to
autonomous cars in the suggested solution to
overcome the problems. In this instance, a cloud
serves as an intermediary to transmit files to an
autonomous vehicle. We use the CS-based Advanced
Encryption Standard algorithm to further secure the
communication by converting the supplied data into
cypher text. The encrypted content may be decrypted
using the sender's private key created for that

particular AV.
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Figure 1 : Block diagram
IV. IMPLEMENTATION

The project has implemented by using below listed
algorithm.

1. AES Algorithm

Round keys are a specific collection of specially
generated keys used in the encryption process. These
are used on a data array that contains exactly one data
block, The
encrypted data. We refer to this array as the state

along with additional operations.

array.

You do the AES encryption methods below for a 128-
bit block:

e From the cypher key, get the set of round keys.

e Use the block data to initialize the state array
(plaintext).

e Include the starting state array with the initial
round key.

e Manage the state for nine iterations.

the

manipulation.

e Complete eleventh and last state

e Export the encrypted data as a copy of the final
state array (ciphertext).

The tenth round includes a slightly different
manipulation from the other nine rounds, which is
why the rounds are labelled as "nine followed by a
final tenth round."

There are only 128 bits in the block that has to be
encrypted. We first divide the 128 bits into 16 bytes
because AES only works with byte amounts. Although
we say "convert," data is probably definitely already
saved in this manner. A two-dimensional, four-row,
four-column byte array is used for operations in
RSN/AES. The 16 bytes of data were encrypted at the

beginning.
V. RESULTS AND DISCUSSION

The following screenshots are depicted the flow and
working process of project.
Home Page: This is the home page of cyber security
and artificial intelligence for cloud based internet of
transportation systems.

PN

Cyber Security and Artificial Intelligence for Cloud-
based Internet of Transportation Systems

User registration page: User can gets registered into

the application.

User registration form

User registration form: User need to fill up this

registration form for registration.
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Cyber Security

User login form

User home page: After successful login user can view

this home page.

Upload transferring files: Files gets uploaded from this
page.

Transfering files to cloud

Transferring files status tracking: This page shows

status of transferring files.

Cyber Security
Transfered files Status

Received files information: Here we can see the

received files information.

Transfered files Status

Downloading file: Files can download from this page.

O

Cyber Security

Download File

Cyber Security
Download File

Cloud server login page: Here cloud server can login

with valid credentials.

Cyber Security

Cloud Server login form

Cloud server home page: After login cloud server can

view this home page.

View transferring files: Cloud server can view the

transferring files.

Transfered files Information
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Send files: Files will be sending from this page.

Transfered files Information

Status tracking: This page displays status tracking of

sending files.

Transfered files Information

Autonomous vehicle login page: Autonomous vehicle

can login with valid credentials.

Cyber Security

Autonomous Vehicle login form

Av home page: After login Autonomous vehicle can

view home page.

Sent transferring file to user: Here AV can transfer

files to user.

Transfered files Information

VI. CONCLUSION

Here, we implemented Cyber Security (CS) based data

transfer to Autonomous vehicle system. AES-based

CS-based algorithm (Advanced Encryption Standard)
is employed as a mediator in the cloud to more
securely transfer files from the sender to the
autonomous car. The private key created by the
sender and given to the specific AV is used to decrypt
the encrypted text.
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