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Banks and identity providers use the electronic Know Your client (e-KYC) system
to set up client identity verification procedures with reliant parties. Because
cloud-based e-KYC systems are more accessible and efficient with resources,
many banks choose them. But e-KYC data security in the cloud is a serious issue.
Strong authentication and conventional encryption are generally used in existing
e-KYC platforms, which results in encryption dependencies and administration
overheads when files are uploaded to the cloud. In this work, we introduce the “e-
KYC Trust Block,” a revolutionary blockchain-based e-KYC solution that
improves trust, security, and privacy compliance through the use of ciphertext
policy attribute-based encryption (CP-ABE) and client consent enforcement.
Furthermore, we present attribute-based encryption to support privacy protection
and granular access control for delicate transactions recorded in the blockchain.

KEYWORDS: E-KYC, Authentication, CP-ABE, Identity Verification,

Authorization System, blockchain,.

I. INTRODUCTION

By electronically authenticating and validating customer identities, the Electronic Know Your Customer (e-
KYC) service helps banks and other financial institutions (FIs) improve the effectiveness and consumer
satisfaction of virtual banking activities. Using this technology, FIs can electronically confirm the clients’
identity, whether they be private individuals or businesses. FIs can choose to use pre-built e-KYC software that
includes all necessary elements or design a customised solution in order to implement the e-KYC system. There
are on-premises and cloud-based deployment options.

The majority of businesses now prefer cloud-based platforms to host their e-KYC systems and data as a result of
the expanding outsourcing trend. In comparison to host-based authentication, which depends on centralised
validation and can result in traffic jams and single points of failure, a cloud-based e-KYC system offers a more
effective and adaptable authentication technique. Although customer data documents are stored in the cloud

and may be available to other cloud tenants or even the cloud service providers (CSPs), the drawback of a
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cloud-based solution is the possible security and privacy problems.For more reliable and secure communication

a Cryptographic Key Generationmethods can be used [1].

protection can be provided for cloud storage system [3].

II. LITERATURE SURVEY

As per authors[2], two-point information security

Sr. | Paper Author Year of | Problem solved in | The technique used | What will be
no | title name Publication | this paper: Existing | to solve the | future work:
Problem Statement problem:  Existing | Future Scope
Problem Solution
1. Enabling | Mr. Y. | 2023 Electronic-Know A cloud-based e- | For future works,
Trustand | Rajasekha Your customer (e-| KYC system | we will test a
Privacypr | 1, K. KYC) is a service that | provides a more larger sample of
eserving | Chandra banks or financial | efficient and flexible | data in the real
e-KYC Sekhar,G. institutions (FIs) | authentication cloud environment
(5] Ranil, provide virtual | method compared to | and measure the
L.V.N. banking operation | the host based e- | throughput of the
Maneesh, related to KYC authentication | system in
K.Venu authentication  and | method where | accommodating
verification of | documents need to | high number of e-
identity electronically | be validated KYC registration
to their customers for | via the centralized | and  verification
improving cost | host. This causes a | requests. In
efficiency and | traffic bottleneck | addition, we will
customer satisfaction. | and single point of | investigate the
failure problem. technique to
enable batch
verification of e-
KYC transactions
stored in the
blockchain  with
the searchable
encryption feature.
2. | Enabling | Viraj 2023 A Blockchain based | A secure and | We have
Trust and | Ashok totally protection | efficient presented the
Privacy Patil, management device is | blockchain-based e- | privacy-preserving
Preservin | Akshay for offering security | KYC e-KYC approach
g e-KYC | Kumar to the bank | documents based on the block
System Mishra, transactions and to registration and | chain In
Using Ketan implement the KYC | verification process | our scheme, the
Blockchai | Kishor manner in an easier | with privacy of both
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n[6] Shinde, and secured manner. | lightweight key | customers' identity
Prof A. Blockchain cryptographic documents
A. Patil technology is  a | protocols run in the | stored in the cloud
brand-new cloud is guaranteed by
technology which is | Interplanetary File | the symmetric key
based totally on | System (IPFS). To | and
mathematical, facilitate the public key
cryptographic and | foundational privacy | encryption while
monetary requirement the sensitive
concepts for | regarding the user's | transaction data
preserving a database | consent stored in the block
among diverse | collection, we | chain is encrypted
contributors develop a smart | by symmetric key
without the need of | contract to generate | encryption  and
any 0.33 party or | and CP-ABE.
central authority. enforce the consent
to be digitally signed
by the customer.
3. | E-KYC Manas 2023 A Blockchain-based | Banks' Know Your | Today's
System Patil, security management | Customer (KYC) | Blockchain is
using Sakshi system is processes on its | similar to the
Blockchai | Patil, used to secure bank | consumers are | Internet in its
n Aaditya transactions and to | unneeded, early 20s in many
Technolo | Patil, make  the KYC | inefficient, and | aspects. Every day,
gy: A | Amir process more simple | costly. Asaresult,a | the advancement
Review Ahmad, and secure. | system is proposed | of
[7] Prof.D.B. Blockchain to automate | information
Mane technology is a novel | unskilled operations | technology = and
technology that uses | and allow for the | internet commerce
mathematical, sharing of KYC data. | has a greater and
cryptographic,  and | Blockchain greater impact on
economic concepts to | technology, withits | all  aspects  of
maintain a database | distributed database | contemporary life.
amongst multiple idea and time- | Blockchain
participants without | stamped ledgers, can | technology aims to
the need for a third | significantly assist | challenge the
party or central banks in improving | conventional
authority. their KYC | understanding of
procedure. how users
communicate with
one another
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online.

4. | E-KYC langurde | 2023 The current KYC | The presented | The  scope  of
using Priyanka process consists of an | system  introduces | popular KYC
Blockchai | Sahebrao, exchange of | effectiveness and | methods like
n 2Kasture documents between | time efficiency of | eKYC is limited to
Technolo | Nikita the customer and the | operations through | India, as these
gy (8] Rajendra, financial its schema methods base their

3Shaikh institution that intend | simplicity and smart | verification
Saniya to work together. The | integration of the | process on the
Asif, process includes the | different technology | Indian Govt.
4Nemade collection of basic | modules and | authorized Aadhar
Gunjali identity information | components. Card. Our
Anil, from all beneficiaries | Once the user has | solution, however,
5V.A. to check for illicit | logged in, s/he will | can be applied
Khairnar activity and | be asked to fill out | globally without
politically ~ exposed | the KYC form. This | any restrictions. If
persons. The process | form requires the | a customer wants
also includes risk user to fill to apply to any
management with | His/her name, | other banks, all
regard to on boarding | phone  both  of | s/he needs to do is
newcustomers, the | which are already | select it from the
monitoring of | filled in by the user | list of banks
transactions, and | and will be | provided in the
specific customer retrieved from the | mobile application.
policies for banks. database. Thus, the entire
KYC process can
be limited to just
one tap, giving the
ultimate
convenience to
customers.

5. Enabling | SOMCH | 2022 The electronic know | In this model, the | We have
Trust and | ART your customer (e-| KYC system owner | presented the
Privacy- | FUGKEA KYC) is a system for | encrypts the file | privacy-preserving
Preservin | W , the  banking  or | with their host’s key | e-KYC approach
g e-KYC | (Member, identity provider to and uploads it to the | based on  the
System IEEE) establish a customer | cloud. In this paper, | blockchain.  Our
Using identity data | we introduce a | proposed scheme
Blockchai verification = process | novel blockchain- | delivers secure and
n [9] between relying | based e-KYC | decentralized

parties. Due to the | scheme called e- | authentication and
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efficient resource KYC TrustBlock | verification of the
consumption and the | based on the | e-KYC process
high degree of | ciphertext  policy | with the wuser’s
accessibility and | attribute-based consent
availability of cloud | encryption (CP- | enforcement
computing, most | ABE) method | feature.
banks implement binding with the
their e-KYC system | client consent
on the cloud. enforcement to
deliver trust,
security and privacy
compliance.
Secured | Viraj 2022 Know Your client | A Blockchain-based | In many
and Ashok (KYQ) strategies | totally  protection | approaches,
Privacy Patil, performed  through | management device | Blockchain these
preservin | Akshay banks on their clients | is  for  offering | days is similar to
g e-KYC | Kumar are needless, | security to the bank | in which the net
system Mishra, unmanageable and transactions and to | was in early 20s.
Using Ketan highly-priced. implement the KYC | Thedevelopment
Blockchai | Kishor therefore, a gadget is | manner in a easier | of facts generation
n [10] Shinde, proposed to automate | and secured | and digital
Prof. unskilled obligations | manner. Blockchain | business each day
A.A. Patil and allow sharing of | technology is a | has an increasing
facts related to KYC. | brand new number of
Blockchain technology which is | tremendous
technology, with its | based totally on |impacts on all
concept of dispensed | mathematical, spheres of the
database, time- | cryptographic and | modernexistence.
stamped ledgers, can | monetary concepts
correctly assist banks | for preserving a
enhance their KYC | database among
technique. diverse contributors
without the need of
any 0.33 party or
central authority.
Privacy- | Nigang 2022 research proposes a | The scheme | This article
Preservin | Sun 1 KYC-compliant includes four | proposes a KYC
g KYC-|, Yuanyi identity ~system. It | entities: users, the | compliant identity
Complian | Zhang solves the privacy | KYCprovider,VASPs | scheme for
t Identity | 1,2,* and issue  of existing | , and supervisors. In | Ethereum-based
Scheme Yining solutions and | the scheme, there is | blockchain
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forAccou | Liu3 therefore does mnot|only one KYC |wallet accounts
nts on All affect the anonymity | provider but there | using Merkle trees
Public of theblockchain. The | may be | and smart
Blockchai solution supports all | multiplesupervisors. | contracts. First, in
ns [11] public  blockchains | TheKYC provider is | order to solve the
and only needs to be | a government | above
deployed on an EVM- | department that | privacy issues, the
compatible manages users’ | scheme divides the
blockchain. It | identities. The | IdP of the three-
addresses the | supervisors are | party model into
limitations of existing | government supervisors  and
solutions that require | departments KYC providers and
extra work to support | different from the | uses a four-party
new blockchains. KYC provider, such | model consisting
as inspection | of supervisors,
agencies responsible | KYC providers,
for crime | users, and VASPs.
investigation. The supervisor is
VASPs include | responsible for
exchanges, OTC | identitytracking,
(over-the- and the KYC
counter)platforms, provider is
etc. responsible for
checking the user’s
identity.
Designin | Vincent | 2021 KYC processes place a | To comprehensively | To improve on the
g a | Schlatt, great burden on | address the | current
Framewo | Johannes banks, because they | challenges of the | shortcomings in
rk for | Sedlmeir, are costly,inefficient, | KYC process (as | theKYC  process
Digital Simon and inconvenient for | identified in Section | through an end-
KYC Feulner, customers. While | 2),stage 2 in our | to-end digital
Processes | Nils blockchain DSR process | process that
Builton | Urbach technology is often | involved the | leverages
Blockchai mentioned as | derivation of | blockchain-based
n-Based apotential solution, it | objectives to be met | SSI. Research
Self- is not clear how to | by a wuseful SSI- | on SSI is still in its
Sovereign use the technology’s | basedeKYC infancy, and little
Identity advantages  without | framework. We | has been published
[12] violating derived these | on the design of
dataprotection objectives from the | applications  for
regulations and | literature on the | SSL
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customer privacy. KYC process, KYC-
related  regulatory

requirements, and

three formative
interviews with
experts.

III.LIMITATIONS OF EXISTING WORK

Using blockchain technology to enable trustworthy and privacy-preserving e-KYC systems has several

drawbacks.

1. Scalability: When it comes to processing a huge volume of transactions fast, blockchain networks,
especially open ones like Ethereum, may experience scalability challenges. This scalability issue may
compromise the effectiveness of the system because e-KYC operations necessitate many verifications.

2.  Performance Overhead: Compared to conventional centralised systems, blockchain transactions require a
consensus mechanism, which might result in performance overhead. The speed of e-KYC processes can
be impacted by how long it takes to validate transactions.

3.  Privacy Issues: Although blockchain offers data immutability, it also makes all transaction data on the
ledger publicly accessible. Even using encryption approaches like CP-ABE (Ciphertext-Policy), it can be
difficult to guarantee the privacy of sensitive customer data and transactions.

4.  Regulatory Compliance:E-KYC procedures frequently must adhere to stringent legal standards, which
can differ by jurisdiction. The use of blockchain technology can make it challenging and possibly much
more difficult to comply with these rules.

5. Key Administration: Data confidentiality must be managed with security while managing encryption
keys. Key management issues may arise with blockchain systems, particularly in ensuring that only
authorised parties have access to the required decryption keys.

6.  Interoperability:Different blockchain platforms or versions may be used by diverse institutions and
systems. It can be challenging to achieve interoperability between various systems, which could cause the

e-KYC ecosystem to become fragmented.

IV.CONCLUSION

We have outlined the blockchain-based, privacy-preserving e-KYC solution. Our suggested solution provides
user consent enforcement together with secure, decentralised authentication and verification of the e-KYC
procedure. In our system, the sensitive transaction data kept in the blockchain is protected using symmetric key
encryption and CP-ABE, while the privacy of both customers’ identification documents saved in the cloud is
guaranteed by public key and symmetric key encryption. The data owner or the customer may also amend the
KYC data using our system.We also developed an algorithm for updating access policies to support dynamic
access authorization. Regarding computation cost, communication cost, and performance, we conducted
comparison analysis between our scheme and similar works for the evaluation. According to the experimental

data, our method performs better than other current schemes.
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