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Cyberattacks against people, companies, and organizations have risen in recent 

years.In order to conduct an attack, cybercriminals are constantly searching for 

efficient channels to spread malware to targets. Millions of people use photos 

every day, and the majority of consumers believe that they are safe to use. 

However, some types of images may contain malicious payloads that carry out 

dangerous functions. Due in large part to its lossy compression, JPEG is the most 

widely used image for mat.In this study, we introduce JPEGVigilant, the first 

machine learning-based method designed exclusively for the quick and accurate 

identification of unknown malicious JPEG images. In order to distinguish 

between benign and malicious JPEG images, JPEGVigilant statically derives 10 

straightforward yet discriminative properties from the JPEG LE structure. 
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I. INTRODUCTION 

 

to Cyber assaults often involve damaging actions like stealing sensitive data, snooping, or monitoring and affect 

the target (sometimes significantly). Attackers could be spurred on by ideology, criminal purpose, a need for 

attention, etc. Attackers are always looking for innovative and efficient ways to initiate assaults and deliver a 

harmful payload to targets. Frequently, this has been done through sending files over the Internet. Attackers are 

increasingly employing non-executable files, such as.pdf and.docx, which are incorrectly thought to be safe to 

use by most users, as executable files (.exe) are recognized to be harmful. Some non-executable les enable an 

attacker to launch arbitrary malicious code when the le is opened on the computer of the intended victim. The 

most widely used picture format is JPEG (Joint Photographic Experts Group), mostly due to its lossy compression. 

everyone uses JPEG photos, from little businesses to major corporations, and on a variety of platforms. Computers 

(personal photos, papers), gadgets (smartphones, digital cameras, etc.), and the internet all include JPEG images. 
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III. LIMITATIONS OF EXISTING WORK 

 

a) Machine learning methods have not been used particularly for the detection of malicious JPEG images. 

b) Addressing these limitations requires ongoing research and development to improve the robustness, 

accuracy, and applicability of machine learning-based solutions for detecting malicious JPEG images.  

 

IV. CONCLUSION 

 

We present JPEGVigilant, a machine learning based solution for efficient detection of unknown malicious JPEG 

images. To the best of our knowledge, we are the first to present a machine learning-based solution tailored 

specifically for the detection of malicious JPEG images. JPEGVigilant extracts 10 simple but discriminative 

features from the JPEG le structure and leverages them with a machine learning classifier, in order to discriminate 

between benign and malicious JPEG images. JPEGVigilant features are extracted based on the structure of the 
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JPEG image. JPEGVigilant features were defined based on an understanding of how attackers use JPEG images in 

order to launch attacks and how it affects the JPEG le structure in comparison to regular benign JPEG images. 
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