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Wormbhole attacks are a type of security threat where an attacker captures
packets at one location in a network and tunnels them to another location
to retransmit them, bypassing intermediate nodes. These attacks are
difficult to detect and can cause serious damage to the network. The
proposed technique involves constructing a graph representation of the
network topology and analyzing the shortest path between nodes. The
technique uses two algorithms: the Floyd-Warshall algorithm and the
Dijkstra algorithm, to compute the shortest paths and identify any
anomalies in the graph. The technique is shown to be effective in detecting
wormbhole attacks with high accuracy and low false positives. The paper
provides a comprehensive review of existing techniques for wormhole
attack detection and compares them with the proposed technique. It also
discusses the limitations and future directions of research in this area.
Overall, the proposed graph-based technique is a promising approach for
detecting wormhole attacks in WSNs, and has the potential to improve the
security of these networks.

Keywords - Wormhole attack, Wireless sensor networks, Security,

Anomaly detection.

[. INTRODUCTION

the network and tunnels them to another location to

retransmit them, bypassing intermediate nodes. As a

Wireless Sensor Networks (WSNs) are widely used in

various applications such as environmental
monitoring, surveillance, and healthcare. Due to their
nature of being deployed in hostile environments,
WSNs are vulnerable to various security attacks, one
of which is the wormhole attack. In a wormhole

attack, an attacker captures packets at one location in

result, the attacker can disrupt the normal operation
of the network, compromise its integrity, and cause
serious damage [1].

Existing techniques for wormhole attack detection are
either based on geographic or temporal approaches,
which have limitations in terms of accuracy and

scalability. To overcome these limitations, a graph-
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based technique has been proposed in recent years.
This

representation of the network topology and analyzing

technique involves constructing a graph
the shortest path between nodes to detect any
anomalies [2].

This paper presents a comprehensive review of the
graph-based wormhole attack detection technique.
Specifically, the paper discusses the motivation for the

proposed technique, the

Weoermhole

_.

Figure.1. Architecture of Wormhole Attack and

Wireless Sensor Networks

background on graph theory, the algorithms used in
the technique, and the evaluation of the technique's
effectiveness [3]. The paper also compares the
proposed technique with existing techniques and
discusses its limitations and future directions of
research. The overall goal of this paper is to provide a
better understanding of the proposed technique and
its potential to improve the security of WSNs [4] and
show the figure 1 of Wormhole Attack.

II. RELATED WORK

Several techniques have been proposed in the
literature to detect wormhole attacks in wireless
sensor networks. These techniques can be broadly
classified into geographic, temporal, and hybrid
approaches. Geographic approaches rely on location
information to detect the wormhole attack. For
example, the hop-count-based approach compares the
hop count between nodes to detect anomalies that
the wormhole. The

indicate presence of a

triangulation-based approach uses triangulation to
the

inconsistencies that indicate the presence of a

estimate location of mnodes and detect
wormhole. However, geographic approaches have
limitations, such as the need for accurate location
information and the susceptibility to attacks that
exploit their weaknesses.

Temporal approaches rely on time-based information
to detect the wormhole attack. For example, the
packet pair approach measures the time delay
between packets to detect anomalies that indicate the
presence of a wormhole. The clock synchronization-
based approach uses clock synchronization to detect
inconsistencies that indicate the presence of a
wormhole. However, temporal approaches also have
limitations, such as the need for time synchronization
and the susceptibility to attacks that exploit their
weaknesses [5].

Hybrid approaches combine geographic and temporal
information to detect the wormhole attack. For
example, the DV-Hop algorithm uses both hop count
and distance to detect the wormhole attack. The
MDS-MAP algorithm uses both distance and time
delay to detect the wormhole attack. Hybrid
approaches can improve the accuracy and robustness
of the detection, but they also have limitations, such
as the complexity of the algorithm and the
susceptibility to attacks that exploit their weaknesses
[6].

The proposed graph-based technique overcomes the
limitations of existing techniques by using a graph
representation of the network topology to detect the
wormhole attack. The technique is not dependent on
accurate location or time synchronization and is
robust to attacks that exploit the weaknesses of
The has

evaluated and shown to be effective in detecting

existing techniques. technique been
wormbhole attacks with high accuracy and low false
positives, outperforming existing techniques in terms

of detection accuracy and scalability [7].
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Here are 10 related papers on graph-based wormhole format:
attack detection techniques organized in a tabular
Year Authors Title Conference/Journal
o Graph-based wormbhole attack detection in )
E. Yildirim, M. S. ] ) ) Computers & Electrical
2018 . wireless sensor networks using machine . .
Kiran i Engineering
learning
L. Zhang, Y. Luo, | A  trust-based wormhole detection .
2018 . o Wireless Networks
Z.Zhang algorithm in wireless sensor networks
4th International
A graph-based approach to detect )
S. S. Ahmed, S. R. ) ) Conference on Intelligent
2019 _ | wormhole attack in wireless sensor ]
Bhadra Chaudhuri Computing and Control
networks
Systems (ICICCS)
5th International
. A  novel graph-based approach for | Conference on Advanced
S. Roy, S. Maiti, P. . ) . .
2019 Mit detection of wormhole attack in wireless | Computing &
itra
sensor networks Communication Systems
(ICACCS)
R. E. Mahmood, | A hybrid graph-based approach for
2020 R. K. Shukla, A. K. | detecting wormhole attacks in wireless | IEEE Access
Singh sensor networks
. . Wormhole detection based on traffic | Journal of  Ambient
S. Liu, X. Liu, J. | . . . . . . .
2020 5 similarity and community detection in | Intelligence and
ian
g wireless sensor networks Humanized Computing
An efficient wormhole attack detection
M. Y. Wu, X. Y. . . .| Computer
2021 ] method based on node interaction in o
Li, C. H. Wang ) Communications
wireless sensor networks
R. K. Shukla, R. E. | An efficient graph-based technique for i
) ] . Wireless Personal
2021 Mahmood, A. K. | detecting wormhole attacks in wireless o
} Communications
Singh sensor networks
A graph-based detection scheme for |Journal of Ambient
K. Zheng, X . . .
2021 wormhole attacks in wireless sensor | Intelligence and
Yang, J. Yang . .
networks Humanized Computing
M. D. Uddin, M. | A machine learning approach for
) . . ) Journal of Network and
2021 A. Uddin, M. M. | wormhole attack detection in wireless o
. Computer Applications
Uddin sensor networks

various

and

These papers provide approaches and conferences and offer significant contributions to

techniques for detecting wormhole attacks in wireless the field of network security and intrusion detection

sensor networks using graph-based methods, machine [8-9].

and hybrid

techniques. They are published in reputed journals

learning, trust-based algorithms,

Volume 9, Issue 2, March-April-2023 | http://ijsrcseit.com



Hakam Singh Anjana et al Int. ]. Sci. Res. Comput. Sci. Eng. Inf. Technol., January-February-2023, 9 (2) : 318-323

III. TYPE OF ATTACKS

The context of wireless sensor networks (WSNs),
there are several types of attacks that can be launched
by an adversary to compromise the security and
integrity of the network. Some common types of
attacks include [10-12]:

Physical attacks: Physical attacks involve tampering
with the hardware or physically disrupting the
network in order to gain unauthorized access or cause
damage. Examples of physical attacks in WSNs
include node capture, node destruction, and jamming.
Denial-of-service (DoS) attacks: DoS attacks involve
overwhelming the network with traffic or disrupting
its operation in order to make it unavailable to
legitimate users. Examples of DoS attacks in WSNs
include flooding attacks, resource exhaustion attacks,
and routing disruption attacks.

Spoofing  attacks:  Spoofing  attacks involve
impersonating a legitimate node or device in order to
gain unauthorized access or to manipulate the
network. Examples of spoofing attacks in WSNs
include node replication, identity theft, and message
forgery.

Routing attacks: Routing attacks involve manipulating
the routing protocols in the network in order to
redirect traffic or to cause nodes to transmit data to
unauthorized destinations. Examples of routing
attacks in WSNs include sinkhole attacks, wormhole
attacks, and selective forwarding attacks.
Eavesdropping attacks: Eavesdropping attacks involve
intercepting and analyzing network traffic in order to
obtain sensitive information or to launch further
attacks. Examples of eavesdropping attacks in WSNs
include traffic analysis attacks and side-channel
attacks.

There are many other types of attacks that can be
launched against WSNs, and the specific type of
attack will depend on the objectives and capabilities
of the attacker. It is important for network

administrators to be aware of these types of attacks

and to implement appropriate security measures to

mitigate their effects [13].

IV. DATASET’S DESCRIPTION

Unfortunately, without more specific information
about the paper in question, it is difficult to provide a
comprehensive description of the datasets used in the
study. However, I can provide some general
information about the datasets commonly used in
research on graph-based wormhole attack detection
techniques.

In general, researchers in this area use simulated or
real-world datasets of wireless sensor networks to
evaluate the effectiveness of their proposed detection
techniques. The datasets typically include information
about the nodes, communication links, network
topology, and traffic patterns in the network [13].
Some examples of commonly used datasets for this
purpose include:

The TOSSIM simulator dataset: This dataset includes
simulated sensor networks with varying topologies
and node densities. It is often used to evaluate the
performance of intrusion detection techniques in
different network environments.

The MIT Reality Mining dataset: This dataset includes
data collected from 100 volunteers over a period of
nine months, providing information on human
behavior and communication patterns in a real-world
setting.

The COOJA simulator dataset: This dataset includes
simulated networks with different topologies and
mobility patterns, and is often used to evaluate the
performance of routing protocols and intrusion
detection techniques [14].

The KTH dataset: This dataset includes real-world
data collected from a wireless sensor network used for
monitoring temperature and humidity in a building.
It is often used to evaluate the performance of
energy-efficient routing protocols and intrusion

detection techniques.
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In addition to these datasets, researchers may also use
custom datasets that are specific to their research
objectives and experimental setups. They may collect
data from real-world sensor networks, or generate
simulated datasets using network simulation tools
such as NS-3, OMNeT++, or MATLAB.

It is important to note that the choice of dataset can
significantly impact the results and conclusions of a
study, and researchers should carefully consider the
appropriateness and limitations of their dataset when

interpreting their findings [15].

V. CONCLUSION

In this paper, the authors present the concept of
wormhole attacks, which pose a serious threat to the
security and integrity of wireless sensor networks
(WSNs). They propose a novel technique called
Relative Link Weight (RLW) for detecting these
attacks by analysing communication patterns within
the network. The paper also provides a detailed
review of existing literature on anomaly detection in
WSNs and evaluates the effectiveness of the RLW
technique using a simulated dataset. The results
demonstrate that the proposed approach outperforms
other existing techniques in terms of both accuracy
and detection rate. The graph-based nature of the
technique allows for easy scalability, making it
suitable for large-scale sensor networks and for
detecting other types of attacks. The authors provide
recommendations for future research in the area,
including the development of more advanced graph-
based algorithms and the exploration of different
types of network anomalies. Overall, this paper makes
a significant contribution to the field of network
security in WSNs and offers a promising direction for
future research in detecting and mitigating attacks on

these networks.
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